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This reference manual is a valuable aid in the development of M6BHC11
applications. Detailed descriptions of all internal subsystems and
functions have been developed and carefully checked against internal
Motorola design documentation, making this manual the most
comprehensive reference available for the M6BHC11 Family of
microcontroller units (MCU).

Practical applications are included to demonstrate the operation of each
subsystem. These applications are treated as complete systems,
including hardware/software interactions and tradeoffs. Interfacing
technigues to prevent component damage are discussed to aid the
hardware designer. For software programmers, Section 6. Central
Processor Unit (CPU) and Appendix A. Instruction Set Details
contain examples demonstrating efficient use of the instruction set.

This manual is intended to complement Motorola’s official data sheet,
not replace it. The information in the data sheet is current and is
guaranteed by production testing. Although the information in this
manual was checked against parts and design documentation, the
accuracy is not guaranteed like the data sheet is guaranteed. This
manual assumes the reader has some basic knowledge of MCUs and
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General Description

assembly-language programming; it may not be appropriate as an
instruction manual for a first-time MCU user.

The information in this manual is much more detailed than would usually
be required for normal use of the MCU, but a user who is familiar with
the detailed operation of the part is more likely to find a solution to an
unexpected system problem. In many cases, a trick based on software
or on-chip resources can be used rather than building expensive
external circuitry. Data sheets are geared toward customary,
straightforward use of the on-chip peripherals; whereas, an experienced
MCU user often uses these on-chip systems in very unexpected ways.
The level of detail in this manual will help the normal user to better
understand the on-chip systems and will allow the more advanced user
to make maximum use of the subtleties of these systems.

In addition to this manual, the data sheet(s) or technical data is needed
for the specific version(s) of the M68HC11 being used. A pocket
reference guide is another beneficial source.

1.3 General Description of the MC68HC11A8

Reference Manual

The high-density complementary metal-oxide semiconductor (HCMOS)
MC68HC11A8 is an advanced 8-bit MCU with highly sophisticated,
on-chip peripheral capabilities. New design techniques were used to
achieve a nominal bus speed of 2 MHz. In addition, the fully static design
allows operation at frequencies down to dc, further reducing power
consumption.

The HCMOS technology used on the MC68HC11A8 combines smaller
size and higher speeds with the low-power and high-noise immunity of
CMOS. On-chip memory systems include:

« 8 Kbytes of read-only memory (ROM)
« 512 bytes of electrically erasable programmable ROM (EEPROM)

» 256 bytes of random-access memory (RAM)

Major peripheral functions are provided on-chip. An 8-channel
analog-to-digital (A/D) converter is included with eight bits of resolution.
An asynchronous serial communications interface (SCI) and a separate
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1.4 Programmer’s
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General Description
Programmer’s Model

synchronous serial peripheral interface (SPI) are included. The main
16-bit, free-running timer system has three input-capture lines, five
output-compare lines, and a real-time interrupt function. An 8-bit pulse
accumulator subsystem can count external events or measure external
periods.

Self-monitoring circuitry is included on-chip to protect against system
errors. A computer operating properly (COP) watchdog system protects
against software failures. A clock monitor system generates a system
reset in case the clock is lost or runs too slow. An illegal opcode
detection circuit provides a non-maskable interrupt if an illegal opcode is
detected.

Two software-controlled power-saving modes, wait and stop, are
available to conserve additional power. These modes make the
M68HC11 Family especially attractive for automotive and battery-driven
applications.

Figure 1-1 is a block diagram of the MC68HC11A8 MCU. This diagram
shows the major subsystems and how they relate to the pins of the MCU.
In the lower right-hand corner of this diagram, the parallel input/output
(I/O) subsystem is shown inside a dashed box. The functions of this
subsystem are lost when the MCU is operated in expanded modes, but
the MC68HC24 port replacement unit can be used to regain the
functions that were lost. The functions are restored in such a way that
the software programmer is unable to tell any difference between a
single-chip system or an expanded system containing the MC68HC24.
By using an expanded system containing an MC68HC24 and an
external EPROM, the user can develop software intended for a
single-chip application.

Model

In addition to executing all M6800 and M6801 instructions, the
M68HC11 instruction set includes 91 new opcodes. The nomenclature
M68xx is used in conjunction with a specific CPU architecture and
instruction set as opposed to the MC68HC11xx nomenclature, which is
a reference to a specific member of the M68HC11 Family of MCUs.
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Figure 1-2 shows the seven CPU registers available to the programmer.
The two 8-bit accumulators (A and B) can be used by some instructions
as a single 16-bit accumulator called the D register, which allows a set
of 16-bit operations even though the CPU is technically an 8-bit
processor.

The largest group of instructions added involve the Y index register.
Twelve bit manipulation instructions that can operate on any memory or
register location were added. The exchange D with X and exchange D
with Y instructions can be used to quickly get index values into the
double accumulator (D) where 16-bit arithmetic can be used. Two 16-bit
by 16-bit divide instructions are also included.

7 ACCUMULATOR A 0 7 ACCUMULATOR B 0 AB
15 DOUBLE ACCUMULATOR D 0 D
15 INDEX REGISTER X 0 IX
15 INDEX REGISTER Y 0 Y
15 STACK POINTER 0 SP
15 PROGRAM COUNTER 0 PC
7 0
CONDITION CODE REGISTER S X H | N Z V C CCR

M68HC11 — Rev. 6
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Figure 1-2. M68HC11 Programmer’s Model
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1.5 Product Derivatives

The M68HC11 Family of MCUs is composed of the product members
listed in Table 1-1. Figure 1-3 explains how the product part numbers
are constructed.

Table 1-1. M68HC11 Family Members

. Bus
Operating
ROM RAM |EPROM/OTP |EEPROM . Frequency
i (1)
Product (KBytes) | Bytes)| (KBytes) (Bytes) Timer Serial A/D |PWM| Voltage (Max)
V)
(MHz)
3/41C SClI
MC68HC11D0 — 192 — — 4/5 OC SP] — — 3.0,5.0 3
3/41C SClI
MC68HC11D3 4 192 — — 4/5 OC SP] — — 3.0,5.0 3
3/41C SClI 8-CH
MC68HC11E0 — 512 — — 4/5 OC SP] 8-bit | — 3.0,5.0 3
3/41C SClI 8-CH
MC68HC11E1 — 512 — 512 4/5 OC Spl 8-bit — 3.0,5.0 3
3/41C SClI 8-CH
MC68HC11E2 — 256 — 2048 4/5 OC SP] 8-bit | — 5.0 2
3/41C SClI 8-CH
MC68HC11E9 12 512 — 512 4/5 OC SP] 8-bit | — 3.0,5.0 3
3/41C SClI 8-CH
MC68HC11E20 20 768 — 512 4/5 OC S s-bit | — 5.0 3
3/41C SClI 8-CH
MC68HC11F1 — 1 — 512 4/5 OC Sp 8-bit — 3.0,5.0 5
4-CH
8-bit
3/41C SClI 8-CH
MC68HC11KO0 — 768 — — 4/5 OC SPI 5-bit or 3.0,5.0 4
2-CH
16-bit
4-CH
3a1c | sci+ |scH | 8Pt
MC68HC11K1 — 768 — 640 4/5 OC SP 8-bit or 3.0,5.0 4
2-CH
16-bit
4-CH
3a1c | sci+ |scH | 8Pt
MC68HC11K4 24 768 — 640 4/5 OC SP 8-bit or 3.0,5.0 4
2-CH
16-bit
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Table 1-1. M68HC11 Family Members (Continued)

. Bus
Operating
ROM RAM |EPROM/OTP |EEPROM |_. . Frequency
(€]
Product (KBytes) | Bytes)| (KBytes) (Bytes) Timer Serial A/D |PWM| Voltage (Max)
V) (MHz)

3/41C SCIl+ | 8-CH
MC68HC11KS2 — 1 32 640 4/5 OC Spl 8pit | 5.0 4

4-CH

8-hit
3/41C SCI+ |10-CH
MC68HC11KW1 — 768 — 640 4/5 OC SP 10-bit or 5.0 4

2-CH
16-bit
4-CH
Triple 8-bit
MC68HC11P1 — 1 — 640 3/5‘“0% SClI 88%:;' or 5.0 4
SPI 2-CH
16-bit
4-CH
Triple 8-bit
MC68HC11P2 32 1 — 640 j/;llo% SCI %%E‘ or 5.0 4
SPI 2-CH
16-bit
3/41C SClI
MC68HC711D3 — 192 4 — 4/5 OC SP] — — 5.0 3

3/41C SCI 8-CH
MC68HC711E9 — 512 12 512 4/5 OC Spl 8-bit | — 3.0,5.0 4

3/41C SCI 8-CH
MC68HC711E20 — 768 20 512 4/5 0C Spl s-bit | — 5.0 4

3/41C SCIl+ | 8-CH
MC68HC711KS2 — 1 32 640 4/5 OC SPl 8-bit | — 5.0 4

1. All M68HC11s include an 8-channel 16-bit timer with real-time interrupt and pulse accumulator. All timers have three input
captures, four output compares, and an eighth channel that can be configured as a fourth input capture or a fifth output
compare.
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MC 68 HC P 7 11XX B C FN 3 R2

QUALIFICATION LEVEL
MC — FULLY SPECIFIED AND QUALIFIED
XC — PILOT PRODUCTION DEVICE
PC — ENGINEERING SAMPLE

il

NUMERIC DESIGNATOR (OPTIONAL)

OPERATING TEMPERATURE RANGE
HC — HCMOS (Vpp = 5.0 VDC + 10%)
L — HCMOS (Vpp = 3.0 VDC TO 5.5 VDC)

COP OPTION (ONLY ON A-SERIES DEVICES)
NONE — COP DISABLED
P — COP ENABLED

MEMORY TYPE
BLANK — MASKED ROM OR NO ROM
7 — EPROM/OTPROM
8 — EEPROM

BASE PART NUMBER
11A8, 11D3, 11E9, 11K4, ETC.

MONITOR MASK
NONE — BLANK
B — BUFFALO

TEMPERATURE RANGE
NONE — 0°C TO 70°C
C — —40°C TO 85°C
V — —40°C TO 105°C
M — —40°C TO 125°C

PACKAGE TYPE
FN — 44/52/68/84-PIN PLCC
FS — 44/52/68/84-PIN CLCC
FU — 64/80-PIN CFP
FB — 44-PIN CFP
PV — 122-PIN TCFP
PU — 80/100-PIN TCFP
PB — 52-PIN TCFP
P — 40/48-PIN DIP
S — 48-PIN SDIP

MAXIMUM SPECIFIED CLOCK SPEED

2—2.0 MHz
3 — 3.0 MHz
4 — 4.0 MHz

TAPE AND REEL OPTION
NONE — STANDARD PACKAGING
R2 — TAPE AND REEL PACKAGING

Figure 1-3. Part Numbering
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This section discusses the functions of each pin on the MC68HC11AS8,
a typical example of an M68HC11 Family part. Most pins on this
microcontroller unit (MCU) serve two or more functions. Information
about the practical use of each pin is presented in these pin descriptions.
This section also includes information concerning pins that are exposed
to illegal levels or conditions. The most common source of illegal levels
or conditions is transient noise; however, a designer may want to take
precautions against potential misapplication of a product or failures of
other system components such as power supplies. Consideration of
these factors can influence end-product reliability.

The basic connections for single-chip mode and expanded mode
applications are presented in 2.8 Typical Single-Chip Mode System
Connections and 2.7 Typical Expanded Mode System Connections.
These basic systems can be used as the starting point for any user
application and can minimize the time required to achieve a working
prototype system. The explanation of these basic systems includes
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information concerning additions, such as additional memory on the
expanded system.

System noise generation and susceptibility primarily depend on each
system and its environment. The MC68HC11A8 is designed for higher
bus speeds than earlier MCUs. Since it is high-density complementary
metal-oxide semiconductor (HCMOS), signals drive from rail to rail,
unlike earlier N-channel metal-oxide semiconductor (NMOS)
processors. Since these factors can significantly affect noise issues, the
system designer should consider these changes.

2.3 Packages and Pin Names

M68HC11 — Rev. 6

Figure 2-1 through Figure 2-6 show pin assignments for several
members of the M6BHC11 Family. The pin assignments for the
MC68HC24 port replacement unit (PRU) are also presented for
reference although the PRU is not discussed in detail in this manual.

Detailed mechanical data for packages are located in the data sheets or
technical summaries for individual parts. Ordering information, which
relates part number suffixes to package types and operating
temperature range, are also found in the data sheets or technical
summaries.
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2.3.1 MC68HC11A8

The MC68HC11A8 is available in either a 52-pin plastic leaded chip
carrier (PLCC) package or a 48-pin dual-in-line package (DIP). The
silicon die is identical for both packages, but four of the analog-to-digital
(A/D) converter inputs are not bonded out to pins in the 48-pin DIP. The
MC68HC11A1 and MC68HC11A0 devices also use the same die as the
MC68HC11A8, except that the contents of the nonvolatile configuration
(CONFIG) register determine whether internal read-only memory (ROM)
and/or electrically erasable programmable ROM (EEPROM) are
disabled. These downgraded device versions have identical pin
assignments as the MC68HC11A8.

Figure 2-1 shows the pin assignments for the MC68HC11A8 in the
52-pin PLCC package and the 48-pin DIP package.

.
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Figure 2-1. MC68HC11A8 Pin Assignments
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2.3.2 MC68HC11D3/MC68HC711D3

The MC68HC11D3 is available in either a 44-pin PLCC package or a

Pins and Connections
Packages and Pin Names

40-pin DIP package. The silicon die is identical for both packages, but
the PLCC version has two additional output compare pins bonded out
and an extra Vgg pin named EVgg. The MC68HC711D3 is functionally
equivalent to the MC68HC11D3 but has four Kbytes of erasable
programmable ROM (EPROM) instead of mask programmed ROM. The
MC68HC711D3 is available as a one-time-programmable (OTP) MCU in
an opaque plastic package or in a ceramic windowed package for

development applications.

Figure 2-2 shows the pin assignments for the MC68HC11D3/
MC68HC711D3 in the 44-pin PLCC package and the 40-pin DIP

package.
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Figure 2-2. MC68HC11D3/711D3 Pin Assignments
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2.3.3 MC68HC11E9/MC68HC711E9
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The MC68HC11E9 is available in a 52-pin PLCC package only. The
MC68HC11E1 and MC68HC11EO devices also use the same die as the
MC68HC11E9, except that the contents of the nonvolatile CONFIG
register determine whether internal ROM and/or EEPROM are disabled.
These downgraded device versions have identical pin assignments as
the MC68HC11E9.

The MC68HC11E9 is an upgrade of the MC68HC11A8. The
MC68HC11E9 has 12 Kbytes of mask ROM, 512 bytes of EEPROM,
and 512 bytes of RAM. The timer system allows one output-compare
channel to be reconfigured as a fourth input-capture channel.

The MC68HC711E9 is functionally equivalent to the MC68HC11E9 but
has 12 Kbytes of EPROM instead of mask programmed ROM. The
MC68HC711E9 is available as a one-time-programmable (OTP) MCU in
an opaque plastic package or in a ceramic windowed package for
development applications.

Figure 2-3 shows the pin assignments for the MC68HC11E9 in the
52-pin PLCC package. These pin assignments are the same as the
MC68HC11A8, except for the pin name for the PA3/IC4/0OC5/0OC1 pin.
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Figure 2-3. MC68HC11E9/711E9 Pin Assignments (52-Pin PLCC)

2.3.4 MC68HC811E2

The MC68HCB811E2 is very similar to the MC68HC11E9 version, except
in the on-chip memory. The MC68HC811E2 includes two Kbytes of
EEPROM, which can be remapped to the upper half of any 4-Kbyte page
in the 64 Kbyte map. There is no masked ROM memory in the
MC68HC811E2. The MC68HCB811E?2 is available in either a 52-pin
PLCC package or a 48-pin DIP. The silicon die used is the same for both
packages, but four of the analog-to-digital (A/D) converter inputs are not
bonded out to pins in the 48-pin package.

The MC68HCB811EZ2 version replaces an earlier version called the
MC68HC811A2. The only significant difference between the
MC68HC811E2 and MC68HC811A2 is that the MC68HC811E2 has a
slightly more flexible timer system, which allows one output-compare
channel to be reconfigured as a fourth input-capture channel.

M68HC11 — Rev. 6 Reference Manual
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The 52-pin PLCC package version of the MC68HC811E2 has identical
pin assignments to the MC68HC11E9 pin assignments shown in
Figure 2-3. Figure 2-4 illustrates the pin assignments for the
MC68HC811E2 in the 48-pin DIP.
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Figure 2-4. MC68HC811E2 Pin Assignments (48-Pin DIP)
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2.3.5 MC68HC11F1

The MC68HC11F1 is available only in a 68-pin PLCC package. The
MC68HC11F1 was the first non-multiplexed address/data bus version in
the M6BHC11 Family. In addition to the non-multiplexed bus, this MCU
includes one Kbyte of on-chip RAM and intelligent chip selects for simple
connection to external program memory without the need for any
external logic chips. Other on-chip peripherals are similar to the
MC68HC11E9. Figure 2-5 shows the pin assignments for the
MC68HC11F1 in the 68-pin PLCC package.
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Figure 2-5. MC68HC11F1 Pin Assignments (68-Pin PLCC)
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2.3.6 MC68HC24 Port Replacement Unit

STRA
PCO
PC1
pC2
PC3

NC
PC4
PC5
PC6
PC7

Though no longer in production, the MC68HC24 PRU was used to
replace I/O functions of data and address pins in emulators. It was
available in either a 44-pin PLCC package or a 40-pin DIP. Figure 2-6
shows the pin assignments for the MC68HC24 in the 44-pin PLCC
package and the 40-pin DIP package.
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Figure 2-6. MC68HC24 Pin Assignments

2.4 Pin Descriptions

Reference Manual

This section provides a pin-by-pin description of the MCU. In general, a
designer should consider all possible functions of each pin when
designing the MCU into an application system.

e Section 7. Parallel Input/Output contains transistor-level
schematics of the logic associated with each of the 1/0 pins.

e Section 3. Configuration and Modes of Operation discusses
the pins that operate as a multiplexed address/data bus in
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expanded modes of operation as well as the functions of other
pins related to mode selection and bus control.

* The reset and interrupt pins are presented again in Section 5.
Resets and Interrupts.

* These sections discuss pins related to the on-chip peripherals
presented in those sections:

— Section 8. Synchronous Serial Peripheral Interface

— Section 9. Asynchronous Serial Communications
Interface

— Section 10. Main Timer and Real-Time Interrupt
— Section 11. Pulse Accumulator
— Section 12. Analog-to-Digital Converter System
Figure 1-1. Block Diagram is a pin-function-oriented block diagram of

the MC68HC11A8, which is a good reference for development and
verification of application designs.

2.4.1 Power-Supply Pins (Vpp and Vgg)

M68HC11 — Rev. 6

Power is supplied to the MCU by using these pins. Vpp is the positive
power input, and Vgg is ground. The MC68HC11A8 MCU uses a single
power supply, but in some applications, there may also be optional
power supplies for A/D reference and/or for battery backup of on-chip
random-access memory (RAM). These additional power sources are
optional, and the MCU, including RAM and A/D, can operate from a
single 5-V (nominal) power supply.

Although the MC68HC11A8 is a complementary metal-oxide
semiconductor (CMOS) device, very fast signal transitions are present
on many of the pins. Even when the MCU is operating at slow clock
rates, short rise and fall times are present. Depending on the loading on
these fast signals, significant short-duration current demands can be
placed on the MCU power supply. Special care must be taken to provide
good power-supply bypassing at the MCU.
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The faster edge times in the MC68HC11A8 generally place greater
demands on bypassing than earlier NMOS (N-channel MOS) MCU
designs. A typical expanded-mode system should include a 1-uF
capacitor and a separate 0.01-pF capacitor. Both these capacitors
should be as close (physically and electrically) as possible to the
MC68HC11A8 and should have good high-frequency characteristics (for
instance, not old-technology dipped ceramic disc). The 1-uF capacitor
primarily supplies charge for bus switching through a very
low-impedance path (minimum-length runners). Without this bypass,
there could be very large voltage drops in the circuit board runners to the
MCU due to the very high (although very short duration) current spike
caused by several MCU pins simultaneously switching from one level to
the other. The separate 0.01-uF capacitor is included because the larger
1-uF capacitor is typically not as good at snubbing very high-frequency
(low energy) noise. These are only general recommendations. Some
lightly loaded single-chip systems may work quite well with a single
0.1-yF bypass capacitor; whereas, more heavily loaded
expanded-mode systems may require more elaborate bypassing
measures.

It is easier and less expensive to approach power-supply layout and
bypassing as a preventive measure from the beginning of a design than
to locate and correct a noise problem in a marginal design. Problems
related to inadequate power-supply layout and bypassing are very
difficult to locate and correct, but, if reasonable care is taken from the
start of a design, noise should not become a problem.

2.4.2 Mode Select Pins (MODB/Vgrgy and MODA/LIR)

Reference Manual

The mode B/standby RAM supply (MODB/Vgtgy) pin functions as both
a mode select input pin and a standby power-supply pin. The mode
Alload instruction register (MODA/ﬁ) pin is used to select the MCU
operating mode while the MCU is inreset, and it operates as a diagnostic
output signal while the MCU is executing instructions.

The hardware mode select mechanism starts with the logic levels on the
MODA and MODB pins while the MCU is in the reset state. The logic
levels on the MODA and MODB pins are fed into the MCU via a clocked
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pipeline path. The levels captured are those that were present part of a
clock cycle before the RESET pin rose, which ensures there will be a
zero hold-time requirement on the mode select pins relative to the rising
edge at the RESET pin. The captured levels determine the logic state of
the special mode (SMOD) and mode A select (MDA) control bits in the
highest priority interrupt (HPRIO) register. These two control bits actually
control the logic circuits involved in hardware mode selection. Mode A
selects between single-chip modes and expanded modes; mode B
selects between the normal variation and the special variation of the
chosen operating mode. Bootstrap mode is the special variation of
single-chip mode, and special test is the special variation of expanded
mode. Table 2-1 summarizes the operation of the mode pins and mode
control bits.

Table 2-1. Hardware Mode Select Summary

Inputs Control Bits in HPRIO (Latched at Reset)
Mode Description
MODB | MODA RBOOT SMOD MDA IRV
1 0 Normal single chip 0 0 0 0
1 1 Normal expanded 0 0 1 0
0 0 Special bootstrap 1 1 0 1
0 1 Special test 0 1 1 1

After RESET is released, the mode select pins no longer influence the
MCU operating mode. The MODA pin serves the alternate function of
load instruction register (ﬁ) when the MCU is not in reset. The
open-drain active-low LIR output pin drives low during the first E cycle of
each instruction. The MODB pin serves the alternate function of a
standby power supply (Vstgy) to maintain RAM contents when Vpp is
not present. The power-saving mode, stop, is an alternate way to save
RAM contents, which does not require a separate standby power
source.

The LIR function is intended for monitoring on a logic analyzer during
debug of a system. Since this status indicator shows where each
instruction begins, programs can be followed easily. The mode A select
levels and the LIR status levels were selected to prevent interference
between the shared functions of the pin. In single-chip applications, this
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pin is simply connected to Vgg. Since the LIR output is open-drain, there
IS no conflict between the direct Vgg connection and the LIR signal that
drives the pin low during the first E cycle of each instruction. There is no
practical reason to monitor LIR during single-chip modes because there
Is no visibility to internal data and address buses. In expanded-mode
systems, the MODA/LIR pin is normally pulled up to Vpp by a 4.7-kQ
resistor. During reset, the pullup resistor instructs the MODA pin to
select expanded modes. During-program execution, the pin is driven low
during the first cycle of each instruction by the LIR signal and is pulled
up between LIR signals by the external 4.7-kQ pullup.

In expanded-mode systems where it is important to minimize
power-supply current, logic could be used to drive the MODA/LIR pin
rather than just using a simple pullup (see Figure 2-7). During reset, the
MODA pin would be driven high to select expanded mode. After reset,
the LIR pin would be driven low by logic. The logic should not be
operating against a pullup, but rather it should be a logic-gate-type
output with some series resistance to protect against the unlikely event
of a conflict between an active-low LIR signal and an active-high
logic-gate output signal. Such a conflict could only occur briefly at the
falling edge of reset. Since LIR is active for about one out of every three
cycles during normal execution (average instructions take about three
cycles), Ipp could be reduced by about 350 pA (5V + 4.7 kQ x 33% duty
cycle).

T4HC04
47K )
RESET I>c TO MODAILIR

OF M68HC11

Figure 2-7. Reduced Ipp MODA/LIR Connections

The Vgrgy function is accomplished by a transistor switch that connects
either Vgtgy Or Vpp to the RAM and reset logic, depending upon the
relative levels of Vgrgy and Vpp. The switch connects Vpp unless Vgrgy
iIs more than a threshold higher than Vpp. A threshold is approximately
a diode drop (0.7 V) but varies from lot to lot due to processing
variations. During normal operation of the MCU, Vpp is supplying power
to the RAM. In a standby situation, Vgtgy should be maintained at a valid
level, and RESET should be activated (pulled low) when Vpp drops
below legal limits. RESET should always be held low whenever Vpp is
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below its operating limit. If the MCU is to be operated in a special mode
(MODB low before applying reset) and the MODB/Vgtgy pin is being
used to back up the RAM, the MODB/Vgtgy pin should not be driven low
unless Vpp is at (has returned to) a legal level. Some logic may be
required in systems that use MODB/Vg1gy as a standby supply and want
to use one of the special modes of operation. In most applications, the
MODB pin would be connected to Vpp through a 4.7 kQ pullup resistor
for normal modes or directly to ground for special modes.

There are two ways to maintain the contents of on-chip RAM with
minimal power consumption (as in a battery-based application).

* The preferred method uses the stop mode of operation.

» The second method uses the MODB/Vg1gy pin (see Figure 2-8).

Each of these methods has advantages. The stop mode method is
preferred because it is much simpler than the separate power-supply
method in terms of hardware costs and complexity. The STOP method
saves power by stopping all MCU clocks, which reduces the Vpp current
to a few microamps. No external logic is needed, and the contents of
internal registers are maintained in addition to the contents of internal
RAM.

The MODB/Vgtgy pin method would be used in cases where there is a
significant amount of external circuitry operating from Vpp so that the
added complexity of two supplies and added logic is justified by the
power savings.

VoD
MAX
690
VoD
47K
VOUT _/\/\/ﬁ TO MODBNSTBY
OF M68HC11
v
48V BATT
NiCd

[ .

Figure 2-8. RAM Standby MODB/Vgtgy Connections
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2.4.3 Crystal Oscillator and Clock Pins (EXTAL, XTAL, and E)

Reference Manual

The oscillator pins can be used with an external crystal network or an
externally generated CMOS-compatible clock source. The frequency
applied to these pins is four times higher than the desired bus frequency
(E-clock rate). The E clock is the bus frequency clock output, which is
used as a basic timing reference signal. When the E clock is low
(address portion of a bus cycle), an internal process is occurring; when
E is high, data is being addressed. The E clock is free running at
one-fourth the crystal frequency as long as the oscillator is active (stop
mode stops all clocks).

The oscillator in the MC68HC11A8 consists of a large 2-input NAND
gate. One of the inputs to this gate is driven by an internal signal that
disables the oscillator when the MCU is in the stop mode. The other input
is the EXTAL input pin of the MCU. The output of this NAND gate is the
XTAL output pin of the MCU.

The XTAL pin is normally left unterminated when using an external
CMOS-compatible clock input to the EXTAL pin. However, a 10-kQ to
100-kQ load resistor to ground may be used to reduce generated radio
frequency interference (RFI) noise emission. The XTAL output is
normally intended to drive only a crystal, but XTAL can be used as a

4 x clock output if special care is taken to avoid undesirable loading. The
XTAL output may be buffered with a high-impedance buffer such as the
74HCO04, or it may be used to drive the EXTAL input of another
M68HC11 MCU. In all cases, the circuit-board layout around the
oscillator pins is critical. Load capacitances specified in the data sheets
and technical summary include all stray layout capacitances. Thus, the
physical capacitors connected to these pins should always be less than
the specified load capacitances by the estimated interconnection
capacitances.

Figure 2-9 and Figure 2-10 show the internal and external components
that form the crystal oscillator, called a Pierce oscillator (also known as
a parallel resonant crystal oscillator).

Figure 2-9 shows the connections for high-frequency crystals (greater
than 1 MHz), and Figure 2-10 shows connections for low-frequency
operation (less than 1 MHz). The resistor, Ry, provides a direct current
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bias to the input so the NAND operates in its linear region. In
low-frequency designs, Rg and C2 provide a phase shift. Rg also limits
the power into the crystal, which is important for many small crystals
because they are designed for very low drive levels (typically 1-uwW
maximum). In high-frequency applications (see Figure 2-9), the output
impedance of the NAND driver, combined with the lower impedance of
Cland C2, provides the same effect as the Rg in low-frequency designs.
Higher frequency AT-cut crystals are designed for much higher drive
levels.

Exact values for the external components are a function of wafer
processing parameters, package capacitance, printed circuit board
(PCB) capacitance and inductance, socket capacitance, operating
voltage, crystal technology, and frequency.

Typical values are:

Rt =1 MQ-20 MQ Higher values are sensitive to humidity;
lower values reduce gain and could
prevent startup.

Cl1l =5 pF-25 pF Value is usually fixed.
C2 =5 pF-25 pF Value may be varied to trim frequency.

STOP

Banleh

M68HC11

EXTAL XTAL
R ¢
——— \N—¢
XTAL
C1l C2

Figure 2-9. High-Frequency Crystal Connections
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STOP

BDanleh

M68HC11
EXTAL XTAL
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XTAL
lc 1 cC2

Figure 2-10. Low-Frequency Crystal Connections

A tune-up procedure for experimentally determining Rg is discussed at
the conclusion of this subsection. Since circuit and layout capacitances
effectively add to the values of C1 and C2, the physical capacitances are
usually smaller than the intended capacitances.

In most high-frequency applications, the values of C1 and C2 are equal.
In low-frequency designs, it is often desirable to make C1 smaller than
C2, which provides a higher voltage at the EXTAL input due to an
impedance transformation. The wider voltage swing at this input will
result in lower power-supply current.

As in all crystal oscillator designs, all leads should be kept as short as
possible. It is also good practice to route Vgg paths as shown in
Figure 2-11. These paths isolate the oscillator input from the output and
the oscillator from adjacent circuitry, only adding capacitance in parallel
with C1 and C2. Potentially noisy lines should be kept as far as possible
from the oscillator components. Ground loops should be avoided around
oscillator components (note the unterminated Vgg paths ending under
Cl and C2in Figure 2-11).
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CRYSTAL

PIN 7
EXTAL
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(- -] (- -]
0000000O0CO0

0000000

Figure 2-11. Crystal Layout Example

Usually, the operation of the oscillator cannot be observed with an
oscilloscope connected to one of the oscillator pins. The oscilloscope
adds from 3 to 30 pF and from 1 to 10 MQ to Vg, which will usually affect
oscillator operation. When the oscilloscope is connected to the EXTAL
input, the 10 MQ to Vg (oscilloscope input) forms a resistive divider with
R¢ and often disables the oscillator by biasing the circuit out of the linear
region of the EXTAL input. This problem can sometimes be overcome by
capacitively coupling the oscilloscope with a very small capacitor

(1-5 pF) between the oscilloscope probe and the oscillator pin. It is
usually better to observe the E-clock output from the MCU since this
does not alter the operation of the oscillator.

In low-frequency designs, it is often possible to observe the XTAL node
with an oscilloscope because the high-impedance nodes of the oscillator
are isolated from XTAL by Rg. Observe |5 without the oscilloscope
connected and again with the oscilloscope connected. If the Ipp IS
unchanged, it is usually safe to assume the oscillator was unaffected.
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Low-frequency crystal circuits tend to be very high impedance. Thus, the
PCB must be clean, dry, and free of conductive material such as solder
rosin and excessive moisture from high humidity. If problems occur, the
value of R¢ can be reduced so the contaminant impedance is less
significant in comparison. Of course, it is still best to eliminate the
contaminants.

Usually, startup time is inversely proportional to the frequency; thus,
low-frequency oscillators start slower than high-frequency oscillators.
There are many exceptions to this rule because there are many
variables affecting startup time. Observation of a few circuits using the
MC68HC11A8 with an 8-MHz crystal reveals startup from stop mode
takes approximately 2 ms, and startup from power-up occurs within a
few milliseconds of when Vpp reaches approximately 1 volt. Power-up
performance varies greatly since power-source turn-on characteristics
vary greatly. Since the MC68HC11AS8 is a fully static design, the
oscillator is not required to be running full speed before the processor
starts executing instructions (most applications do not require a stable
oscillator within the first few milliseconds after power-up). If the oscillator
Is not running at full speed, instructions will take longer to execute, but
no unpredictable behavior will result as it would in an NMOS processor.
An oscillator in the 32-kHz range could require hundreds of milliseconds
or even a few seconds to start and stabilize.

The following tune-up procedure is only meaningful for crystal
frequencies below 1 MHz. In higher frequency applications, because Rg
is normally 0 Q, this procedure is not needed.

The value of Rg can be determined experimentally by using the final
PCB and an MCU of the exact type that will be used in the final
application. The MCU need not have the final mask program because
the MCU will be held in reset throughout the experiment. Because of the
number of variables involved, use components with the exact properties
of those that will be used in production. For example, do not use a
ceramic-packaged MCU prototype for the experiment when a
plastic-packaged MCU will be used in production. An emulator version
of the part will also have slightly different electrical properties than the
masked ROM version of the same part.
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To determine the optimum value for Rg, observe the operating current
(Ipp) of the MCU as a function of Rg. The MCU should be held in reset
throughout this procedure because operating current variations during
run modes are much greater than the current variations due to varying
Rg. Normally, a dip in current will occur. This dip is not sharp as in many
LC circuits but is instead very broad. As the shape of this curve
suggests, the exact value of Rq is not critical.

Finally, verify that the maximum-operating supply voltage does not
overdrive the crystal. Observe the output frequency as a function of Vpp
at the buffered E-clock output. Under proper operating conditions, the
frequency should increase a few parts per million as supply voltage
increases. If the crystal is overdriven, an increase in supply voltage will
cause a decrease in frequency, or the frequency will become unstable.
If frequency problems arise, supply voltage must be decreased, or the
values of Rg, C1, and C2 should be increased to reduce the crystal drive.

2.4.4 Crystal Oscillator Application Information

Some crystal oscillator application information is presented in this
subsection.

2.4.4.1 Crystals for Parallel Resonance

M68HC11 — Rev. 6

Parallel resonance refers to a Pierce oscillator that has the crystal in
parallel with an inverter. Almost all (if not all) CMOS MCUs use this type
oscillator. AT-cut crystals are available as standard devices for both
series resonant circuits and Pierce oscillators. The load capacitance has
to be specified for the Pierce version. The series resonant versions do
not require this specification and are more likely to be listed as a
standard product. The type circuit affects the oscillating frequency of the
crystal.

Any 4- to 8-MHz AT-cut crystal will normally meet the requirements of an
M68HC11. However, for a very accurate oscillator frequency, use the
Pierce version of the crystal with C1 and C2 values to match the
specified load capacitance value for the crystal. The load capacitance is
approximately equal to the series combination of C1 and C2.
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2.4.4.2 Using Crystal Oscillator Outputs

The crystal oscillator is actually an RF (radio frequency) application.
Connecting the crystal pins to other circuitry is likely to interfere with
proper operation of the oscillator. Modern CMOS inputs are very high
iImpedance and relatively low capacitance; thus, one of these inputs can
be connected to the oscillator without disturbing the oscillator. The data
sheet for a particular part shows examples of ways the crystal oscillator
can be used to drive other circuits for crystal frequencies between 4 and
8 MHz.

2.4.4.3 Using External Oscillator

An externally built Pierce oscillator will operate like a crystal connected
to the M6BHC11. Use a single inverter and connect the crystal feedback
resistor and load capacitors as if the external inverter input were the
EXTAL pin and the inverter output were the XTAL pin. Use a 74HCU04
for this inverter. This device is an unbuffered HCMOS hex inverter. Avoid
Schmitt-trigger devices because the oscillator may fail to start. Buffer the
output of the external Pierce oscillator to drive additional logic.

2.4.4.4 AT-Strip versus AT-Cut Crystals

The AT-strip is a new-technology low-power crystal. Connecting one of
these crystals to the M6BHC11 may cause problems due to the NAND
gate in the MCU overdriving the crystal. Use an AT-cut crystal with the
M68HC11 to avoid this problem.

2.4.5 Reset Pin (RESET)

Reference Manual

This active-low, bidirectional control signal is used as an input to initialize
the MC68HC11A8 to a known startup state and as an open-drain output
to indicate that an internal failure has been detected in either the clock
monitor or computer operating properly (COP) watchdog circuit. This
RESET signal is significantly different from the RESET signal used on
earlier MCUs. More detailed information about this pin can be found in
Section 5. Resets and Interrupts.
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The reset circuitry is specifically designed to work with lower levels of
Vpp than other MCU circuitry. Thus, RESET can be used to prevent
undesirable performance as Vpp power is applied or decays, which is
important for applications in which the contents of on-chip RAM must be
maintained in the absence of Vpp. In this situation, the RAM and reset
input logic in the MCU would be powered from a standby power source
connected to the MODB/Vgtgy pin whenever Vpp is too low to support
proper MCU operation. Secondly, RESET must be controlled when Vpp
is below legal operating limits to prevent unintentional corruption of
EEPROM data. Even if an application is not using the 512-byte
EEPROM, the CONFIG register is still an EEPROM byte and must be
protected from corruption.

Virtually all MC68HC11A8 systems should include automatic control of
RESET to drive it low whenever Vpp is below legal limits. A simple,
inexpensive, low-voltage inhibit (LVI) device such as the MC34064 or
MC34164 can be used. The MC34064 is available in TO-92 or SOT-8
plastic packages and provides an open-drain output to directly drive the
RESET pin of the MC68HC11A8. This device is connected to Vpp, Vss,
and the RESET pin of the MCU. A pullup resistor from RESET to Vpp is
the only other component required for the reset circuit in most
applications. Figure 2-12 shows a typical reset circuit.
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Figure 2-12. Reset Circuit Example
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2.4.6 Interrupt Pins (XIRQ and IRQ)
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The XIRQ pin provides a means for requesting non-maskable interrupts
after reset initialization. During reset, the X bit in the condition code
register (CCR) is set, and any interrupts are masked until MCU software
enables them. Since the XIRQ input is level sensitive, it can be
connected to a multiple-source wired-OR network with an external pullup
resistor. XIRQ is often used as a power loss detect interrupt.

The m input provides a means for requesting asynchronous interrupts
to the MC68HC11A8. m Is program selectable (OPTION register),
having a choice of either level-sensitive or falling-edge-sensitive
triggering. After reset, @ is configured for level-sensitive operation by
default.

Whenever m or @ are used with multiple interrupt sources (@
must be configured for level-sensitive operation if there is more than one
source of m interrupt), each source must drive the interrupt input with
an open-drain-type driver to avoid contention between outputs. There
should be a single pullup resistor near the MCU interrupt input pin
(typically 4.7 kQ). There must also be an interlock mechanism at each
interrupt source so that the source holds the interrupt line low until the
MCU recognizes and acknowledges the interrupt request. If one or more
other interrupt sources are still pending after the MCU services a
request, the interrupt line will still be low; thus, the MCU will be
interrupted again as soon as the interrupt mask bit in the MCU becomes
clear (normally upon return from an interrupt).

The m pin is used during factory testing as a bulk Vpp programming
voltage source, which allows for parallel programming of as many as half
of the bytes in the EEPROM in a single programming operation. Since
the on-chip charge pump does not have sufficient drive capability to
simultaneously program this many EEPROM locations, the external
20-V power supply is needed to supplement the on-chip charge pump.
The switchover mechanism, which decides whether EEPROM is
powered by the internal charge pump or the external voltage source, is
similar to the Vgtgy logic at the MODB/Vg1gy pin. When the external
voltage is more than the charge-pump voltage, the switch connects the
external high-voltage source to the internal Vpp line. The added circuitry
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at this pin has no effect on normal IRQ functions, but it does have some
effect on the way the pin reacts to illegal levels.

In addition to XIRQ and IRQ, five other pins on the MC68HC11A8 can
also be used to generate interrupt requests to the MCU. These pins are
associated with other on-chip peripherals such as the timer or
handshake 1/0O systems. The pins are PAO/IC3, PA1/IC2, PA2/IC1,
PA7/PAI/OC1, and AS/STRA. The input-capture pins can be configured
to detect rising edges, falling edges, or any edge. The PAlI and STRA
inputs can be configured to detect rising edges or falling edges. The
STRA input is only available if the MCU is operating in a single-chip
mode because the pin is used as the address strobe (AS) output when
the MCU is in expanded modes. These five pins have advantages over
the IRQ and XIRQ pins in that each of these five interrupts is
independently maskable with a local control bit as well as the global I bit
in the CCR. Each of these five interrupts also has a readable status
indication, and a pending request can be cleared without being serviced.

2.4.7 A/D Reference and Port E Pins (VrggL, Vregn: and PE7—PEO)

M68HC11 — Rev. 6

The Viyegn and Vrege pins provide the reference voltages for the A/D
converter circuitry. Since the A/D converter is an all-capacitive
charge-redistribution converter, there is essentially no dc current
associated with these pins. Very small dynamic currents are caused by
charge-redistribution switching during conversions (see Section 12.
Analog-to-Digital Converter System). These pins are normally
connected to Vpp and Vgg through a low-pass filter network (see
Figure 2-13) to isolate noise on the logic power supply from the relatively
sensitive analog measurements. A low-noise precision reference supply
can be used alternatively. There should be at least 2.5 V between VgegL
and Vrgpp for full A/D accuracy. Lower values will result in more
inaccuracy, but the converter will continue to operate. The A/D system is
tested at 4.5 V and 5.5 V across the reference supply pins.

There is an inherent diode from Vigg to Vgg. If VReg go€s below Vgg
by more than this diode drop, any conversion in progress may be
corrupted, but no permanent physical damage will result until significant
current is drawn. The only documented cases of damage have been
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Figure 2-13. Low-Pass Filter for A/D Reference Pins

caused by blatant misapplication, such as connecting —12 V directly to
the VrepL pin. Since no P-channel devices are associated with the
VREEH PiN, there is no diode clamping to Vpp. The gates of analog
switches associated with the A/D reference and input pins are controlled
by signals that switch between Vgg and about 7 V. This higher-than-Vpp
supply is the output of a charge pump (separate from the charge pump
used for programming on-chip EEPROM). There is no special
requirement to keep Viyegny below Vpp. In fact, the converter will
continue to produce good results up to approximately 6 V on Viggn-

The port E input pins are used for general-purpose inputs and/or A/D
analog inputs. These inputs are designed so that the digital input buffers
are disabled at all times except for part of a cycle during an actual read
of port E; thus, analog levels near the switch point of the digital input
buffer do not result in high power-supply current drains as in a normal
CMOS input buffer. The buffers are enabled by an extra N-channel
device in series with the N-channel device in the input inverter. During a
digital read of port E, these extra N-channel devices are turned on for
part of the read cycle. Because of this special circuitry, itis not necessary
to terminate unused port E pins.

The analog and digital functions of port E do not normally interfere with
each other; thus, any combination of pins can be used as digital inputs
while the remaining port E pins are used for analog inputs. Turning on
the digital buffer during an analog sample may cause small disturbances
on the input line, which may cause small errors in the sampled analog
level. The disturbances would be caused by small gate-to-drain and
gate-to-source capacitances and would have to occur very close to the
trailing edge of a sample period to have any noticeable effect. The
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disturbances are so small (if they exist) that they probably would not
cause any measurable inaccuracy. Since it is so easy to arrange
software to avoid this condition, it is probably easier to avoid potential
disturbances.

2.4.8 Timer Port A Pins

Port A includes three input-only pins, four output-only pins, and one pin
that can be configured to operate as an input or as an output. The
input-only pins (PAO/IC3, PA1/IC2, and PA2/IC1) also serve as
edge-sensitive timer input-capture pins. The four output-only pins
(PA3/OC5/0OC1, PA4/OC4/0C1, PA5/OC3/OC1, and PA6/OC2/0OC1)
also serve as main timer output-compare pins. Whenever an
output-compare function is enabled, that pin cannot be used for
general-purpose output. These four pins can be controlled by output
compare 1 (OC1) and/or another output compare. The PA7/PAI/OC1 pin
can be used as a general-purpose I/O pin, as a pulse-accumulator input,
or as an OC1 output pin.

2.4.9 Serial Port D Pins

M68HC11 — Rev. 6

Port D includes six general-purpose, bidirectional I/O pins that can be
individually configured as inputs or as outputs. When the serial
communications interface (SCI) receiver is enabled, the PDO/RxD pin
becomes an input dedicated to the RxD function. When the SCI
transmitter is enabled, the PD1/TxD pin becomes an output dedicated to
the TxD function. When the serial peripheral interface (SPI) system is
enabled, the PD2/MISO, PD3/MOSI, PD4/SCK, and PD5/SS pins
become dedicated to SPI functions. Even while the SPI system is
enabled, the PD5/SS pin can be used as a general-purpose output by
setting the corresponding DDRD?5 bit, provided the SPI system is
configured for master mode of operation.

The six port D pins can be configured (port D wired-OR mode (DWOM)
control bit in SPI control register (SPCR)) for wired-OR operation. This
option disables the P-channel device in the output drivers so port D
outputs can actively drive low but not high, allowing two or more such
outputs to be connected without contention. Since the P-channel device
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Is physically present (just turned off), there is an inherent diode from the
output pin to Vpp so the pin cannot be pulled to a level higher than Vpp
(unlike a transistor-transistor logic (TTL) open-collector output). An
external pullup resistor is required on all port D outputs when the
wired-OR option is used. The firmware bootloader program configures
port D for wired-OR operation when the MCU is reset in bootstrap mode.
If the application is using bootstrap mode, either turn off the wired-OR
option after downloading or supply external pullup resistors on port D
output pins.

2.4.10 Ports B and C and STRA and STRB Pins

Reference Manual

These 18 pins are used for general-purpose 1/0 while the MCU is
operating in single-chip mode. When an expanded mode is used, these
18 pins become a multiplexed address/data bus with an address strobe
(AS) and a read/write (R/W) control line. Table 2-2 summarizes the
functions of these pins related to the MCU operating mode.

Table 2-2. Ports B and C and STRA and STRB Pins

Port | Bit Single-Chip Expanded-Multiplexed
and Bootstrap Mode and Special Test Mode
B | 0| PBO Output A8 Address output
B | 1| PB1 Output A9 Address output
B | 2| PB2 Output A10 Address output
B | 3| PB3 Output A1l Address output
B | 4| PB4 Output Al12 Address output
B | 5| PB5 Output Al13 Address output
B | 6| PB6 Output Al4 Address output
B | 7| PBY Output Al5 Address output
C 0 | PCO Input/output A0/DO Address/data multiplexed
C 1| PC1 Input/output Al/D1 Address/data multiplexed
C 2 | PC2 Input/output A2/D2 Address/data multiplexed
C 3 | PC3 Input/output A3/D3 Address/data multiplexed
C | 4| PC4 Input/output A4/D4 Address/data multiplexed
C 5 | PC5 Input/output A5/D5 Address/data multiplexed
C 6 | PC6 Input/output A6/D6 Address/data multiplexed
C 7 | PC7 Input/output A7/D7 Address/data multiplexed
STRA Input strobe (edge in) AS Address strobe (out)
STRB Output strobe RIW Read/write select
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In single-chip modes, no external address/data bus is needed,; thus,
these 18 pins are available for general-purpose 1/0O. Port B is an 8-bit
output-only port; port C is an 8-bit bidirectional I/O port. Any combination
of bits in port C can be configured as outputs; the remaining bits are used
as inputs. Several automated handshake I/O functions are associated
with ports B and C. These strobe and handshake functions use the
STRA and STRB pins as strobes and handshake controls. The STRA
pin is an edge-detecting input that causes port C data to be latched into
a special internal latch register. The active edge for STRA is software
selectable, and any port C pin can be used for general-purpose static 1/0
while other pins are being used for latched inputs. If strobe and
handshake functions are not being used, STRA can still be used as an
edge-detecting interrupt input but cannot be used as a general-purpose
static input. The STRB pin is an output strobe associated with the
handshake 1/O functions of ports B and C. If handshake functions are not
being used, STRB can still be used as a general-purpose output, though
it is more difficult to control than a normal port output pin. For a detailed
discussion of the handshake I/O functions of ports B and C, refer to
Section 7. Parallel Input/Output.

When the MCU is operating in expanded modes, these 18 pins are used
for an address/data bus to allow the central processor unit (CPU) to
access a 64-Kbyte memory space. To save pins, the low-order address
and 8-bit data are time multiplexed on eight pins. During the first half of
each bus cycle, address output signals, A7—A0, are present on these
eight pins; during the second half of each bus cycle, these eight pins are
used as a bidirectional data bus, D7-DO0. The AS signal is used as an
active-high latch enable to an external address latch. Address
information is allowed through this external transparent latch while AS is
high, and the stable address information is latched when AS is low. The
E clock is used to enable external devices to drive data into the CPU
during the second half of a read bus cycle (E clock high). The R/W signal
indicates the direction of data — high for read cycles, low for write
cycles.

The AS/STRA pin is an output in expanded modes and an input in
single-chip modes. Remember to terminate this pin as an unused input
in single-chip modes.
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2.5 Termination of Unused Pins

NOTE:
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Because the MC68HC11A8 is a CMOS device, unused input pins must
be terminated to ensure proper operation and reliability. Figure 2-14
shows a CMOS inverter, which is representative of circuitry found on
CMOS input pins. When the input is logic 0, the P-channel transistor is
on (conducting), and the N-channel transistor is off. When the input is
logic 1, the P-channel transistor is off, and the N-channel transistor is on.
These transistors are actually linear devices with relatively broad switch
points. As the input passes through midsupply, there is a region where
both transistors conduct to some degree. Under normal circumstances,
the input does not remain in this linear region for very long. Once the
inverter has completely switched so that only one of the two transistors
Is conducting, there is virtually no current flow. This principle is why the
overall current drain of a CMOS device is directly proportional to the rate
of switching. Essentially, all current is due to gates that are in the linear
region during transitions and for charging and discharging internal
capacitances. Because the input is very high impedance, if it is not
connected, the input can oscillate or float to a midsupply level. Either of
these conditions can result in added power-supply current. The
oscillation case can result in coupling of noise to the power supply. In
older CMOS designs, the large currents caused by an input that floated
to midsupply could even induce CMOS latchup, which could destroy the
integrated circuit. Current design techniques on the MC68HC11A8 have
made latchup due to a floating input unlikely, but it is still important to
terminate unused inputs to avoid oscillation, noise, and added supply
current.

Some inputs on the MCU (RESET, EXTAL, MODA, and MODB) cannot
be left unterminated in any system.

Vpp

Figure 2-14. Cl\_/IOS Inverter
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The port E input pins have an extra N-channel device between Vgg and
the bottom of the N-channel device of the input inverter. Since this extra
device is only enabled for half a cycle during a digital read of port E, it is
less important to terminate unused port E pins than other unused inputs.
In cases of very slow bus frequencies, even half a cycle might be a
significant length of time, and unused port E pins could be terminated. In
some battery-powered systems where port E is read often, it would be
desirable to eliminate the potential added supply current.

Since the Vrgp and Viegy Pins do not connect to the inputs of any
CMOS gates within the MC68HC11A8, these pins do not need
terminating if they are not used. Although termination is not required, it
may reduce the risk of damage due to high-voltage static electricity.

Other than A/D pins, there are two basic types of input pins on the
MC68HC11A8 — an input-only pin and an input/output pin. The best
method to terminate unused inputs is with a pullup or pulldown resistor
for each unused pin. Input-only pins can be connected to each other and
then to a common termination point. Although this method is less
expensive and takes less space than individual pullups, itis much harder
to separate and use one of these pins if it is needed later. Although
input-only pins can be connected directly to Vpp or Vgg, it is better not
to because this connection makes it difficult to change the level at that
input. If a pullup or pulldown resistor is used instead, a signal can easily
be connected to the input later. The preferred method of terminating pins
that can be configured for input or output is with individual pullup or
pulldown resistors for each unused pin. Some users leave these pins
unconnected and reconfigure them as outputs during initialization. There
is still a brief period during reset and initialization where these pins are
unterminated inputs. There is also a small risk that a defective system
might fail to reconfigure these pins as outputs. A pin capable of being
configured as an output should never be connected to another such pin
or directly to either power-supply rail. If the pin ever became an output,
there is a possibility of high current drain due to an output conflict.

To eliminate potential problems, part of the verification procedure for the
design of every MCU system should be a pin-by-pin review of what is
connected to every pin on the MCU.
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2.6 Avoidance of Pin Damage
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Any integrated circuit can be damaged or destroyed by exposure to
illegal voltages or conditions. By understanding the failure mechanisms,
a designer can protect against damaging conditions. In some cases, a
product can even be designed to tolerate common end-user errors by
designing protective interface circuits.

The data sheets for integrated circuits state conservative limits and
conditions that will definitely protect the integrated circuit. The
consequences of violating the specified limits are not usually discussed
because there are too many variables affecting the results. In some
cases, the MCU can tolerate significantly worse conditions than the
stated limits, although it is almost impossible to quantify or guarantee
this better performance for all parts and conditions.

There are several basic types of pin interface circuits on the
MC68HC11A8. The exact devices connected to the pin influence what
happens as the voltage level at the pin is driven above Vpp or below
Vgg. Many other factors, including ambient temperature and lot-to-lot
process variations, also influence the reaction of the MCU to illegal
voltage levels and conditions. The following discussion explains the
conditions leading to actual damage and what that damage might be.
This information should be used as a guideline to help engineers avoid
conditions leading to possible MCU damage.

Connected to the substrate of the silicon die, the Vgg pin is the reference
point from which all other voltages are measured. The Vpp pin is the
main positive power supply for the MCU. Data sheet information is
tested and guaranteed for Vpp equal to 5V +£10 percent, but, in limited
temperature range applications, the MCU can operate over a wider
range of Vpp (some timing and drive capability specifications may not be
met). Vpp and operating temperature have a significant effect on the
speed of CMOS logic. As Vpp is reduced, the maximum crystal
frequency must also be reduced. For Vpp equal 5V £10 percent, the
MC68HC11A8 can operate with a maximum bus frequency of 2.1 MHz;
when Vpp is 3V, the maximum bus frequency is about 1 MHz. At low
temperatures, speed increases and power-supply current decreases.
The MCU can typically operate with Vpp levels up to 7 V without
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damaging the MCU, but timing and drive levels will differ from the
specified limits. Also, there may be some adverse effects on gate oxides
from long-term exposure to Vpp greater than or equal to 7 V. A
battery-based application could be exposed to Vpp greater than 5 V
when batteries are new and still be expected to work properly as the
battery voltage slowly decays to some level well below 5 V. Although the
MC68HC11A8 could be used in such an application, published
specifications do not cover this range of Vpp.

2.6.1 Zap and Latchup

M68HC11 — Rev. 6

Zap and latchup are terms familiar to failure analysis engineers that work
on CMOS integrated circuits. Zap refers to damage caused by very
high-voltage static-electricity exposure. Static-electricity (zap) damage
usually appears as breakdown of the relatively thin oxide layers that
causes leakage or shorts. Often secondary damage occurs after an
initial zap failure causes a short.

Latchup refers to a usually catastrophic condition caused by turning on
an unintentional, bipolar, silicon-controlled rectifier (SCR). A latchup
SCR is formed by N and P regions in the layout of the integrated circuit,
which act as the collector, base, and emitters of unintentional, parasitic
transistors. Bulk resistance of silicon in the wells and substrate act as
resistors in the SCR circuit. Application of voltages above Vpp or below
Vgg, in conjunction with enough current to develop voltage drops across
the parasitic resistors in the unintentional SCR circuit, can cause the
SCR to turn on. Normally, once this SCR is turned on, it can be turned
off only by removing all power from the integrated circuit. The
on-impedance of the SCR can overheat and destroy the integrated
circuit.

Improvements in layout and processing techniques have made newer
HCMOS devices, such as the MC68HC11A8, much less likely to suffer
damage from zap and latchup. Because of the destructive nature of
these mechanisms, it is impossible to test every device for zap and
latchup limits the way timing and drive levels are tested. To ensure
product reliability, sample groups of devices are destructively tested.
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2.6.2 Protective Interface Circuits

In applications where MCU pins might be exposed to detrimental
conditions, protective interfaces may be needed to protect the MCU from
damage. The two main goals of any protective interface are to prevent
high currents from flowing and to prevent illegal voltage levels at a pin.
A low-pass filter can often satisfy both goals. In less common situations,
it may also be necessary to provide diode clamps to prevent high
voltages at some pins. All pins on the M68HC11 have internal inherent
diode clamps to Vgg, but only some of the pins include clamps to Vpp.
The following subsections discuss the internal circuits for each type
MCU pin and note special considerations for the protection of these pin

types.

Usually, the only pins needing protection are those that are exposed to
signals from outside the system. For example, in an automobile engine
controller, the sensors for air and fuel flow are connected to the engine
control module and ultimately to MCU inputs. These signals are prime
candidates for protective interfaces because noise or illegal levels could
accidentally be applied through the interface wiring. On the other hand,
any buses and signals wholly contained within the control module
probably do not require any sort of protective interface because there is
little chance that these signals would be exposed to illegal levels. In a
few cases, a protective interface can even interfere with normal
operation of an MCU signal. For example, a low-pass filter on an address
or data line of an expanded MCU system would introduce significant
delays to these signals, dramatically limiting the maximum operating
speed of the system.

2.6.3 Internal Circuitry — Digital Input-Only Pin

Reference Manual

Figure 2-15 shows the MOS circuitry for a digital input-only pin. The
gates of input buffer [3] are very high impedance for all voltages that
would ever be applied to the pin. The thick-field protection device [2]
normally prevents the pin voltage from reaching levels that could
damage the gates of the input buffer. The exact circuitry of the input
buffer may be different for different digital inputs (for example, to provide
hysteresis, etc.), but only device gates will be connected directly to the
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pin. Allowing a pin to float (or be driven) to a midsupply level can result
in both the N- and P-channel devices in the input buffer simultaneously
being partially on, which causes excess current and noise on the
Vpp/Vss power supply. Port E inputs are exceptions because they are
specifically designed to be driven by analog levels.

Vb

(1

P
PIN 3]
dil
2 -

THICK FIELD
PROTECTION

Figure 2-15. Internal Circuitry — Digital Input-Only Pin

If a digital input pin (see Figure 2-15) is driven with voltages below Vgg,
the thick-field protection device [2] forms an inherent diode junction to
Vgg, Which conducts when the pin voltage gets more than a diode drop
below Vgg. As the pin voltage is driven more negative with respect to
Vgg, current increases. These currents have a tendency to influence the
die substrate in the area around the protection device, thus affecting the
electrical characteristics of devices in the vicinity. When the pin current
Is increased to very high levels (typically more than 100 mA, specified
limit is 25 mA), physical damage can result.

As voltage at [1] is driven above Vpp, the protection device will begin to
conduct and tend to clamp the input voltage to protect input buffer [3].

The voltage at which this condition will occur varies significantly from lot
to lot and over the operating temperature range. At room temperature,

the pin typically does not draw any current until approximately 20 V; at
125°C, the pin may start conducting at a slightly lower level. Up to this

point, the pin appears to function normally and will return a logic 1 if read.
As the pin voltage increases, the thick-field protection device begins to
conduct more current to the die substrate, which is Vgs. There should be
some external series impedance between the pin and the input voltage
source if the MCU will be used in a detrimental environment. If the input
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voltage is increased even further, the protection device [2] will
avalanche, and the pin voltage will eventually fold back (typically to
about 7 to 12 V). Under these conditions, a parasitic bipolar transistor,
which is not obvious from the MOS schematic, is turned on and is
holding the pin at the 7-volt level. This avalanche is still normally not
destructive to the pin. Since the foldback clamp level is relatively low
impedance, the pin voltage cannot be raised further without supplying a
large current. If the offending voltage source is increased to increase the
pin current, the pin circuitry will be damaged (specified limit is 25 mA,
typically takes more than 100 mA). Gate oxides in these inputs are not
intended to be exposed to voltages above 7 V for any significant amount
of time. With the HCMOS processing used in the MC68HC11A8, a
latchup failure is unlikely unless legal drive limits are grossly exceeded.

2.6.4 Internal Circuitry — Analog Input-Only Pin

Reference Manual

Figure 2-16 shows the MOS circuitry associated with an analog
input-only pin. This MOS logic is similar to that for a digital input-only pin
except for the addition of the analog multiplexer [5] and the extra
N-channel device below the buffer. The N-channel device [5] acts as an
analog multiplexer and affects the behavior of an analog input pin when
exposed to negative voltages. The N-channel device [4] allows the
analog input pins to be driven by intermediate levels without causing the
noise and current normally associated with the input buffer when its input
Is at a midsupply level. This device is only turned on for half an E-clock
cycle during a digital read of port E. Since the analog input pins
(including the Vg pins) are only connected to N-channel devices and
high-impedance gates, these pins can be driven with levels above Vpp
without the usual fear of latchup. This aspect is important because the
analog reference supply is typically independent of the Vpp supply for
noise isolation reasons.

An analog input pin (see Figure 2-16) responds very much like a digital
input to illegal levels except that negative levels at the pin can affect A/D
operations. The analog functions associated with these pins also
present some special challenges to protective interface circuits.
Although the N-channel device [4] eliminates the need for external pullup
or pulldown resistors on unused port E pins, a conservative designer
would still terminate these pins to help prevent static damage.
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Figure 2-16. Internal Circuitry — Analog Input-Only Pin

If the pin voltage is driven low enough relative to the gate voltage of the
analog multiplexer device, this N-channel device can turn on. A
conductive path between the negative pin and the A/D capacitor array
may discharge the capacitors and disrupt any A/D conversion in
progress. The thick-field protection device and other circuit and layout
measures around the N-channel multiplexer device are intended to
prevent the pin voltage from becoming negative enough to turn on the
multiplexer device. Even with these internal protective measures, a
cautious user should avoid negative levels on any A/D pin because a
large negative transient could still disrupt an A/D conversion. An A/D
conversion can be disrupted in this manner if any A/D pin experiences a
serious negative transient; the transient need not be on the pin
associated with the conversion.

External diode clamps to Vpp are not necessarily a good idea on the
analog inputs. Leakage through an external diode would be significant in
relationship to the pin leakage current; thus, this extra leakage could
affect the accuracy of analog conversion results. Analog input pins can
usually be protected by a low-pass filter with enough series impedance
to limit the pin voltage. The amount of series resistance is a trade-off
between a high enough value to limit pin voltage and a low enough value
to prevent pin leakage current from adversely affecting conversion
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results. Conversion accuracy is specified for a maximum external series
resistance of 10 kQ. The worst-case specified leakage current at the pin
is 400 nA (at room temperature, leakage is typically much less). The
400 nA acting through 10 kQ causes an absolute conversion error of
minus one-fifth of a least significant bit (LSB) when Viygg is 5.12 V,
leaving only about one-quarter of an LSB for actual A/D circuit errors
before the results would be out of specified limits. Using a larger external
resistance in series with an A/D pin may cause some inaccuracy due to
the leakage current acting through this resistance, but the A/D will still
respond in a predictable manner. There may be valid system design
reasons for choosing a high external series resistance (for example, to
minimize power consumption in a battery-based system). For additional
detailed information concerning the A/D input pins, see 12.5 A/D Pin
Connection Considerations.

2.6.5 Internal Circuitry — Digital 1/0O Pin

Reference Manual

Figure 2-17 shows the MOS circuitry for an MCU pin capable of
operating as an input or an output. Even when the pin is configured to
disable the output driver circuitry, the MOS transistors still affect the way
the pin reacts to illegal levels. The P-channel device of the output driver
[3] forms an inherent diode to Vpp, and the N-channel device forms an
inherent diode to Vgg, which is in parallel with the inherent diode of the
thick-field protection device.

(1l

VoD
PIN

—C{ P [ p
INPUT

BUFFER

OUTPUT 3]
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THICK FIELD
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=
—/

Figure 2-17. Internal Circuitry — Digital I/O Pin
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When the pin is configured as a high-impedance input, input signals are
clamped to within a diode drop of the Vgg and Vpp power-supply rails.
When the pin is configured as an output, the P- or N-channel device
provides a low-impedance path to Vpp or Vgg, respectively. The current
into or out of the pin should be limited to prevent damage. The specified
current limit is 25 mA, although these pins can typically withstand
transients of more than 100 mA at nominal room temperature.

The port C and port D I/O pins of the M68HC11 can be configured as
open-drain-type outputs. This configuration disables the gate signal to
the P-channel device of the output buffer so the pin cannot be driven to
an active-high logic level, but the P-channel device is still physically
present and forms an inherent diode to Vpp. In a few applications, the
situation will arise where two or more MCU 1/O pins are tied to the same
point. Software would be arranged so that no more than one of these I/O
pins is configured as an output at any time to avoid output driver
contention. In these applications, the 1/0 pins should be configured for
the open-drain mode so the output drivers are prevented from
high-current contention.

2.6.6 Internal Circuitry — Input/Open-Drain-Output Pin

Two pins on the M68HC11 (RESET and MODA/ﬁ) have
high-impedance input functions as well as open-drain output functions
(see Figure 2-18). These pins are similar to I/O pins except that there is
no P-channel device in the output driver. Since the P-channel output
device is not present, there is no inherent diode to Vpp. In terms of
negative illegal levels at these pins, two diodes clamp the pin to a diode
drop below ground. In terms of positive levels above Vpp, the N-channel
output device starts to conduct before the thick-field protection device;
thus, typically the clamp level for these pins will be lower than that for a
digital input-only pin. As for any MCU pin, current should be limited to
prevent damage.
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Figure 2-18. Internal Circuitry — Input/Open-Drain-Output Pin

2.6.7 Internal Circuitry — Digital Output-Only Pin

Output-only pins react to illegal levels exactly like 1/0O pins. Figure 2-19
shows the MOS circuitry for a digital output-only pin.
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Figure 2-19. Internal Circuitry — Output-Only Pin

2.6.8 Internal Circuitry — MODB/Vgtgy Pin

The MODB/Vg1gy pin is unusual because it serves as a standby voltage
source in addition to acting as a mode select input (see Figure 2-20). A
MOS switch automatically connects the internal RAM power supply to
the higher of Vpp or Vgrgy. If an illegal high level is applied to the
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MODB/Vg1gy pin, this illegal voltage is passed into the internal RAM
system. A minor elevation of Vgrgy relative to Vpp can be tolerated
during MCU operation, but any significant elevation can result in
incorrect reads of RAM data.

When a battery or other standby voltage source will be used to maintain
RAM contents in the absence of Vpp, the MODB/Vg1gy pin should be
driven by Vpp (rather than the standby source) during normal operation.
The MODB/Vgtgy pin should not be driven by a higher level than Vpp,
except during standby periods; during these periods, RESET should be
driven low.

(1]

MODBN grgy | PIN *

THICK FIELD
PROTECTION
=
—

MOS POWER SWITCH

Figure 2-20. Internal Circuitry — MODB/Vgtgy Pin
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2.6.9 Internal Circuitry — m/VPPBULK Pin

The m pinis used as a high-voltage (20 V) power source during factory
testing. This high-voltage source supplies power for bulk programming
operations because the internal charge pump is not designed to provide
enough current for these bulk programming operations. Figure 2-21
shows the MOS circuitry for the m/VPPBULK pin. The @/VPPBULK pin
essentially reacts like an input-only pin to illegal levels.

The normal Vpp level used during testing is very near the level where the
thick-field protection device begins to conduct. It is important to limit the
current of the Vpp power supply into the m/VPPBULK pin with an
external series resistor (typically 27 kQ) because noise or overshoot can
trigger the low-impedance foldback mechanism of the protection device.
Without a current-limiting resistor, the small metal line connecting the
bonding pad to the pin input circuitry will instantly vaporize. Normal users
would not encounter this potential problem since the Vpp function of the
m/VPPBULK pin is only intended for use by Motorola. The
current-limiting resistor has no adverse effect on the bulk programming
process since the current requirements for EEPROM programming are
very small.
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Figure 2-21. Internal Circuitry — IRQ/Vppgy_k Pin
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2.7 Typical Expanded Mode System Connections

M68HC11 — Rev. 6

The schematic shown in Figure 2-22 is for a fairly straightforward
expanded mode system, which can be operated in normal expanded
mode or special test mode. This circuitry can be used as the basis for
any expanded mode application. In most cases, the circuitry for the
power supply, oscillator, and mode selects can be used exactly as
shown in this system. If additional memory or peripheral functions are
added to the address and data buses, the loading should be reviewed to
determine whether additional buffering is required. Loading is generally
limited by load capacitance before the dc drive capabilities of the MCU
drivers are reached. At bus frequencies lower than 2 MHz, more
capacitance can be driven before buffers are required. In applications
where heavy bus loading occurs, it is necessary to increase
power-supply bypass capacitors to provide for these higher bus
switching demands on Vpp.

The address decoding used in this example system is unusual in that the
external EPROM is decoded to appear in either of two memory areas.
Some commonly used terms to describe this type of decoding are patrtial
decode, redundant mapping, and mirroring. In this system, the external
EPROM appears at $E0O00-$FFFF and at $A000-$BFFF so that the
reset vector can be fetched out of this EPROM whether the MCU is
operating in normal expanded mode or special test mode. This mapping
also allows the MCU to come out of reset in special test mode, check the
contents of the EEPROM-based CONFIG register (change CONFIG if
necessary), and then change the operating mode to normal expanded
mode. There are several potential advantages to starting a system this
way (see 3.7.3 Special Test Mode).

The 74HC138 decoder provides address-qualified read enable and write
enable signals for two 8-Kbyte by 8 static RAMs. The other four outputs
of this 74HC138 provide additional chip selects for additional RAM or
peripheral devices. Since the RIW signal drives one of the address
selects of the 74HC138, there are four active-low read enable outputs
and four active-low write enable outputs. The timing for these outputs is
controlled by the E clock and the propagation delay through the
74HC138 decoder. Address and R/W are stable long before the rising
edge of the E clock.
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Figure 2-22. Basic Expanded Mode Connections (Sheet 1 of 2)
Reference Manual M68HC11 — Rev. 6

78 Pins and Connections MOTOROLA



Pins and Connections
Typical Expanded Mode System Connections

/ N \
e L Do DO A Va A b0 F——2/
—— A1 D1 DL/ v AL p1 —2
/Al— A2 D2 D2 / A A2 D2 —22/
/AZ— A3 D3 D3 A ;AZ A3 D3 —2/
/AB— A4 D4 D4 / v s A D4 —24
ak A D5 0 / o A D5 —227
/_/AS— A6 D6 D6 / ;AS AG S —
A6 D7 A6 D7
OATABUS AT D7 / - AT b7 ———
- /s A8 /s A8
T A9 /o A9
T Al10 T A10
TR All TR All
T Al2 T Al2
Al5 o gcs g WE
A13 g OE g RD
8K X 8 EPROM 8K X 8 RAM
('E
/R/W—— /0 A0 DO _gg/
/T Al Dl p———
D — A2 D2 —22/
RIW A0 vop- /—AZ A3 D3 —23/
AL Y1 O— A3 D4
A3 | ———{ D4 ———=1
roremmm Y2 O—— Ad A5 05 D5 A
wE /AS— A6 D6 ——22/
Ya /—AG A7 o7 —2
L/ G Y5 O— AT
E - ——118
Y AL5 C % Y6 O A8 A9
G2 o as
T Al10
| 74HC138 Al
- T Al2
qWwE
gRD
> ADDRESS BUS Z / K X8 RAM
CONTROL BUS Vb
1OE/'£,YP Do A
AN D1 A
AN D2 /
AN D3 A
AN D4 A
AN D5 A
AN D6 A
AA D7 /
Figure 2-22. Basic Expanded Mode Connections (Sheet 2 of 2)
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Figure 2-23. Basic Single-Chip Mode Connections
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The decoding for the EPROM was done with two sections of a quad
NAND gate. Address valid time controls the chip select access time of
the EPROM. This chip select decode provides for a longer access time
than the chip select arrangement on the RAMs because EPROMs are
typically slower than static RAMs. The E clock controls the output enable
of the EPROM, which typically has a much shorter setup time
requirement than the chip-selectinput to the EPROM. Since address line
Al4 is not included in the decode for the EPROM, the EPROM will
appear twice in the memory map: at $A000-$BFFF where Al4 is low
and at SE000-$FFFF where Al4 is high.

A few potential address conflicts can occur in this system. The on-chip
ROM and/or on-chip EEPROM can conflict with the external EPROM.
For the purposes of this example, it is assumed that the internal ROM
will not be used and will be disabled by the ROMON control bit in the
CONFIG register. The potential for conflict with the EEPROM poses no
concern in normal expanded mode because the external MCU data bus
is high impedance and ignored during reads of the internal EEPROM. In
special test mode, there is a potential for an undesirable conflict if the
EEPROM is read while the IRV function is enabled (see 2.9.2 Internal
Read Visibility (IRV). Although normally this conflict would not be
destructive, it would increase power consumption and generated noise.
In this example system, the special test mode would be in effect only for
a short time after reset, and reads of the internal EEPROM could be
avoided easily during this time.

2.8 Typical Single-Chip Mode System Connections

M68HC11 — Rev. 6

Figure 2-23 is the schematic for a simple single-chip-mode system,
which can be operated in normal single-chip or special bootstrap mode.
This circuit can be used as the basis for any single-chip-mode
application. In most cases, the circuitry for the power supply, oscillator,
and mode selects can be used exactly as shown in this system. Only
specialized 1/O circuitry specific to the application needs to be designed
from scratch. All unused inputs are terminated in an appropriate manner.
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2.9 System Development and Debug Features

The designers of the M68HC11 carefully considered the system
development needs of the user. Since smaller users cannot afford
thousands of dollars for a development system, the M68HC11 was
specifically designed to accommodate low-cost development tools. The
M68HC11EVB evaluation board and M6BHC11EVM evaluation module
are two examples of such low-cost tools. Several customers have also
built small plug-in modules that emulate the MC68HC11A8 for product
development purposes. The small size of these plug-in emulators is
possible because of the development features designed into the
M68HC11.

2.9.1 Load Instruction Register (ﬁ)

The LIR signal is intended as a debugging aid. This signal is driven to
active low for the first bus cycle of each new instruction, making it easy
to reverse assemble (disassemble) instructions from the display of a
logic analyzer.

2.9.2 Internal Read Visibility (IRV)
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During debugging of an application, it is useful to see what is being read
from internal registers and memory locations. The IRV feature provides
this capability. Usually this feature should be disabled during normal
operation of the system due to the possibility of bus conflicts.

The IRV feature is controlled by the IRV bit in the HPRIO register. When
the IRV bit is 1, the data from a read of an internal register or memory
location is driven out on the data bus so it can be monitored by a logic
analyzer. Ifthe IRV bitis 0, the IRV function is disabled, and the data bus
is undriven during reads of an internal address. Special restrictions apply
to the use of the IRV bit and function. When the MCU is reset in normal
modes, the IRV bit is initially 0. In all but the newest derivatives in the
M68HC11 Family, the IRV bit may not be written to 1 in the normal
modes. In special test and bootstrap modes, the IRV bit is initially 1 and
may be written to O after which it becomes a read-only bit.

M68HC11 — Rev. 6
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Be careful when the IRV function is enabled. During reads of an internal
address, the data bus is driven out even though the R/W line indicates
that the bus direction is toward the MCU. Some external device may also
be trying to drive the data lines, which leads to an undesirable bus
contention. In a test or debugging situation, special address decode
logic can be used to prevent such contention. It would be expensive and
inappropriate to have this additional decode logic on all normal mode
systems; thus, the IRV function was only provided in the special test and
bootstrap modes. Due to several customer requests for the IRV function
in normal modes, the logic was changed to allow the function to be
enabled in normal modes on new versions of the M68HC11. The default
condition in normal modes is still IRV equals 0, which disables the
function. If a user specifically wants the IRV function, IRV may be written
to 1, and the user becomes responsible for avoiding bus contentions.
IRV can be written to 1 at any time unless it has previously been written
to 0. If the IRV bit is written to O, the function becomes disabled until the
next reset sequence.

2.9.3 MC68HC24 Port Replacement Unit (PRU)

M68HC11 — Rev. 6

The MC68HC24 PRU is a gate array that emulates the single-chip mode
functions of ports B and C, which are lost to the expansion bus function
when the MCU is operated in expanded modes. The expanded mode
permits program development in an external EPROM. A system
consisting of an M68HC11 in expanded mode, an MC68HC24, an
HC373 octal latch, and an external EPROM performs like the
MC68HC11A8 operating in single-chip modes, thus allowing an
application program to be developed and tested before a masked ROM
pattern is ordered.

The logic in the M6BHC11 was specifically designed to permit emulation
of single-chip functions with the MC68HC24. First, the addresses
associated with ports B and C and their handshake 1/0O functions are
treated as external addresses when the MCU is operating in expanded
modes. Next, the interrupts associated with the handshake I/O system
are vectored to the same address as m interrupts. Thus, the interrupt
output of the MC68HC24 can be connected to the @ interrupt input of
the MCU, and handshake interrupts will be treated the same as internal
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handshake functions. The M68HC11 allows registers and/or internal
RAM to be remapped to any 4-Kbyte boundary. The MC68HC24 copies
this logic so that the registers in the MC68HC24 will automatically track
the internal remapping logic. Software written on an expanded system,
including an MC68HC24, will operate exactly as it would in the internal
ROM of an MC68HC11A8 in single-chip mode.
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3.2 Introduction

This section discusses the mechanisms that allow the MC68HC11A8 to
conform to a wide variety of applications. These mechanisms include
hardware mode selection circuitry, a nonvolatile electrically erasable
programmable ROM (EEPROM)-based configuration register, and
protected control register bits. The majority of the control bits in the
MC68HC11A8 are accessible at any time by software and are discussed
throughout this manual.

The term mode is used in more than one context in discussing the
microcontroller unit (MCU). For example, the serial peripheral interface
(SPI) is said to be in either the master or slave mode, the parallel
input/output (1/0O) system is said to be in simple strobed mode, full-input
handshake mode, or full-output handshake mode. In most cases, there
Is no confusion about what the term mode refers to; however, the use of
the term mode in conjunction with stop and wait is often misunderstood.
Stop and wait are actually modes of operation of the central processor
unit (CPU) as opposed to single-chip and expanded modes, which are
modes of operation of the MCU integrated circuit. In this section, the
MCU operating modes and other mechanisms controlling the basic
configuration of the MCU are discussed.

Very few MCU functions are influenced by the mode of operation. For
example, the timers, analog-to-digital converter (A/D), and serial 1/0
functions all work the same in expanded modes as they do in single-chip
modes. The parallel I/O functions of 18 pins are lost in the expanded
modes but can be regained with a special, external, port-replacement
chip called the MC68HC24. In the two special modes of MCU operation,
some special testing functions become accessible, including the ability
for software to change the MCU mode.

3.3 Hardware Mode Selection

Reference Manual

There are only two fundamental modes of operation for the
MC68HC11A8 MCU:

* Single-chip mode

* Expanded mode
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Each mode has a normal variation and a special variation. These four
mode variations are selected by the levels on the mode A (MODA) and
mode B (MODB) pins during reset. The special variation of single-chip
mode is called special bootstrap mode; the special variation of the
expanded mode is called special test mode. The special bootstrap mode
allows programs to be downloaded through the on-chip serial
communications interface (SCI) into internal random-access memory
(RAM) to be executed. The bootloaded program is used for a variety of
tasks such as loading calibration values into internal EEPROM or
performing diagnostics on a finished module. The bootstrap mode is a
special user's mode, not a factory test mode. The special test mode,
which is intended primarily for factory testing, is seldom chosen by the
user except for emulation, development, or in other rare circumstances.

3.3.1 Hardware Mode Select Pins

M68HC11 — Rev. 6

The hardware mode select mechanism starts with the logic levels on the
MODA and MODB pins while the MCU is in the reset state. The logic
levels on the MODA and MODB pins are fed into the MCU by way of a
clocked pipeline path. The levels captured are those that were present
part of a clock cycle before the RESET pin rose, which assures there will
be a zero hold-time requirement on the mode select pins relative to the
rising edge at the RESET pin. The captured levels determine the logic
state of the special mode (SMOD) and mode A select (MDA) control bits
in the highest priority interrupt (HPRIO) register. These two control bits
actually control the logic circuits involved in hardware mode selection.
Table 3-1 summarizes the operation of the mode pins and mode control
bits.

Table 3-1. Hardware Mode Select Summary

Inputs Mode Control Bits in HPRIO (Latched at Reset)
MODB |MODA |  Description RBOOT SMOD | MDA | IRV
1 0 Normal single chip 0 0 0 0
1 Normal expanded 0 1 0
0 0 Special bootstrap 1 1 0 1
0 1 Special test 0 1 1 1
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After RESET rises, the mode select pins no longer influence the MCU
operating mode. The MODA pin serves the alternate function of load
instruction register (ﬁ) when the MCU is not in reset. The open-drain
active-low LIR output pin drives low during the first E-clock cycle of each
instruction. The MODB pin serves the alternate function of a standby
power supply (Vstgy) to maintain RAM contents when Vpp is not
present. The power-saving mode, stop, is an alternate way to save RAM
contents, which does not require a separate standby power source.

3.3.2 Mode Control Bits in the HPRIO Register

Reference Manual

Figure 3-1 and the following paragraphs describe the highest priority
[-bit interrupt and miscellaneous (HPRIO) register. The four low-order
bits (PSEL3-PSELQ]) are not related to the mode select logic and will be
discussed in Section 5. Resets and Interrupts. The HPRIO register
may be read at any time, but the four high-order bits may be written only
under special circumstances. Usually, control bits for unrelated on-chip
systems would not be mixed in the same register.

Address: $103C

Bit 7 6 5 4 3 2 1 Bit 0
Read:
RBOOT | SMOD MDA IRV PSEL3 PSEL2 PSEL1 PSELO
Write:
Reset: Refer to Table 3-1. 0 1 0 1

Figure 3-1. Highest Priority I-Bit Interrupt
and Miscellaneous Register (HPRIO)

RBOOT — Read Bootstrap ROM Bit

Can be written only while SMOD equals 1
1 = Bootstrap ROM enabled at $BF40-$BFFF
0 = Bootstrap ROM disabled and not present in memory map

The RBOOT control bit enables or disables the special bootstrap
control ROM. This 192-byte, mask-programmed ROM contains the
firmware required to load a user’s program through the SCI into the
internal RAM and jump to the loaded program. In all modes other than
the special bootstrap mode, this ROM is disabled and does not
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occupy any space in the 64-Kbyte memory map. Although it is 0 when
the MCU comes out of reset in test mode, the RBOOT bit may be
written to 1 while in special test mode.

SMOD — Special Mode Bit

May be written to O but not back to 1
1 = Special mode variation in effect
0 = Normal mode variation in effect

MDA — Mode A Select Bit

Can be written only while SMOD equals 1
1 = Normal expanded or special test mode in effect
0 = Normal single-chip or special bootstrap mode in effect

IRV — Internal Read Visibility Bit

Can be written only while SMOD equals 1; forced to 0 if SMOD
equals O
1 = Data driven onto external bus during internal reads
0 = Data from internal reads not visible on expansion bus (levels
on bus ignored)

The IRV control bit is used during factory testing and sometimes
during emulation to allow internal read accesses to be visible on the
external data bus. Care is required to avoid data bus contention while
IRV is active because the bidirectional data bus is driven out during
reads of internal addresses, even though the R/W line suggests the
data bus is in the high-impedance read mode. In normal modes, this
function is disabled; thus, complex decode logic is not required to
protect against accidental bus conflicts.

3.4 EEPROM-Based Configuration (CONFIG) Register

M68HC11 — Rev. 6

The nonvolatile configuration (CONFIG) register allows additional
flexibility in the MCU that would otherwise be provided by a more
complex hardware mode select structure. By using EEPROM to
implement the CONFIG register, these system controls are retained
even when no power is applied to the MCU. The functions controlled by
this register are characteristics that must be inherently known to the
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MCU system as it comes out of the reset state. Ordinary
software-accessible control bits would not effectively regulate these
controls.

3.4.1 Operation of CONFIG Mechanism
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The CONFIG register actually consists of an EEPROM byte (separate
from the 512-byte EEPROM array), a static register that holds the
configuration information during operation, and the associated logic,
which controls the transfer of information from the EEPROM byte to the
working static register. Programming and erasure of this register use the
same logic used for programming and erasure of the 512-byte EEPROM
array. Reads of this register return the contents of the static working
register, not the EEPROM byte. During any reset, the contents of the
EEPROM byte are transferred to the working static register over the data
bus. Due to this mechanism, changes to the EEPROM CONFIG location
are not visible and do not alter the operation of the MCU until after a
subsequent reset.

Some versions of the M68HC11 Family allow the CONFIG working
register to be written directly as a normal control register while operating
in the special mode variations. This capability is included primarily to
accelerate product testing but could be useful to the user in some
applications. In versions that have this ability, the MCU could be resetin
one of the special modes. The CONFIG register could be checked or
written to any desired value; then the mode could be written to a normal
mode to re-enable system-protection mechanisms. This procedure is
independent of the EEPROM byte and the transfer during reset. Only
some versions of the M68HC11 offer this capability. Risk factors are
associated with operating in a special mode; therefore, keep the time
between reset and writing the mode control bits back to a normal mode
as short as possible to minimize these risks.
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3.4.2 CONFIG Register
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The system configuration register (CONFIG) is an unusual control
register used to enable or disable ROM, EEPROM, the computer
operating properly (COP) watchdog system, and, optionally, the
EEPROM security feature of the MCU. Unlike ordinary control registers,
CONFIG retains its contents even when there is no power applied to the
MCU. The contents are retained when the MCU is completely removed
from a system (for instance, when shipped from the Motorola factory). In
this way, the control bits in the CONFIG register are like
mask-programmed options. Unlike mask options, the contents of this
register can be altered after the MCU is manufactured to meet the
customer’s specific requirements.

The CONFIG register is read like any other memory location. The
contents of the working static register are returned on such reads as
previously described. The CONFIG register is erased and programmed
like an EEPROM location rather than being written as other registers.
The programming and erase operations alter the EEPROM byte, which
does not alter the operation of the MCU until after a subsequent reset
operation. The programming and erase procedures, which are the same
as those used to program EEPROM locations, use the PPROG register
and are discussed in 4.5 Electrically Erasable Programmable ROM
(EEPROM).

Figure 3-2 and the following paragraphs describe the CONFIG register
and control bits of the MC68HC11A8. For specific information about the
CONFIG register of other M6B8HC11 Family members, refer to the
technical summary for that member.

Address: $103F

Bit 7 6 5 4 3 2 1 Bit 0
Read:
0 0 0 0 NOSEC | NOCOP | ROMON | EEON
Write:
Reset: 0 0 0 0 See 3.4.1 Operation of CONFIG Mechanism.

Figure 3-2. System Configuration Register (CONFIG)
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NOSEC — EEPROM Security Disabled Bit

A special security feature is available on the MC68HC11A8 if it is
requested at the time a user submits a mask ROM pattern. Once this
feature is enabled at the mask-programming level, the user activates
it by programming the NOSEC bit to 0. While NOSEC is 0, the MCU
can only be reset in single-chip modes (normal single chip or special
bootstrap). This restriction is accomplished by forcing the MDA
control bit to O rather than allowing it to follow the MODA pin level at
the rising edge of RESET. By disallowing expanded modes, a
software pirate is prevented from seeing the data in EEPROM or RAM
because there is no external address/data bus in single-chip modes.

The software pirate can see what is in the on-chip ROM by disabling
the security option, which can only be accomplished after the
contents of EEPROM and RAM have been erased. When a secured
part is reset in bootstrap mode, the firmware in the small bootloader
program will not proceed with bootloading until the EEPROM, RAM,
and CONFIG register have been successfully erased. When a
secured part is operated in normal single-chip mode, the user’s
program in ROM is responsible for keeping the MCU secured. The
CONFIG register in current versions of the MC68HC11A8 cannot be
altered except in special bootstrap and special test modes.

NOCOP — COP Watchdog System Disabled Bit

The default erased state of this bit corresponds to COP system off.
1 = The COP system is disabled and does not generate system
resets.
0 = The COP system is enabled as the MCU comes out of reset.

A software service mechanism must be periodically completed prior
to COP timeout to avoid a system reset. This service will occur only
at the proper repeating rate if the software is executing in the
expected, orderly fashion. If a software failure occurs, the watchdog
will time out and will generate a system reset to force the MCU to
return to proper operation. The COP watchdog mechanism is
discussed in detail in Section 5. Resets and Interrupts.
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ROMON — Enable On-Chip ROM Bit

The default erased state of this bit corresponds to ROM enabled.
1 = The 8-Kbyte on-chip program memory is enabled.
0 = The 8-Kbyte ROM is disabled and takes no space in the
memory map.

In the normal single-chip operating mode, this control bit is overridden
so that ROM is always enabled. In expanded modes, turning off the
ROM with this bit allows the reset and interrupt vectors to be fetched
from external memories; therefore, the user need not know where
vectors should point at the time the MCU is manufactured.

EEON — Enable On-Chip EEPROM Bit

The default erased state of this bit corresponds to EEPROM enabled.
1 = The 512-byte on-chip EEPROM memory is enabled at
locations $B600-$B7FF.
0 = The 512-byte EEPROM is disabled and takes no space in the
memory map.

Some versions of the M68HC11 Family have additional control bits in
this register. For example, the MC68HCB811E2 uses the upper four bits
to remap its 2-Kbyte EEPROM to the upper half of any 4-Kbyte page of
memory. This reference manual is based primarily on the
MC68HC11A8; specific information about other family members can be
found in the technical summaries.

The erased state of CONFIG is $0F on an MC68HC11A8. The
MC68HC11A1l is the same die as the MC68HC11A8 but comes from the
factory with $0D in CONFIG to disable the internal 8-Kbyte masked
ROM. Similarly, the MC68HC11A0 version of the part comes with $0C
in CONFIG to disable both the 8-Kbyte ROM and 512-byte EEPROM.
The CONFIG byte is not part of the 512-byte EEPROM. If the CONFIG
register of an MC68HC11A1 or MC68HC11A0 device is erased to $0F,
the internal ROM and EEPROM memories become enabled but are not
necessarily useful. The ROM of an MC68HC11A1 or MC68HC11A0 part
may contain a customer’s program (with their permission) or a defective
program. The EEPROM of an MC68HC11A0 part could be
partially/completely broken and should not be used because the error
could be related to temperature or voltage. Therefore, the EEPROM
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might check as flawless but later fail when least expected. The upper
four bits are not implemented in the working static register and always
read 0. Although the corresponding bits in the EEPROM byte are
implemented, they are not visible to the user.

The erased state of the CONFIG register in the MC68HC811E2 version
is $FF, which means the 2-Kbyte EEPROM is enabled in the area from
$F800-$FFFF when the part comes from the Motorola factory. To use

the part, the user must have a meaningful reset vector at $FFFE,FFFF
or must connect the mode pins so the system will come out of reset in

one of the special modes. The reset vector can be programmed into the
internal EEPROM before installing the part into a finished system, or the
EEPROM can be moved out of the way (by programming the CONFIG
register) so an external memory in the end system can provide the reset
vector.

3.5 Protected Control Register Bits
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In the MC68HC11A8, several sensitive control registers and bits are
protected against writes except under special circumstances. The
protect mechanisms include the ability to write these bits only within the
first 64 bus cycles after any reset and/or the ability to write them

only one time after each reset. These bits control the basic configuration
of the MCU where an accidental write could cause serious system
problems — that is, these protections make it practical to include
software-controlled features that might otherwise be excluded. As new
members of the M6BHC11 Family are developed, additional control bits
could fall into this category, but in the MC68HC11A8, only three control
registers are involved (INIT, TMSK2, and OPTION). Some users have
expressed concern about being able to write all of these control bits
within 64 cycles, which will not be a problem since only three writes are
required.

Because these protect mechanisms are overridden in the special
operating modes, these bits may be changed repeatedly during testing
without going through a reset sequence. If the MCU is going to be
changed to a normal mode variation after being reset in a special mode,
write to the protected registers before writing the SMOD control bit to O.
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3.5.1 RAM and I/O Mapping Register (INIT)

Address

Read:
Write:

Reset:

Configuration and Modes of Operation
Protected Control Register Bits

: $103D
Bit 7 6 5 4 3 2 1 Bit 0
RAM3 RAM2 RAM1 RAMO REG3 REG2 REG1 REGO

0

0

0

0

0

0

0

Figure 3-3. RAM and I/O Mapping Register (INIT)

RAM3-RAMO — RAM Map Position Bits

These four bits, which specify the upper hexadecimal digit of the RAM
address, control the position of the RAM in the memory map. By
changing these bits, the RAM can be repositioned to the beginning of
any 4-Kbyte page in the memory map. After reset, these bits are Os
($0); thus, the RAM is initially positioned from $0000—$00FF. If these
four bits are written to 1s ($F), the RAM moves to $F000-$FOFF. The
following explanation of the INIT register discusses what happens
when RAM or registers are mapped to the same area of memory as
some other internal resource.

REG3-REGO0 — 64-Byte Register Block Position Bits
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These four bits, which specify the upper hexadecimal digit of the
address for the 64-byte block of internal registers, control the position
of these registers in the memory map. By changing these bits, the
register block is repositioned to the beginning of any 4-Kbyte page in
the memory map. After reset, these bits are 0001 ($1); therefore, the
registers are initially positioned from $1000-$103F. If these four bits
are written to 1s ($F), the registers move to $F000-$FO3F.

The following explanation discusses what happens when RAM or
registers are mapped to the same area of memory as some other
internal resource.
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The INIT register allows software to reposition the internal 256-byte
RAM and/or 64-byte register space to any 4-Kbyte page boundary in the
64-Kbyte memory map. There are two main reasons a user might want
this capability. First, this capability allows the user to position RAM, 1/O
registers, or both in the direct addressing mode range ($0000—-$00FF).
Instructions that use the direct addressing mode assume the upper eight
bits of the address are $00; thus, these instructions take up less program
memory space and operate faster than the equivalent extended
addressing mode instructions. The second reason for remapping RAM
or registers would be to make the MCU compatible with the memory map
of an existing system. For example, the MC6801 MCU is not compatible
with the Motorola EXORciser®. The MDOS™ disk-operating system
software requires RAM to exist from $0000-$7FFF, ROM routines to
exist from $E800-$EBFF, and system I/O devices to exist from
$ECO00-$F000. Because the MC6801 MCU has internal RAM and
registers in $0000—$00FF that cannot be disabled or moved, it cannot be
made compatible with the EXORciser. However, the MC68HC11A8 can
disable its internal ROM with the CONFIG register, and the RAM and
registers can be remapped to $D000 and $C000, respectively, by writing
$DC to the INIT register. This procedure makes the MC68HC11A8
compatible with the EXORciser system without requiring changes to the
existing MDOS software. A variation on this second reason for
remapping RAM and registers would be to make maximum use of an
external 32-Kbyte RAM in the lower half of the memory map.

Users not needing this capability can leave the RAM and /O registers in
their default locations ($0000-$00FF for RAM and $1000-$103F for
registers). Since the INIT register becomes write protected shortly after
reset, the user need not worry about accidental changes due to a
software error.

The internal address decode circuitry automatically protects against
conflicts among internal resources or between an internal and external
resource. When an internal resource is read, the external data bus is
ignored (even if some external device tries to drive the data bus) so the

EXORciser is a registered trademark of Motorola, Inc.
MDOS is trademark of Motorola, Inc.
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CPU will read valid data. If the internal RAM and/or 1/O register spaces
are remapped so an overlap occurs between RAM, register space, or
ROM, priority logic disables all but the highest priority resource. For
example, consider the case of an expanded mode system where ROM
is enabled and both RAM and registers have been remapped to $F000.
For accesses from $F000-$F03F, ROM and RAM are disabled, and
registers have highest access priority. From $F040-$FOFF, ROM is
disabled, and RAM has access priority.

Some users have questions about the priority of access for unused
register locations in the 64-byte register space or the priority of registers
in an external MC68HC24. In the previous example, $F035 would
correspond to an unused location in the 64-byte register space (the
register block was moved from its usual position of $1000-$103F such
that it overlaps RAM and ROM at $F000). Reads of this address access
the undriven internal data bus, and any data present on the data bus pins
Is ignored. Six locations in the 64-byte register space become external
accesses when the MC68HC11A8 is operating in an expanded mode.
This process allows the MC68HC24 to properly emulate the internal
parallel 1/0 functions associated with the 18 MCU pins, which are
dedicated to the multiplexed expansion bus. Again referring to the earlier
example, if any of these six addresses are accessed, the internal ROM
and RAM are disabled so the CPU gets valid data from the external
MC68HC24, which is considered a part of the internal register space.
The six locations of interest are $x002—-$x007 (PIOC, PORTC, PORTB,
PORTCL, one reserved location, and DDRC). Although x is usually 1, it
was changed to $F by software in this example.

M68HC11 — Rev. 6 Reference Manual
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3.5.2 Protected Control Bits in the TMSK2 Register

Figure 3-4 and the following paragraphs describe the time-protected

timer prescale select bits (PR1-PRO0) in the timer mask register 2

(TMSK2). The upper four bits of this register, which are related to the
timer and pulse accumulator subsystems, will be discussed in Section

10. Main Timer and Real-Time Interrupt and Section 11. Pulse

Accumulator. Bits 3 and 2 are not implemented and always read as 0s.

Address

Read:
Write:

Reset:

: $1024
Bit 7 6 5 4 3 1 Bit 0
TOl RTII PAOVI PAll 0 PR1 PRO

0

0

0

Figure 3-4. Timer Mask Register 2 (TMSK2)

PR1-PRO — Timer Prescaler Select Bits

These two bits select the prescale rate for the main 16-bit free-running
timer system. The following table shows the relationship between the
prescale factor and the value of these control bits. A prescale factor
of one corresponds to a timer count rate of E clock + 1; a prescale
factor of 16 corresponds to a timer count rate of E clock + 16. In
normal modes, this prescale rate can be changed only once within the
first 64 bus cycles after reset, and the resulting count rate stays in
effect until the next reset.

Reference Manual

PR1 PRO Prescale Factor
0 0 1
0 1 4
1 0 8
1 1 16
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3.5.3 Protected Control Bits in the OPTION Register

Figure 3-5 and the following paragraphs discuss the time-protected
control bits on the option (OPTION) control register. Bit 2 of this register
Is not implemented and always reads 0. ADPU, CSEL, and CME are not
time-protected bits.

Address: $1039

Bit 7 6 5 4 3 2 1 Bit 0
Read:
ADPU CSEL IRQE DLY CME 0 CR1 CRO
Write:
Reset: 0 0 0 1 0 0 0 0

Figure 3-5. System Configuration Option Register (OPTION)

IRQE — Configure @ for Edge-Sensitive-Only Operation Bit

The default configuration is IRQE equals 0 or level-sensitive IRQs.

1= m Is configured for edge-sensitive-only operation. Falling
edges at the @ pin are latched until the IRQ is honored.

0= m Is configured for level-sensitive operation. IRQ interrupts
are requested by a low level on the m pin. The low level must
remain until the interrupt service routine does something to
acknowledge the source of the interrupt. Level-sensitive
operation allows more than one source to be connected to the
m pin in a wired-OR configuration.

DLY — Enable Oscillator Startup Delay Bit

1 = A delay of approximately 4,000 E-clock cycles is imposed as
the MCU is started from the stop power-saving mode. This
delay is intended to allow the crystal oscillator to stabilize. The
actual time required for a crystal oscillator to stabilize depends
on external components and physical layout. As far as the
MCU is concerned, it is not necessary for the oscillator to be
stable at its operating frequency because the MC68HC11A8 is
a fully static processor that can operate at frequencies down to

M68HC11 — Rev. 6 Reference Manual
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dc. This delay is provided for the convenience of those
applications requiring proper timing measurements soon after
restart, thus requiring a stable oscillator.
0 = The relatively long oscillator startup delay coming out of stop is
bypassed, and the MCU resumes processing within about four

bus cycles.

CR1-CRO — COP Timer Rate Select Bits

The MCU internal E clock is first divided by 21° before it enters the
COP watchdog system. The CR1 and CRO control bits control a
further scaling factor for the watchdog timer as shown in Table 3-2.
The columns at the right of the table show the resulting watchdog
timeout periods for three typical oscillator frequencies. After reset, the
timeout period is configured for the shortest timeout period by default.
In normal operating modes, these bits can be written only once, and
that write must be within 64 bus cycles after reset. The COP system
is discussed in detail in Section 5. Resets and Interrupts.

Table 3-2. Watchdog Rates versus Crystal Frequency

Crystal Frequency
CR1 | CRO | E =+ 2% Divided by 223 Hz 8 MHz 4 MHz
Nominal Timeout
0 0 1 15.625 ms 16.384 ms 32.768 ms
0 1 4 62.5ms 65.536 ms 131.07 ms
1 0 16 250 ms 262.14 ms 524.29 ms
1 1 64 1s 1.049s 21s
2.1 MHz 2 MHz 1 MHz

Bus frequency (E clock)
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3.6 Normal MCU Operating Modes

The normal modes of operation are selected by having a logic 1 on the
MODB pin during reset. The reset vector is fetched from addresses
$FFFE,FFFF, and program execution begins from the address indicated
by this vector. In normal single-chip mode, the internal 8-Kbyte program
memory is enabled in this memory space so the reset vector is fetched
from this internal ROM. In normal expanded mode, the internal 8-Kbyte
ROM may or may not be enabled, depending on the ROMON bit in the
CONFIG register. If the internal ROM is on, the reset vector is fetched
from within this ROM; otherwise, it is fetched from external memory
addresses $FFFE,FFFF.

3.6.1 Normal Single-Chip Mode

The normal single-chip mode is selected by a logic 1 on the MODB pin
and a logic 0 on the MODA pin during reset. Because the single-chip
modes do not require any external address and data bus functions, port
B, port C, strobe A (STRA), and strobe B (STRB) pins are available for
general-purpose parallel I/O. In this mode, all software needed to control
the MCU is contained in internal memories.

The ROMON control bit in the EEPROM-based CONFIG register is
overridden in normal single-chip mode to force the internal 8-Kbyte ROM
on. This procedure is required because there must be a valid reset
vector for the MCU to operate in a logical manner.

3.6.2 Normal Expanded Mode

M68HC11 — Rev. 6

The normal expanded mode is selected by having a logic 1 on both the
MODB pin and MODA pin during reset. This mode of operation allows
external memory and peripheral devices to be accessed by a
time-multiplexed address/data bus. By multiplexing the low-order eight
bits of address with data on the port C pins, only 18 pins are needed to
provide an 8-bit data bus, a 16-bit address bus, and two bus control
lines. The low-order address lines are separated from data with an
external transparent latch such as a 74HC373, which is clocked by the
address strobe (AS) signal. All bus cycles, whether internal or external,
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execute at the E-clock frequency (no throughput penalty for external
devices). The maximum bus frequency for the MC68HC11A8 is 2.1
MHz, which is comparable to the fastest external EPROMSs available at
the time the M68HC11 was introduced. Section 2. Pins and
Connections gives more detailed information on the use of the
expansion bus, including a discussion of an expanded-system example.

For emulation purposes, there is a special companion chip called the
MC68HC24 port replacement unit (PRU). This device reconstructs the
parallel I/0 functions that are lost to the 18 expansion bus lines. Software
developed on an expanded system, which includes an MC68HC?24, can
later be submitted as a masked ROM pattern. The resulting
custom-ROM part can then be operated in the single-chip mode, and all
parallel 1/0 functions will work as they did in the expanded system.
Usually, the MC68HC24 companion chip would not be used as a
general-purpose, peripheral I/O chip because cheaper ways exist to add
general-purpose I/O to an expanded system.

3.7 Special MCU Operating Modes

Reference Manual

The special mode variations are selected by having a logic O on the
MODB pin during reset. In the special mode variations, the reset and
interrupt vectors are located at $BFCO-$BFFF, and software has access
to special test features. One of these special test features (the disable
resets (DISR) control bit in the TEST1 control register) temporarily
disables the COP watchdog and clock monitor reset functions. All the
special functions and privileges are available in the special test mode
and special bootstrap mode.

Since the reset vectors are located at $BFFE,BFFF, the internal 8-Kbyte
ROM cannot interfere with the vectors. The expanded special test mode
ensures that the reset vector is fetched from external memory even if the
internal 8-Kbyte ROM is enabled. In special bootstrap mode, an on-chip
bootloader firmware ROM is enabled at addresses $BF40-$BFFF so the
reset vector is fetched from this internal ROM.

M68HC11 — Rev. 6
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The SMOD control bit is latched as logic 1 when the MCU is reset in the
special modes. While SMOD is a 1, special test functions and privileges
are available. RBOOT and MDA can be turned on or off, and SMOD and
IRV can be turned off but not back on. Thus, the operating mode of the
MCU can be changed, but once the mode is changed to a normal mode
(SMOD = 0), the privileges are revoked. An important, often overlooked,
application of this privilege is the ability to reset the MCU in bootstrap
mode, which is a single-chip mode, then change the MDA bit to 1 to
enable the multiplexed expansion bus.

On present mask sets of the MC68HC11A8 (B96D and newer), the
SMOD bit must be set to 1 to allow programming of the EEPROM-based
CONFIG register. In some M68HC11 Family members, the
EEPROM-based CONFIG register can be written in special modes as if
it were an ordinary static register. This privilege is not available in the
original MC68HC11A8 but is present in the MC68HC811A2.

Another group of control bits in the MCU have special protection
mechanisms to prevent accidental writes while operating in normal
modes. These protections include write permission only within the first
64 E-clock cycles after reset and/or the ability to write these bits only one
time. While in either special mode, these protections are overridden, and
these control bits may be written as if they were ordinary control bits.
For a detailed description of these protection mechanisms, see

3.5 Protected Control Register Bits.

A special register (TEST1) becomes accessible in the special modes.
This register reverts to all Os and cannot be written when SMOD is 0
(normal modes). Other than the DISR control bit in this register, the user
should not be interested in the operation of these bits since they are only
useful for factory testing of the MCU. Two other control bits in the SCI
baud-rate control register are similarly enabled only in the special
modes.

M68HC11 — Rev. 6 Reference Manual
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3.7.1 Testing Functions Control Register (TEST1)

Figure 3-6 and the following paragraphs discuss the testing functions
control register (TESTL1). Testing functions are not recommended for
use by the user since they may change at any time to meet the
manufacturing requirements of Motorola; however, brief descriptions of
these testing functions are presented here. Occasionally, knowledge of
these functions will help a user understand what is happening if one of
these functions is accidentally invoked during development of an
application.

Address: $103E

Bit 7 6 5 4 3 2 1 Bit 0
Read:
TILOP 0 OCCR | CBYP DISR FCM FCOP | TCON
Write:
Reset: 0 0 0 0 o 0 0 0

1. The DISR control bit resets to 1 in special modes.

Figure 3-6. Testing Functions Control Register (TEST1)

TILOP — Test lllegal Opcode Bit

Can be written only while SMOD equals 1
1 = Enable illegal opcode testing function
0 = Function disabled

In factory test equipment, information presented to the data bus pins
Is independent of the address coming from the MCU. In normal
systems, the address outputs from the MCU enable a specific location
in a memory device so the data presented to the MCU is specifically
related to the address. The TILOP works in conjunction with the LIR
pin to allow testing of illegal opcodes on consecutive bus cycles rather
than requiring the time-consuming interrupt service normally
associated with illegal opcodes. One consequence of the
implementation of this function is that the address bus begins to
decrement after the first illegal opcode is detected at the data bus.
Since there is no cause-effect relationship between address and data
on the factory test equipment, this unusual address bus activity poses
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no difficulty for factory testing of illegal opcodes. However, this
unusual address bus activity makes the illegal opcode test function
unusable in a normal system.

OCCR — Output Condition Code Register Status to Timer Port

Can be written only while SMOD equals 1
1 = The condition code register bits (H, N, Z, V, and C) are driven
out of the five most significant bits of port A (bits 7-3,
respectively), which allows the CPU operation to be verified
without the burden of complex branching routines.
0 = Function disabled; port A operates as in normal modes.

While OCCRis setto 1, the internal 8-Kbyte ROM is disabled, regardless
of the states of the ROMON bit in the CONFIG register or the TCON bit
in the TEST1 register.

CBYP — Timer Divider Chain Bypass Bit

Can be written only while SMOD equals 1
1 = The 16-bit free-running timer is divided into 8-bit halves, and
the prescaler is bypassed. The E clock directly drives both
halves of the timer. This function greatly reduces testing time
for the main timer system.
0 = Timer system operates normally.

DISR — Disable Resets from COP and Clock Monitor Bit

Can be written only while SMOD equals 1; forced to 0 if SMOD
equals 0
1 = Regardless of other control bit states, the COP and clock
monitor systems do not generate a system reset. This function
ensures that testing operations are not interrupted by the COP
or clock monitor protection mechanisms.
0 = COP and clock monitor resets operate normally.

Users of the special bootstrap mode often forget that this bit is reset to
a 1 in the bootstrap mode. If a bootloaded program uses one of these
reset functions, this bit must be explicitly cleared by the loaded program.
This is probably the only test-related control bit that is of interest to the
user.
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FCM — Force Clock Monitor Failure Bit

Can be written only while SMOD equals 1
1 = Writing a logic 1 to this location generates an immediate clock

monitor failure reset if the clock monitor enable (CME) bitin the
OPTION register is also set.

0 = System operates normally.

The DISR control bit has priority over this bit and inhibits the forced
reset functions.

FCOP — Force COP Watchdog Timeout Bit

Can be written only while SMOD equals 1

1 = Writing a logic 1 to this location generates an immediate COP
failure reset if either the NOCOP bit in the CONFIG register is
0 or the TCON bit in the TESTL1 register is 1.
0 = System operates normally.

The DISR control bit has priority over this bit and inhibits the forced
reset functions.

TCON — Test Configuration Bit

Can be written only while SMOD equals 1
1 = Overrides the specifications in the CONFIG register so that
COP is enabled and ROM and EEPROM are in the memory
map. If the OCCR bit is set to 1, ROM is removed from the
memory map, regardless of other control bits.
0 = Configuration options are controlled by the CONFIG register.
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3.7.2 Test-Related Control Bits in the BAUD Register

Figure 3-7 and the following paragraphs describe the two test-related
control bits in the SCI baud-rate (BAUD) control register. These bits,
which are only accessible in the special modes, revert to Os if the mode
is changed to a normal mode. Because no read path is implemented for
these two bits, they always read 0, even after they are writtento 1 in a
special mode.

Address: $102B

Bit 7 6 5 4 3 2 1 Bit 0
Read:
TCLR 0 SCP1 SCPO RCKB SCR2 SCR1 SCRO
Write:
Reset: 0 0 0 0 0 0 0 0

Figure 3-7. Testing Functions Control Register (BAUD)

TCLR — Clear Baud-Rate Timing Chain Bit

Can be written only while SMOD equals 1. Writing a 1 to this bit
triggers a reset of the baud-rate counter chain. This bit always
reads O.

RCKB — SCI Baud-Rate Clock Test Bit

Can be written only while SMOD equals 1. Writing a 1 to this bit
enables a baud-rate clock test using the PD1 pin. When this baud-rate
test function is enabled, the exclusive OR of the SCI receive clock
(16 times the baud rate) and the SCI transmit clock (1 times the baud
rate) is driven out the PD1 pin so it can be monitored by factory test
equipment. This bit always reads 0.

The other bits in this register are related to the asynchronous SCI and
are described in Section 9. Asynchronous Serial Communications
Interface.
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The special test mode is primarily intended for Motorola internal
production testing; however, in a few cases, the user can utilize the test
mode. These special cases include programming the CONFIG register,
programming calibration data into the EEPROM, and development
situations such as emulation and debug. Since the mode control bits can
be written in test mode, it is possible to come out of reset in special test
mode, check the contents of the CONFIG register, and then switch to a
normal operating mode to re-enable the automatic protection
mechanisms. This trick is also useful for a first-time turn-on situation
where the contents of the CONFIG register might not be known. Except
for these few limited cases, the MC68HC11A8 should not be in test
mode in a user’s application.

Because the test mode overrides several automatic protection
mechanisms or allows them to be overridden, there are risks associated
with these modes of operation. For example, by default the COP and
clock monitor are disabled in special modes. Also in special modes, the
$00 opcode is a legal opcode, which causes the address bus to become
an uninterruptable 16-bit counter (useful for testing but a disaster in a
real application). Several of the test functions are included in this
category. Such risks must be weighed against whatever benefit is
derived from using special test or bootstrap operating mode.

One important use of the test mode is to allow programming of the
CONFIG register and/or EEPROM. Since the reset and interrupt vectors
are fetched from the user’s external memory at the $BFCO-$BFFF area,
it is not necessary for the user to know if internal ROM is on or off. Even
if the COP watchdog is enabled in the CONFIG register, there is no need
to service it because COP resets are inhibited in special modes. The
program needed to change EEPROM data could be as simple as the
program shown in Example 3-1 (see 3.8 Test and Bootstrap Mode
Applications), which just reprograms the CONFIG register to a fixed
value; or it could be as complex as a complete monitor, similar to the
BUFFALO monitor, which would allow interactive examination and
modification of EEPROM data.
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The test mode is useful in the debug phase of a project. In test mode,
the data from reads of internal addresses can be seen on the external
data bus. This function is called IRV and is useful for debugging with a
logic analyzer or bus state monitor. In normal operating modes, IRV is
disabled since it could interfere with external circuitry. For example, if an
external 32-Kbyte EPROM were mapped at $8000-$FFFF, it would
overlap the internal EEPROM from $B600-$B7FF. The easiest decode
logic would be to select the external EPROM when A15 and R/W are
both high, which is perfectly legal and reasonable for the MC68HC11A8
operating in normal expanded mode. Although the external EPROM is
selected for reads of the internal EEPROM, the read data from the
external data bus is ignored, and the CPU receives valid, internal
EEPROM data. If the IRV function were allowed in normal mode, this
example would result in a direct contention between the read data from
the internal EEPROM, which is driven out the data bus for visibility, and
the read data from the external EPROM. To overcome this contention,
more complex decoding would be required for the external devices. A
mass-produced product should not bear the cost of a debug feature; the
more complex decoding belongs in the low-volume emulator tool where
IRV is used.

3.7.4 Special Bootstrap Mode

M68HC11 — Rev. 6

When the MCU is reset in the special bootstrap mode, a small on-chip
ROM is enabled at address $BF40-$BFFF. The reset vector is fetched
from this bootstrap ROM, and the MCU proceeds to execute the
firmware in this ROM. The program in this ROM initializes the on-chip
SCI system, checks for a security option, accepts a 256-byte program
through the SCI, and then jumps to the loaded program at address
$0000 in the on-chip RAM. There are almost no limitations on the
programs that can be loaded and executed through the bootstrap
process.

While the MCU is operating in bootstrap mode, the MDA control bit can
be written; thus, it is possible to turn on the multiplexed expansion bus.
This possibility makes the bootstrap mode useful in both single-chip and
expanded systems. In some systems, it may be necessary to disable the
bootstrap ROM by writing a 0 to the RBOOT control bit to allow access
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to external devices in $BF40-$BFFF. If the bootstrap ROM is disabled,
it is necessary for the user to externally provide reset and interrupt
vectors at $BFCO-$BFFF or switch the SMOD control bit back to 0 so
interrupt and reset vectors return to $FFCO-$FFFF.

3.7.4.1 Loading Programs in Bootstrap Mode

Reference Manual

This subsection describes the bootloader firmware in the standard
MC68HC11A8. When the security mode is not specifically requested, it
is disabled at the mask level so it will not be invoked accidentally. In
these cases, the program steps, which check for security and optionally
erase the EEPROM and CONFIG register, are not included in the
bootloader program. On some early production units before 1988,
however, the security checks were included even on parts having the
security mode disabled in the mask. Also, the security feature was
enabled in the mask of some parts where the security feature was not
specifically requested.

The bootloader ROM program initializes the SCI so that the receiver and
transmitter are enabled and the baud rate is E clock/16/16 (7812 baud if
E = 2 MHz). If the security feature is present and enabled, $FF is
transmitted. The EEPROM is then erased. If the erasure was
unsuccessful, $FF is again transmitted, and erasure is attempted again.
After successful erasure of EEPROM, the RAM is written over with $FF,
and the CONFIG register is erased. Only after all of these operations are
successful can the bootloading process continue as if the part were
never secured.

If the MCU is not secured (or if the previous erase sequence has been
completed), a break character is transmitted. For normal use of the
bootloader, the user then sends an $FF character at a baud rate of either
E clock/16/16 (7812 baud if E = 2 MHz) or E clock/16/13 (1200 baud if
E = 2 MHz). This initial character is used to establish the baud rate for
the rest of the transfer and is not echoed to the transmitter as the
remaining characters are.

The user next downloads 256 bytes of program data, which will be put
into on-chip RAM beginning at address $0000. If the program to be
loaded is less than 256 bytes, dummy characters must be sent to make
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a total of 256 bytes. These 256 characters are echoed out the SCI
transmitter for the user to optionally verify that they were received
correctly. When the bootloader program receives the 256th byte, a jump
is executed to location $0000, and the loaded program gains control.

Future M68HC11 Family derivatives could have additional features in
the bootloader program. One such feature is a variable-length download
rather than the fixed-length, 256-byte download on the MC68HC11A8
version. This feature will probably be included on M68HC11 members
that have more than 256 bytes of on-chip RAM. The MC68HC11E9
version has 512 bytes of RAM and includes a variable-length download.

3.7.4.2 Executing User Programs in Bootstrap Mode

M68HC11 — Rev. 6

An often overlooked aspect of the bootstrap mode is that the bootloader
firmware in the bootstrap ROM executes after reset but before the user’'s
downloaded program begins. Many users make the mistake of assuming
all registers and 1/O pins are still in their reset state when their
downloaded program starts. Actually, the bootloader firmware has made
some significant changes to the reset state of the MCU in the course of
its operation. Because the SCI receiver and transmitter have been
enabled, the user must disable them if the PDO or PD1 pins are to be
used as general-purpose I/O pins. The port D wired-OR mode (DWOM)
control bit in the SPCR has been written to 1 so the port D outputs
(especially PD1/TxD) would operate as open-drain outputs during the
download. This DWOM bit must be written back to 0 if the user wants any
port D pins to act as push-pull outputs.

Because the bootstrap mode is a special mode, test-related functions
are enabled. The DISR control bit is a 1, which disables the COP
watchdog and clock monitor functions. As long as the SMOD control bit
isal, all reset and interrupt vectors are located in $BFCO-$BFFF rather
than $FFxx. A user’s program may have to change some of these control
bits.

Special attention should be paid to the circuitry connected to the
PD1/TxD pin if the bootstrap mode variation is used. Since the
bootloader firmware enables the SCI transmitter, the PD1 pin is forced
to operate as an output. To minimize limitations on external circuitry on
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the PD1 pin, port D is also configured for wired-OR operation to make it
look like an open-collector-type output during downloading. Most users
will use the PD1/TxD pin as a serial data output line; therefore, no
conflict will occur between the bootstrap use of PD1 and the user’'s use
of this pin. If the application uses the PD1 pin as an input to detect a
switch or contact closure, there is still no conflict, although the user could
not use the verify feature of the bootloader program if the PD1 pin
happened to be driven low during the download.

A downloaded program can jump back to the beginning of the bootstrap
ROM, causing a new program segment to be serially downloaded. The
downloaded program might also contain a routine to read information
into the MCU over the SPI interface or from a parallel I/O port. The
loaded program can even turn on the multiplexed expansion bus to gain
access to external memory or peripheral devices. Users are limited only
by their imagination.

3.7.4.3 Using Interrupts in Bootstrap Mode
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The reset and interrupt vectors for the bootstrap mode are located in the
bootstrap ROM at $BFCO0-$BFFF. Although this ROM is mask
programmed, it is impossible to know in advance where a user’s service
routines will be located. To allow users to use their own service-routine
addresses, a system of pseudo-vectors is included for bootstrap mode.
Specific RAM addresses are coded in the actual vector locations of the
bootstrap ROM (see Table 3-3). These RAM locations are called
pseudo-vectors because they can be used like vectors to direct control
to interrupt service routines. Each pseudo-vector is allowed three bytes
of space, rather than the two bytes for normal vectors, because an
explicit jump (JMP) opcode is needed to cause the desired jump to the
user’s service-routine address. For example, to use the software
interrupt (SWI), a jump instruction to the user’s SWI service routine
would be placed in RAM at addresses $00F4, $00F5, and $00F6. When
an SWIirequest is encountered, the registers are stacked, and the vector
in the bootstrap ROM passes control to $00F4, which, in turn, contains
a jump instruction to the user’'s SWI service routine.

M68HC11 — Rev. 6

112

Configuration and Modes of Operation MOTOROLA



Configuration and Modes of Operation
Special MCU Operating Modes

Table 3-3. Bootstrap Mode Pseudo-Vectors

Address Vector Name Address Vector Name
$00C4-$00C6 SCI $O0E5-$00E7 Timer input capture 2
$00C7-$00C9 SPI $O0EB—-$00EA Timer input capture 1
$00CA-$00CC Pulse accumulator input edge $00EB-$00ED Real-time interrupt
$00CD-$00CF Pulse accumulator overflow $00EE-$00FD IRQ
$00D0-$00D2 Timer overflow $00F1-$00F3 XIRQ
$00D3-$00D5 Timer output compare 5 $00F4—-$00F6 SWI
$00D6-$00D8 Timer output compare 4 $00F7-$00F9 lllegal opcode
$00D9-$00DB Timer output compare 3 $00FA-$00FC COP fall
$00DC—$00DE Timer output compare 2 $00FD-$00FF Clock monitor fail
$00DF-$00E1 Timer output compare 1 $BF40 Reset (bootloader start)
$00E2—-$00E4 Timer input capture 3

3.7.4.4 Bootloader Firmware Options

The designers of the MC68HC11A8 anticipated the need for a practical
way to force the MCU to jump directly into EEPROM after a reset, but
they wanted to avoid special modes that would make the part more
difficult to understand. As a compromise, the bootloader firmware
provides for this direct jump to EEPROM. After initializing the SCI and
port D, the bootloader looks for the $FF character that will determine the
baud rate for the download. If a break character is received at this point,
instead of the $FF, an immediate jump to the start of EEPROM ($B600)
Is executed. Since the bootloader already transmits a break character,
the user can tie the RxD and TxD pins together and to a pullup resistor,
and then reset the part in special bootstrap mode.

This procedure will cause a direct jump to EEPROM at $B600. Tying the
RxD line low will not accomplish the same result because a high-to-low
transition is required to indicate the beginning of a start bit (see
Section 9. Asynchronous Serial Communications Interface).

There is a small delay (a few milliseconds) between the reset and the
start of the program in EEPROM due to the time required for the SCI
preamble and break characters. The user should not be concerned
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about running out of time to access the time-protected control bits
because bootstrap mode is a special mode and the protections are
overridden until the SMOD control bit is written to 0. Consider the current
state of SCI and port D controls as well as the DISR control bit in the
TEST1 control register, which disables COP and clock monitor resets. It
may be necessary for the program in EEPROM to change these bits.
The stack pointer is initialized as one of the first actions in the EEPROM
program (good practice in almost all programs). It is advisable to
initialize the illegal opcode pseudo-vector to help prevent program
runaway in the event of an error in the EEPROM program or a misread
opcode.

Another bootloader firmware option allows a direct jump to the start of
RAM, but this feature is probably not very useful to the user since it
assumes there is already a meaningful program in the internal RAM at
the time of reset. This option is invoked by sending a $55 character to
the SClI instead of the $FF or break characters previously described.
This $55 character can only use the E clock/16/16 (7812 baud for

E =2 MH2z) rate since it takes the place of the $FF character, which could
have changed the baud rate. This feature allows for testing the MCU for
proper single-chip mode operation when the E-clock frequency is
beyond the capability of the multiplexed expansion bus. Test equipment
can reset the MCU in special test mode (at a legal expansion bus
frequency) and parallel load a program into RAM. The tester can then
reset the MCU in bootstrap mode (at a higher clock frequency) and
serially send the $55 character to cause a jump to the start of RAM. This
procedure takes significantly less time than using the normal
bootloading procedure to serially load 256 characters. Since the
program segments are limited in size by the amount of on-chip RAM, the
time required to load enough program segments to fully test the MCU
would make such testing too expensive for all but a very few
applications.

3.8 Test and Bootstrap Mode Applications

Most users are familiar with the uses for normal operating modes, but the
special test and special bootstrap modes may be new. In this section, an
example is presented to stimulate the user’'s imagination. After
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examining this example, some users will think of ways these special
mode variations can help in their applications.

3.9 Example 3-1: Programming CONFIG (Uses Special Test Mode)

M68HC11 — Rev. 6

This example demonstrates how the special test mode can be used to
program the EEPROM-based CONFIG register. Current versions of the
M68HC11 Family require the MCU to be in one of two special modes to
program the CONFIG register.

There are several reasons why a user might want to change the
CONFIG register. For example, suppose the user has an
MC68HCB811E2 and wants to experiment with it in an expanded system
such as an MC68HC11EVB evaluation board. As shipped from
Motorola, the MC68HC811E2 part is not compatible with the memory
map of the EVB. The EEPROM must be disabled by programming the
EEON bit to 0, or the upper four bits of CONFIG must be changed to
relocate the EEPROM away from EVB resources. Suppose the user is
finished with initial debugging and wants to enable the COP watchdog
system by programming the NOCOP bit in CONFIG to 0. Perhaps the
CONFIG registers in some of the user’s parts have been corrupted
during initial experimentation. Some users forget to control reset during
power transitions; thus, the CONFIG register could be corrupted due to
program runaway when V5 is too low to allow proper operation. When
this runaway happens, the part is not defective; it needs to have the
CONFIG register returned to the proper value.

The schematic diagram shown in Figure 3-8 is a relatively simple
expanded-mode system that can be operated in special test mode. By
removing the jumper that pulls MODB low, this board can also be used
in normal expanded mode. An interesting feature of this system is that
the external EPROM appears in the memory map at $A000-$BFFF and
again at SE000-$FFFF because address line Al4 is left out of the
address decode. This feature makes reset vectors in the highest
locations of the EPROM appear the same to the MCU whether the MCU
Is reset in special test mode or normal expanded mode with the internal
ROM disabled. Several subtle benefits to this feature are evident. First,
it means no decode changes are needed to alternate between normal
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mode and special test operation of the board. In fact, after a reset in
special test mode, software can change to normal expanded mode, and
the reset and interrupt vectors are still available in the external EPROM.
If the internal 8-Kbyte ROM has a useful program in it (and internal ROM
Is enabled), the external EPROM can be used for additional program
memory. Of course, when the CPU reads an internal ROM address, it
sees valid internal ROM data even though the external data bus has data
from the external EPROM. As long as the IRV function is not enabled,
there is no conflict between the internal 8 Kbytes ROM and the external
EPROM.

In Example 3-1, the program shown in Figure 3-9 is programmed into
the external 2764-type EPROM. When the board is turned on, this small
program reads the 8-part switch that is wired to the port E pins. If the
CONFIG reqister is different, it is reprogrammed to match the switches.
Because the EEPROM is subject to wearout (after thousands of
write-erase cycles), it should not be erased and reprogrammed unless it
Is incorrect. Since this program is intended to be very simple, it does not
check to see if the change was successful.

This program could be modified to include the ability to check the results.
The security feature offers some challenges. For example, if security
mode is being enabled, it is not possible to verify the CONFIG value in
this setup. A reset is required to get the CONFIG value transferred into
the readable working register, and the part can only be reset in
single-chip modes after security is enabled. If the secured part is reset
while MODB is low, it comes up in special bootstrap mode (MODA pin is
ignored due to security). When reset in bootstrap mode, the EEPROM
and CONFIG register are automatically erased, which is self-defeating.
Presumably, a user has a meaningful program in internal ROM before
the security bit is finally enabled, which provides for orderly program
execution in normal single-chip mode. The user then verifies that
security is enabled by a checking function in that internal software.
Another way to check for security is to attempt to reset the part in normal
expanded mode. If security is not enabled, the AS/STRA pin acts as an
address strobe that clocks at the E-clock frequency even while RESET
is still low (part does not have to be out of reset to check for security). If
security is not activated, the AS/STRA pin acts as the strobe A
high-impedance input.
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Figure 3-8. Schematic for Figure 3-9 (Sheet 1 of 2)
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Figure 3-8. Schematic for Figure 3-9 (Sheet 2 of 2)
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R S O I S R O

* Exanple 3-1 ~ 65 bytes total *
* *
*  This exanple programuses the hardware setup in figure 3-1 in test *
* mpbde. After reset the CONFI G register is checked against port E. *
* |f it is different, CONFIGis erased and reprogramed to the port E *
* value. $30 is witten to port A and the program ends. *
IR R E RS EEREEEEEEEEEE SRR EEEEREEREEREREEEEREEEEEEEEEREEEEEEEEEEESEEEERSEEEEEESEEEE]

ORG  $A000 Start of external EPROM
EX31A LDS #$00FF Establish top of stack

BSR  DLY10 Al |l ow charge punp to stabilize

LDAA $100A Read port E DI P switches

ANDA  $#O0F Mask of f upper 4 bits (not inplinented on ' A8)

CMPA  $103F See if CONFIG is sane

BNE  NOWOK I f already OK
* Not OK so first erase CONFIG

LDAB #$06 Bul k Erase, and EELAT on

STAB $103B Wite to PPROG register

STAA $103F Wite to CONFI G address (any data)

| NCB To $07 - turns on EEPGM bit

STAB $103B Wite to PPROG register

BSR  DLY10 Delay 10 nS for erase to conplete

CLR  $103B Turn off charge punp (EEPGM to 0)
* Now reprogram CONFIG with data fromport E (still in A-reg)

LDAB #$02 Turn on EELAT

STAB $103B Wite to PPROG register

STAA $103F Wite port E data to CONFI G address

| NCB To $03 - Turns on EEPGM bit

STAB $103B Wite to PPROG register

BSR  DLY10 Delay 10 nS for erase to conplete

CLR  $103B Turn off charge punp (EEPGM to 0)
* Progranm ng conpl ete but you can't check results till next reset
NOWOK LDA  #$30

STAA $1000 You are done (check with scope)

BRA  * Branch to self (hangs till pw off or rst)
*
*  PROGRAM END subroutines follow

*
* k%

* DLY10 - Subroutine to delay 10nS (for E=2Mz)

* % %

DLY10 PSHX Save X (not required in this ex | just do)
LDX  #$0D06 3334 * 6~ * 500nS/~ = 10nS

DLOOP DEX [3] #in[]s is cycles for that instruc
BNE  DLOOP [3] cont. for 3334 tines (loop tine = 6~)
PULX Recover X val ue
RTS ** RETURN **

*

* Establish a reset vector
*

ORG  $BFFE
RESET FDB  $A000 Point to start of program
Figure 3-9. Program to Check/Change CONFIG
M68HC11 — Rev. 6 Reference Manual
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4.2 Introduction

The MC68HC11A8 includes on-chip random-access memory (RAM),
read-only memory (ROM), and electrically erasable programmable ROM
(EEPROM) memories. The on-chip RAM is a fully static read-write
memory used for storage of variable and temporary information.

The MC68HC11A8 has 256 bytes of RAM; whereas other members of
the M6BHC11 Family include more or less RAM (MC68HC11E9 has 512
bytes of RAM and MC68HC11D3 has 192 bytes of RAM).

Members of the M68HC11 Family include various amounts of on-chip
mask-programmed ROM. The MC68HC11A8 has 8 Kbytes of user
ROM, the MC68HC11E9 has 12 Kbytes, and the MC68HC11D3 has 4
Kbytes. This ROM is used for storage of user program instructions and
fixed data. Some members of the M68HC11 Family have this internal
ROM disabled, and the user programs reside in external memories.

The last major memory system on the M68HC11 is the EEPROM. The
MC68HC11A8 includes 512 bytes of EEPROM; whereas other members
of the M68HC11 Family include as much as 8.5 Kbytes of EEPROM.
Data can be programmed into the EEPROM or erased from the
EEPROM under software control. No power supplies other than the
normal Vpp (5 Vdc) supply are needed for programming or erasure of
the 512 bytes of on-chip EEPROM in the MC68HC11A8. No power
supplies are required to maintain the contents of this memory. This
memory is commonly used for semipermanent information such as
calibration tables, personality data, or product history information. The
EEPROM can also be used for program memory; furthermore, the
nonvolatile nature of this EEPROM supports programs that can adapt to
changing conditions.

4.3 Read-Only Memory (ROM)

Reference Manual

The primary use for on-chip ROM is to hold the user’s application
program instructions. Since these instructions are programmed into the
microcontroller unit (MCU) when it is manufactured, they cannot be
changed. A user develops the application program and debugs it before
ordering production MCUs. The user places an order for production units
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with the pattern of instructions and data to be programmed into the
on-chip ROM. Motorola then translates this pattern into a photographic
mask to be used during processing of silicon wafers. Motorola then
produces a small batch of these parts and returns them to the customer
for verification. These units are called ROM verification units (RVUS).
After customer approval of these RVUs, Motorola begins full production
of these customized MCUs. The RVUs, processed on a quick
turnaround basis, are not tested to environmental extremes because
their sole purpose is to demonstrate that the customer-requested ROM
pattern was properly implemented.

The on-chip program ROM can be disabled by an EEPROM-based
control bit in the configuration control (CONFIG) register. When the
program ROM is disabled, it uses up no space in the 64-Kbyte memory
space, and an external memory is used for program instructions.
ROM:-less versions of the M68HC11 Family, such as the MC68HC11A1,
actually have on-chip ROM, but the ROM is disabled by the enable
on-chip ROM (ROMON) control bit equals 0 in the CONFIG register.

The MC68HC11A8 actually has two separate on-chip ROM memories:
« 8-Kbhyte user ROM, available for user-defined programs

e Separate 192-byte ROM, called the bootloader ROM

This bootloader ROM controls the bootstrap loading process of the
special bootstrap mode. In normal modes of operation, the bootloader
ROM is disabled and uses no space in the 64-Kbyte address space of
the MCU. During expanded test mode, the bootloader ROM can be
enabled for testing but is not in the memory map after a reset until/unless
the test program software enables it. In special bootstrap mode, the
bootloader ROM is enabled at $BF40-$BFFF by default out of reset, and
the reset vector in this ROM at $BFFE,BFFF vectors to the bootloader
program in this ROM.

The bootloader program is also involved with the security feature that
allows a user to protect the contents of EEPROM and RAM from being
read by software pirates. When the security option is enabled, the MCU
can be reset only in normal single-chip mode or special bootstrap mode.
In normal single-chip mode, the reset vector is located in the on-chip
8-Kbyte ROM, and the user’s program controls all program actions.
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Since there are no external address or data buses, a pirate could not see
what is in the internal EEPROM or RAM memories. In special bootstrap
mode, the reset vector is located in the on-chip bootloader ROM, and the
bootloader program is in control. The bootloader program checks the
security enable control bit before proceeding to the program
downloading step. If security is enabled, the entire EEPROM and RAM
are erased before downloading continues. After the EEPROM and RAM
have been erased and verified, the CONFIG register (which contains the
security enable control bit) is erased, and downloading can proceed. For
additional information about the CONFIG register and security option,
refer to 3.4 EEPROM-Based Configuration (CONFIG) Register.
Section 3. Configuration and Modes of Operation also includes
additional details about modes of operation.

4.4 Random-Access Memory (RAM)

This subsection discusses the on-chip RAM of the MC68HC11A8. This
256-byte RAM can be mapped to the beginning of any 4-Kbyte block in
the 64-Kbyte address space. The methods and reasons for this
remapping are discussed; two methods of RAM standby are also
discussed.

4.4.1 Remapping Using the INIT Register

Reference Manual

By default, the on-chip RAM is located in the first 256 locations
($0000-$00FF) of the 64-Kbyte memory map. In many (but not all)
cases, this location is good for the on-chip RAM. The first 256 locations
in memory are accessible using the direct addressing mode, which
assumes the upper byte of the 16-bit address is $00. Since the direct
addressing mode can address these locations with a 1-byte address
rather than a two-byte address, each such instruction saves a byte of
program memory space and a cycle of execution time compared to the
same instruction using expanded addressing mode. Depending on the
application, maximum efficiency can be achieved by having RAM, I/O
registers, or both in this premium address space.
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The position of RAM in the 64-Kbyte address space is controlled by the
RAM and 1/0 mapping (INIT) register. The upper four bits of INIT
(RAM3-RAMO) specify the upper four bits of the 16-bit RAM addresses.
At reset, the RAM3—-RAMO bits are forced to 0 so the RAM is initially
located at $0000-$00FF. By writing some other value to the INIT
register, the RAM can be relocated to the beginning of any 4-Kbyte page
in the 64-Kbyte address space. In normal operating modes, the INIT
register is protected so that it can be changed only within the first 64
cycles after reset. For more detailed information about the INIT register,
see 3.5.1 RAM and I/0 Mapping Register (INIT).

A RAM standby function has several purposes. In battery operated
systems, the RAM standby function provides a way to conserve limited
battery power during times of MCU inactivity, which increases the
effective time the system can operate without battery charging or
replacement. In systems using a municipal electric system as the
primary source of power, operating power is not usually a major issue,
but power interruptions can be. Enough energy may be stored in
regulator filter capacitors to allow a system to operate for some period of
time after primary power is lost. The system current drain determines
how long the stored energy can maintain the system. By detecting the
loss of primary power and changing to a low-power standby mode, the
MCU system can be maintained through longer power interruptions.
After the interruption, the system can decide whether to continue
operation or to perform a complete reset initialization. In other
municipal-powered systems, it may be useful to maintain a limited
amount of information during very long interruptions of primary power. In
such cases, a separate standby power source based on a battery could
be used to maintain the contents of RAM while the system is
non-operational.

The on-chip RAM of the M68HC11 Family is fully static; there are two
ways RAM contents can be maintained while reducing system power
consumption to very low levels. The easiest method for low-power RAM
standby is the software-based stop mode. The alternate method uses
the MODB/Vg1gy pin for standby power in a mostly hardware approach.
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Since the entire MCU, including RAM, is fully static, there is no minimum
oscillator clock frequency. In complementary metal oxide semiconductor
(CMOS) integrated circuits, power supply current is directly proportional
to operating frequency; thus, only very small leakage currents exist
when clocks are stopped. This is the basis for the stop method of RAM
standby. When the MCU is stopped, all CPU registers, control and 1/0
registers, and all RAM contents remain unchanged as long as Vpp is
present. Ipp for the MCU is reduced to a few microamps when MCU
clocks are stopped.

In some systems, other circuitry may be powered from Vpp that cannot
be easily placed in a low-power standby mode. In these systems, Vpp
must be turned off to reduce system power drain. The MODB/Vg1gy
method of RAM standby allows Vpp to be removed without losing the
contents of on-chip RAM. This method is more hardware intensive
because it involves a second power supply and associated problems. In
CMOS systems, it is possible to power an integrated circuit through an
I/O pin because, on some 1/O pins, there is an inherent diode between
the pin and the internal Vpp. In some CMOS systems, even the
sequencing of power supplies is critical, which implies using caution
whenever there is more than one power supply in a system. Although the
sequencing of Vpp relative to MODB/Vgtgy Is not important on the
MC68HC11A8 itself, the sequencing may be important to any other
CMOS device in the system exposed to both Vpp and Vg1gy-

Several I/0O pins on the MCU should not have voltage on them while Vpp
is off. Any pin having the source or drain node of a P-channel device in
the on-chip circuitry connected to this pin has an inherent diode to Vpp.
If such a pin were connected to a signal powered by Vgtgy rather than
Vpp, the entire Vpp network would be powered by Vg1gy through the
inherent diode. Powering the Vpp network in this way may result in
unexpected operation of the system and definitely results in more load
on the Vgtgy supply than expected.
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4.5 Electrically Erasable Programmable ROM (EEPROM)

This subsection describes the operation of the EEPROM on the
MC68HC11A8 and explores some of its applications. In addition to the
512 bytes of user EEPROM on the MC68HC11A8, there is another
EEPROM byte (CONFIG register) controlling some basic features of the
MCU. The CONFIG register and mechanism are described in detail in
3.4 EEPROM-Based Configuration (CONFIG) Register, but some
aspects of the EEPROM enable bit (EEON) and the security mode
disable bit (NOSEC) are discussed in terms of how they relate to
EEPROM.

The MC68HC11A8 was the first MCU to include CMOS EEPROM. This
512-byte EEPROM memory can be used in the same ways ROM would
be used, but some interesting possibilities arise that are not possible
with ROM or RAM memories. A simple example is to store a unique
serial number in the EEPROM of each finished product. Once
information is programmed into the on-chip EEPROM, it remains
unchanged even if Vpp power is removed indefinitely. Unlike information
in ROM, information in EEPROM can be erased or reprogrammed under
software control. Since EEPROM programming and erasure operations
use an on-chip charge pump driven by Vpp, no special power supplies
are needed.

The M68HC11 Family of MCUs includes members with various amounts
of EEPROM. The MC68HC811A8 (emulator for the basic
MC68HC11A8) has 8.5 Kbytes of EEPROM. The principles presented
here apply specifically to the original MC68HC11A8. Some details of
EEPROM operation may vary slightly for other members of the
M68HC11 Family; however, the basic concepts presented here can be
extended to explain the operation of these other members.

4.5.1 Logical and Physical Organization

The logical organization of the 512-byte EEPROM is important for
identification of rows when using the row-erase feature. The physical
organization may be useful in isolating problems in rare cases.
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Although some family members (for example, MC68HC811E2) allow
remapping of the on-chip EEPROM, the 512-byte EEPROM in the
MC68HC11A8 is fixed at locations $B600-$B7FF. This 512-byte block
is logically arranged into 32 rows of 16 bytes each. The first row occupies
the locations $B600-$B60F, the second row occupies $B610-$B61F,
etc. EEPROM locations can be erased individually (byte erase), in rows
of 16 bytes each (row erase), or all 512 bytes at once (bulk erase). The
CONFIG byte is separate from this 512-byte block. Special restrictions
apply to erasure of the CONFIG EEPROM byte. Figure 4-1 shows the
topological organization of the 512 bytes of EEPROM in the
MC68HC11A8. Figure 4-2 shows the topological arrangement of bits

within a byte of EEPROM.
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Figure 4-1. Topological Arrangement of EEPROM Bytes (MC68HC11A8)
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Figure 4-2. Topological Arrangement of Bits in an EEPROM Byte
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4.5.2 Basic Operation of the EEPROM

The following paragraphs briefly describe how the EEPROM operates.
Figure 4-3, a condensed schematic of the EEPROM array, provides
insight into the operation of the EEPROM system and illustrates the
complexity of a byte-erasable EEPROM. Each byte in the EEPROM
array consists of 17 transistors, eight floating-gate transistors, a select
transistor for each floating-gate transistor, and a byte-select transistor.
In comparison, an ultraviolet erasable EPROM byte requires only the
eight floating-gate transistors.
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Figure 4-3. Condensed Schematic of EEPROM Array
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Figure 4-4 shows an EEPROM bit with important features and nodes
labeled. These terms are used in the following explanation of basic
EEPROM operations. Figure 4-5, Figure 4-6, and Figure 4-7 show an
EEPROM byte being erased, programmed, and read, respectively. The
floating-gate transistor is the storage element in the EEPROM cell. Since
the floating gate is isolated by thin oxide layers, any charge on this gate
remains indefinitely unless a large enough field is created, as in
programming and erase modes. When a large enough field is present,
Fowler-Nordheim electron tunneling allows charge to be transferred to or
from the floating gate, depending on the polarity of the field. In the
following discussion, Vpp is nominally 5V and Vpp is about 20 V. In the
MCG68HC11A8, Vpp is developed from Vpp with an on-chip charge
pump; thus, no external high voltages are required.

BIT LINE

ROW BIT-SELECT
SELECT DEVICE

FLOATING GATE \
CONTROL G |
GATE

Figure 4-4. EEPROM Cell Terminology

FLOATING-GATE
DEVICE

D
S

ARRAY GROUND

In erase mode (see Figure 4-5), the array ground is connected to Vgs.
The row and column selects cause the control gates of the byte(s) being
erased to be connected to Vpp. Other bytes in the array that are not
being erased would have their control gates connected to an undriven
logic 0. The bit-select devices are all turned on by Vpp on the word lines;
however, the drains of the bit-select devices are high impedance. Thus,
the drains of the floating-gate transistors are effectively floating. The
high voltage on the control gate of the floating-gate transistor is
capacitively coupled onto the floating gate. The large field between the
floating gate and the substrate results in electron tunneling from the
substrate to the floating gate. After erasure, the floating gate has a
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negative charge, which keeps the floating-gate transistor turned off
during reads. If leakage in the floating-gate transistor caused the
negative charge to leak off so that there was no charge on the floating
gate, the bit would still read back as 1. This fact implies that long-term
retention errors cannot cause a logic 1 bit to deteriorate to a logic 0.

NOT DRIVEN

ARRAY GROUND

Figure 4-5. Erasing an EEPROM Byte

Figure 4-6 shows an EEPROM byte being programmed to the value $55
(0101 0101) to demonstrate the effect of programming both 1s and 0Os.
Since the erased state of an EEPROM bit is 1, programming a 1 is the
same as doing nothing. During programming, the array ground is not
driven. The control gates of the byte to be programmed are driven to O
through the row-select and column-select path. Control gates for bytes
not being programmed will be high impedance because the
column-select and/or row-select device will be off. The bit-select devices
are turned on hard because the row select, for the row containing the
byte being programmed, is driven to Vpp. The bit lines are driven to Vpp
for bits not being programmed (1s) and to Vpp for bits being
programmed (0s).

For bits not being programmed (1s), the drain of the floating-gate
transistor is at Vpp, and the control gate is at Vgg. This configuration
does not result in a large enough field for tunneling to occur; thus, no
charge transfer occurs.
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T T

ARRAY GROUND
(NOT DRIVEN)

Figure 4-6. Programming an EEPROM Byte

For bits being programmed (0s), the drains of the floating-gate
transistors are at Vpp — V1 (because of the drain-to-source threshold
voltage drop across the bit-select device), and the control gate is at Vgg.
This configuration results in a large enough field so electrons can tunnel
from the floating gate to the drain region of the floating-gate transistor.
Since the floating gate of a programmed bit has a positive charge, the
floating-gate transistor will conduct during reads.

Figure 4-7 shows an EEPROM byte being read. During a read
operation, the bit lines are precharged to 1. Column selects enable the
bit lines from the byte being read to the sense amp inputs. The row select
for the row containing the byte being read is driven to Vpp to enable the
bit-select devices. The array ground is connected to Vgg. The floating
gate devices of programmed bits conduct and pull the corresponding bit
lines to 0. The floating-gate devices of bits not programmed do not
conduct; therefore, the corresponding bit lines remain at the precharged
level and read as 1s. EEPROM operations are actually much more
complicated than this discussion suggests, but these general statements
may be useful to designers using the EEPROM:

1. Since no high voltages are present during read operations, no
degradation of data can result from repeated read operations.

2. Erase operations normally take less time than programming
operations.
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3. The most common EEPROM failure (write 1s) is an unintended bit
change from 1 to 0 during programming of $FF data. This failure
occurs during endurance testing as the part approaches wearout
(typically after tens of thousands of write-erase cycles).

4. Retention failures result in programmed Os reverting to 1s due to
leakage of the floating-gate charge.

5. Ones never revert to 0s without an explicit programming operation
(though the programming operation need not involve any 0s in the
pattern being programmed).

PRECHARGE THEN SENSE

LA

ARRAY GROUND

Figure 4-7. Reading an EEPROM Byte

EEPROM programming and erasure involve the movement of charge
through a thin oxide layer. This charge movement requires a relatively
large field to be present for a significant length of time (milliseconds).
Noise is not likely to cause individual bits to change state. Most failures
of the EEPROM involve breakdowns due to the relatively high voltages
or to an oxide degradation phenomenon (trapped charge). After many
cycles of programming and erasure, charge may become trapped in the
thin oxide layers isolating the floating gate. This trapped charge causes
programming and erase operations to take longer as the amount of
trapped charge increases. When the cell fails to program to 0 in the
allotted time, it is worn out. In many cases, these bits can still be
programmed and erased provided the program and erase times are
increased. The useful life of an EEPROM byte cannot be extended very
far by extending the programming time because a worn bit exhibits a
reduced ability to retain valid Os for very long time periods.
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4.5.3 Systems Operating Below 2-MHz Bus Speed (E Clock)

The on-chip charge pump that generates Vpp from Vpp uses MOS
capacitors, which are relatively small in value. The efficiency of this
charge pump and its drive capability are affected by the level of Vpp and
the frequency of the driving clock. The load depends on the number of
bits being programmed or erased and capacitances in the EEPROM
array. Effective array load capacitances are influenced to some degree
by the data in the array.

The clock source driving the charge pump is software selectable. When
the clock select (CSEL) control bit in the OPTION register is 0, the E
clock is used; when CSEL is 1, an on-chip resistor-capacitor (RC)
oscillator is used. The frequency of this on-chip RC oscillator is about
2.5 MHz but varies with processing.

The recommended programming and erase time is 10 ms when Vpp is
5 Vdc +10 percent and the E clock is 2 MHz. If the E clock is 1 MHz or
less, the CSEL bit should be written to 1 to enable the on-chip RC
oscillator to drive the Vpp charge pump. For an E clock between 1 and
2 MHz, the programming and erase times can be increased to 20 ms, or
the RC oscillator can be selected. Experimentation has shown the
EEPROM is programmable with Vyp equal to 3 Vdc and CSEL equals 1
to enable the on-chip RC clock.

CSEL also enables a separate RC oscillator associated with the A/D
converter system. The E-clock frequency (where switchover to CSEL
equals 1 is recommended) is lower for the A/D than it is for EEPROM
operations. In the A/D system, switching to CSEL equals 1 can increase
conversion errors; thus, it is better to perform A/D conversions with
CSEL equals 0. In some applications, it is worthwhile to switch CSEL on
and off, depending on whether A/D or EEPROM programming/erase
operations are occurring. Refer to 12.4.2 A/D Charge Pump and
Resistor-Capacitor (RC) Oscillator for additional information.

4.5.4 EEPROM Programming Register (PPROG)

The PPROG register controls programming and erasure of the on-chip
EEPROM. The PPROG register may be read or written at any time, but
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programming and erase sequences are strictly controlled by logic to
prevent unintentional changes to EEPROM data. In the MC68HC11AS8,
the CONFIG register EEPROM location cannot be programmed or
erased unless the MCU is operating in special test or special bootstrap
mode. The Vpp power supply voltage is not enabled to the EEPROM
array until all sequence requirements are met for a programming or
erase operation. The required sequence consists of these steps:

1. Write to PPROG with EEPROM latch control (EELAT) bit equals 1
and EEPROM programming voltage enable (EEPGM) bit equals O

2. Write to a valid EEPROM location or the CONFIG address
3. Write to PPROG with EELAT and EEPGM bits equal 1

Hardware logic enforces this sequence by imposing the following
restrictions. If an attempt is made to change both EELAT and EEPGM to
1s with the same write operation, neither bit is set (enforces step 1).
Writes to EEPROM addresses are inhibited while EEPGM is 1, which
prevents two kinds of errors. First, step 2 must be performed before
step 3, or no EEPROM changes will occur. Second, a write to a different
EEPROM location is prevented while a programming or erase operation
IS in progress.

In some members of the M6BHC11 Family, there is a block protection
mechanism that can inhibit programming and erasure of the CONFIG
register or selected areas of EEPROM. After reset, these block protect
control bits (in a block protect (BPROT) register) are set to inhibit
EEPROM changes. A user can write these bits to 0 to enable
programming and erase operations, but this write must be performed
within 64 cycles after reset. The user may write these bits back to 1 at
any time to inhibit further EEPROM changes. Once this protection is
re-enabled, it remains in effect until another reset. There is no BPROT
register in the MC68HC11A8.

Figure 4-8 and the following paragraphs describe the bits in the PPROG
control register.

Reference Manual

MOTOROLA

On-Chip Memory 135



On-Chip Memory

Reference Manual

Address:  $103B

Bit 7 6 5 4 3 2 1 Bit 0
Read:

OoDD EVEN 0 BYTE ROW ERASE EELAT | EEPGM
Write:
Reset: 0 0 0 0 0 0 0 0

Figure 4-8. EEPROM Programming Register (PPROG)

ODD — Program Odd Rows in Half the EEPROM Array

EVEN — Program Even Rows in Half the EEPROM Array

These two bits are used only during factory testing of the EEPROM.
To program all bytes in the odd (even) rows on one side of the
EEPROM array with the same data in a single programming
operation, set the ODD (EVEN) and EELAT bits to 1s, write to an
EEPROM location in an odd (even) row, and then set the EEPGM bit.
Since the on-chip Vpp charge pump does not have enough drive to

perform this bulk programming operation, an external 20-V
current-limited supply must be connected to the external EEPROM
voltage source (IRQ/Vppgy k) pin. The intended purpose of this

function is to allow the entire EEPROM array to be filled with a
checkerboard pattern in only four programming operations. This
feature is not intended for customer use since the function serves no
practical purpose other than product testing.

BYTE — Byte/Other EEPROM Erase Mode Bit

ROW — Row/All EEPROM Erase Mode Bit

These two bits specify the type of erase operation that is to be
performed. These bits have no meaning when the ERASE bit is clear.
The following table shows the relationship between the state of these
bits and the type of erase operation that will be performed.

BYTE ROW Type of Erase
0 0 Bulk erase (all 512 bytes)
0 1 Row erase (16-byte row)
1 0 Byte erase
1 1 Byte erase
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ERASE — Erase/Normal Control Bit for EEPROM
0 = Normal read or program mode
1 = Erase mode

EELAT — EEPROM Latch Control Bit

When this bit is 0, the EEPROM acts as a ROM in the MCU memory
map. When EELAT is 1, the EEPROM acts as if it has been removed
from the memory map and placed into a programming socket.
Latches on the address and data lines to the EEPROM array are
enabled to capture data and address information needed during
program or erase operations. While EELAT is 1, the EEPROM cannot
be read, which implies a software routine that programs or erases
EEPROM cannot be executed from that same EEPROM. The
operation of EELAT also implies that programs that access data from
the EEPROM must not be executed while an EEPROM location is
being programmed or erased.

EEPGM — EEPROM Programming Voltage Enable Bit

This control bit enables the Vpp power supply to the EEPROM logic
for programming and erase operations. When EEPGM is 0, Vpp is off;
when EEPGM is 1, Vpp is on. A logic interlock mechanism prevents
setting this bit unless EELAT was written to 1 earlier.

45.5 Programming/Erasing Procedures

M68HC11 — Rev. 6

The following discussion and program segments demonstrate the
various programming and erase operations that can be performed on
EEPROM locations. These program segments are intended to be
simple, straightforward examples of the sequences needed for basic
program and erase operations. There are no special restrictions on the
addressing modes used, and bit manipulation instructions may be used.
Other operations can be performed during programming and erasure
provided these operations do not include reads from the EEPROM (the
EEPROM is disconnected from the read data bus during program and
erase operations). The subroutine (DLY10) used in these program
segments is not shown but can be any set of instructions that takes

10 ms.
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4.5.5.1 Programming

455.2 Bulk Erase
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If several bytes of EEPROM are to be programmed, the EELAT bit can
be left at 1 for the entire block. After each byte is programmed, EEPGM
is written to 0 and EELAT is left at 1. The next EEPROM location is then
written, and the EEPGM bit is written back to 1 to execute the
programming request.

During EEPROM programming, the ROW and BYTE bits are not used.
If the E-clock frequency is less than 2 MHz, the programming time may
need to be increased, or the CSEL bit in the OPTION register may have
to be set to enable an on-chip RC oscillator to drive the Vpp charge
pump. Since programming can only change 1s to Os in the EEPROM, it
is sometimes necessary to erase a byte to $FF in a separate operation
before programming it to a new value.

This programming segment demonstrates how to program an EEPROM
byte:

* On entry, A = data to be programmed and X = an EEPROM addr ess

PROG LDAB #$02
STAB $103B Set EELAT bit ( EEPGMV=O0)

STAA 0, X Store data to EEPROM addr ess

LDAB #3$03

STAB $103B Set EEPGM bit ( EELAT=1)

JSR DLY10 Delay 10 nB

CLR $103B Turn off high voltage & set to read node

This program segment demonstrates how to bulk erase the 512-byte
EEPROM. The CONFIG register is not affected in this example.

BULKE LDAB #3$06
STAB $103B Set to BULK erase node
STAB $B600 Wite any data to any EEPROM address

LDAB #$07

STAB $103B Turn on progranm ng vol tage

JSR DLY10 Delay 10 nS

CLR $103B Turn off high voltage & set to read node
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This example demonstrates the row-erase function. A row is 16 bytes
($B600-$B60F, $B610-$B61F ... $B7F0—$B7FF). When large sections
of EEPROM are to be erased, this type erase operation saves time
compared to byte erase.

* On entry, X=any address in RONto be erased

ROVE LDAB #3$0E
STAB $103B Set to ROWNerase node

STAB 0, X Wite any data to any address in ROW
LDAB #$0F

STAB $103B Turn on high voltage

JSR DLY10 Delay 10 nS

CLR $103B Turn off high voltage & set to read node

This program segment demonstrates how to erase a single byte of
EEPROM.

* On entry, X=any address of BYTE to be erased

BYTEE LDAB #3$16
STAB $103B Set to BYTE erase node

STAB 0, X Wite any data to address to be erased
LDAB #$17

STAB $103B Turn on high voltage

JSR DLY10 Delay 10 nS

CLR $103B Turn off high voltage & set to read node

4.5.5.5 CONFIG Register

M68HC11 — Rev. 6

This program segment shows how to program the CONFIG register in
the MC68HC11A8 to a new value. The CONFIG byte can be erased only
with the bulk-erase method on the original MC68HC11A8; however,
some new members of the M6BHC11 Family allow the CONFIG byte to
be byte erased. If any question arises about which members can use
byte erase, refer to the data sheet for that member. It is possible to
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program additional bits in CONFIG to 0 without erasing the location first;
however, it is better to perform an erase first as shown in this example
and explained in 4.6 EEPROM Application Information.

* On entry, A=data to be programmed into CONFIG

CNFCH  LDAB #3$06
STAB $103B Set to BULK erase node
STAB $103F Wite any data to CONFl G address

LDAB #3$07

STAB $103B Turn on progranm ng vol tage
JSR DLY10 Delay 10 nS

LDAB #%$02

STAB $103B Turn off EEPGM | eave EELAT on
STAA $103F St ore new CONFI G data

LDAB #3$03

STAB $103B Set EEPGM bit ( EELAT=1)

JSR DLY10 Delay 10 nS

CLR $103B Turn off high voltage & set to read node

4.5.6 Optional EEPROM Security Mode

Reference Manual

An optional security mode feature can be used to protect the EEPROM
and RAM contents from unauthorized access. Most MCU products are
of little or no use without the software programs that control them. By
protecting the secrecy of the program or a key part of the program, a
product can be protected against unauthorized duplication. The
MC68HC11A8 solves the dilemma of protecting against unauthorized
access while permitting testing and recovery of protected parts for reuse.

The protection mechanism operates on the principle of restricting
protected devices to the single-chip modes of operation. Since
single-chip modes do not allow visibility of the internal address and data
buses, the contents of memory locations cannot be monitored externally.
Since the user’s program has unlimited access to the internal EEPROM
and RAM, it is still possible for the application program to read
information out of these memories, write new information into them, or
even report the contents of these memories via MCU 1I/O ports. The user
can develop a program to enter secret information into the MCU or to
read secret information out of the MCU by some secret access
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procedure. All or part of this secret access procedure should be
programmed in the EEPROM so that a software pirate could not decode
the secret procedure by disassembling the ROM program, which can be
read after turning off the security mode. Although the security mode can
be turned off easily by anyone at any time, this can be done only after
the information in EEPROM and internal RAM have been completely
erased.

Two conditions are required to engage the security option. First, the
option must be enabled by a mask option. This option is normally
requested at the time the customer submits the mask program for the
internal 8-Kbyte ROM. Since this option is enabled or disabled during
physical manufacturing of the silicon die, the choice must be made prior
to manufacturing. Although this first level of enable makes the MCU
capable of being secured, it does not activate the security mode. The
second requirement to engage the security option is that the NOSEC bit
in the CONFIG register be programmed to 0. Programming NOSEC to 0
does not engage the security mode unless the MCU was manufactured
with the capability to recognize the security option. The reason for a
2-level enable is to prevent accidental activation of the security option in
applications that never intend to use it.

Bootloader firmware is used to disengage the security option.
Bootloader firmware checks the NOSEC bit in CONFIG to determine
whether the security option is on. If security is on, the entire EEPROM is
erased, and the entire RAM is written with $FF to overwrite anything that
was in RAM before. The EEPROM and RAM are then rechecked to
make sure the erase operations were successful. If the operations were
not successful, they are repeated until successful. Once the EEPROM
and RAM have been verified as erased, the CONFIG register is erased
to disengage the security option, and the downloading operation is
started. It is not necessary to actually download a program via the
bootstrap mode to disengage security. The only requirement is to come
out of reset in the bootstrap mode. The security option is disengaged
regardless of whether anything is downloaded.

The presence of the security option can be detected while the MCU is in
reset by forcing the mode A (MODA) and mode B (MODB) pinsto 1 and
monitoring the strobe A/address strobe (STRA/AS) pin. When MODA
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and MODB are 1s, the normal expanded mode is requested. If security
Is engaged, the STRA/AS pin will act as a high-impedance input
because the security option causes the MODA pin to be interpreted as a
Oevenifitis a 1. In single-chip modes, the STRA/AS pin is configured
for the strobe A input function. If the security mode is not engaged, the
STRA/AS pin will act as the address strobe output, which can easily be
recognized on an oscilloscope. This checking procedure allows the
security mode to be detected without disengaging it. If the MODB pin
were low in this experiment, the bootstrap mode would be requested
rather than the normal single-chip mode. In the case of MODB low, care
Is required not to release reset because doing so would cause the
security option to be disengaged.

When developing a security strategy, the user should remember ROM
contents are not protected. A software pirate can disengage the security
option, read the contents of the internal ROM, and disassemble the
programs and subroutines in that ROM. Some measures to protect an
application program intentionally make the program more difficult to
understand. Programs that are difficult to understand are also difficult to
develop and maintain. Careful documentation of the function and intent
of every written program is essential.

A key can be stored in EEPROM. A user can then be required to supply
a matching key value before the program will operate. This approach is
somewhat weak because all of the operational programs are intact in the
ROM; thus, a software pirate could find and bypass the key-checking
routine. However, if the key-checking routine is repeated in more than
one way and place, this approach can make unauthorized access
difficult.

Another approach is to program a vital subroutine entirely within the
EEPROM. This approach is better than the previous key-checking
approach because the ROM does not contain all of the programs
needed to make the product function. The weakness of this approach is
that a software pirate can still duplicate the product after solving that one
routine. The pirate also gains a development cost advantage over the
original manufacturer, because only part of the application program has
to be developed.
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Many application programs are modularly organized as a major loop
consisting of calls to submodules. The application relies on both the
routines that are called and the order in which they are called. A degree
of security can be achieved by putting the major loop (which calls all the
subprograms) in the EEPROM. In this case, a software pirate can
decode the submodules, but the order of execution is not known. To
make the program more difficult to decipher, extra incorrect programs
could be included in ROM. The software pirate could not distinguish real
routines from fake routines. There is a useful side-effect of this
approach. Since the major loop is resident in the EEPROM, it can be
changed to call a replacement or patch routine if one of the subprograms
is defective. Rather than throwing away the entire MCU, the EEPROM
can be reprogrammed to correct or replace the defective subprogram.

Another approach to software secrecy involves accessing variables
indirectly through a pointer stored in the EEPROM. The program in ROM
could execute a sequence such as loading X with the pointer value from
EEPROM (LDX addr; LDAA 0,X). Since the software pirate does not
know what X points to, there is no way of knowing what is being loaded
into accumulator A. By mixing direct accesses and indirect accesses to
the same variables, the software pirate is unable to recognize that two
accesses are to the same variable.

4.6 EEPROM Application Information
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Since EEPROM is a relatively new technology, very little published
application information exists. This subsection presents practices that
could cause application problems and discusses several practical uses
for EEPROM on an MCU. Next, there is a discussion of the use of
EEPROM in programs that adjust themselves to accommodate variable
conditions. Many applications can benefit from this type of programming,
which is presently becoming practical because of the inclusion of
EEPROM on an MCU. The subsection concludes with a detailed look at
some proposed methods to extend the useful write-erase lifetime of the
EEPROM.
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4.6.1 Conditions and Practices to Avoid
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When programming a new value over an old value in EEPROM without
first erasing the EEPROM location, it is very important to avoid certain
data patterns. The most common method for programming a new
non-FF value to an EEPROM location containing a non-FF value is to
erase the location before programming the new value. This procedure
works for any combination of old and new data values. In less common
situations in which an EEPROM location endures many write-erase
cycles, it may be desirable to program a new value over an old value
without erasing the location first. This procedure is only possible when
the new value has no 1s where the EEPROM location already has a 0.
A method called "write-more-zeros" can be used to program additional
bits in an EEPROM location without erasing the location first, which
eliminates a write-erase cycle. Another method called "selective-write"
has been proposed but has not been tested and characterized enough
to be sure it will work in all cases. In this method, the data pattern used
in the programming operation would have 1s in all positions except the
bits that are Os in the new value but were 1s in the previous value. The
idea in this method is to avoid reprogramming bits already programmed.
The benefits are theoretical and have not been proven. Although both of
these methods (write-more-zeros and selective-write) appear to work
correctly in laboratory experimentation, the combination of the two
methods is known to fail. An example of a failing combination would be
to attempt to program $FC to a location that previously contained the
value $0D in an attempt to change the location to the value $0C. In this
case, bit 1 follows the write-more-zeros method; whereas, bits 4—7 follow
the selective-write method. A detailed explanation of this case is given
in 4.6.7 Software Methods to Extend Life Expectancy.

System software should be partitioned so that data and programs in
EEPROM will never be used while an EEPROM programming or erase
operation is in progress. When the EELAT control bit is set to 1 at the
beginning of a program or erase operation, the EEPROM is
electronically removed from the MCU memory map; thus, it is not
accessible during the programming or erase operation. Since it is
possible to perform other tasks while the 10-ms EEPROM operation is
in progress, it is fairly common to start the operation and return to the
main program until the 10 ms is completed. If a routine in the main
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program or an interrupt tries to access a value in EEPROM while a
programming operation is in progress, that operation will fail since the
EEPROM is temporarily inaccessible.

In an interrupt-driven system, it may be possible for an asynchronous
interrupt to occur in the middle of an EEPROM programming or erase
operation. Such an interrupt can cause the programming or erase
operation to extend beyond the normal 10-ms period. A small extension
of the programming or erase time will not damage the EEPROM or
compromise the intended operation. Repeated extension or long
extensions may involve a slight acceleration of write-erase wear-out
because wear-out is related to the length of time high voltages are
present in the EEPROM array. The most significant effects of wear-out
occur near the beginning of a program or erase operation because the
charge tunneling activity follows an exponential decay curve, which
implies that extensions of programming time should have very little effect
on the EEPROM cell. Another risk, which is difficult to quantify, is the
possibility of high-voltage breakdown of row and column devices due to
the presence of programming voltage. If programming and erase times
are extended, these devices are exposed to high voltages for a longer
time; thus, there is increased risk that a breakdown might occur.

In some systems, an EEPROM programming or erase operation could
be in progress when a power failure or reset occurs, which presents the
possibility that an EEPROM location might be corrupt or unreliable due
to an incomplete programming operation. A way to avoid this problem is
to design the system so power failures generate a non-maskable
interrupt prior to complete loss of power. This interrupt would allow
EEPROM operations to be completed prior to system shutdown. Other
systems may have battery backup of RAM so programming status could
be maintained in this memory. Upon reset, this status (in RAM) could be
checked, and any operation that was in progress could be redone to
ensure reliability.

Avoid unnecessary erasures of the CONFIG register EEPROM location.
In a normal system, the CONFIG register is established during the
design of an end product and does not change. In rare cases, the
CONFIG register may be reprogrammed after a gross system failure
accidentally corrupts the intended value. One suggested technique for
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tolerating such errors involves starting the MCU in special test or special
bootstrap mode after any reset. The CONFIG register can then be
evaluated and changed if necessary. In this scheme, itis not appropriate
to routinely erase and reprogram the CONFIG register. Changes should
only be made when an error is detected, which minimizes the possibility
of wearing out the CONFIG EEPROM location.

4.6.2 Using EEPROM to Select Product Options

In many applications, it is possible to provide for several product
variations with a single MCU ROM pattern. This variation allows a user
to pay for a single ROM mask charge and amortize the cost over a higher
volume of end products. This variation also reduces the customer’s
inventory requirements by reducing the number of unique customized
MCUs that have to be stocked. Before the availability of on-chip
EEPROM, it was possible to include multiple program variations in a
single ROM pattern. The ROM program would determine the specific
program variation to execute by reading some unique value on an I/O
port or by looking for unique devices in the memory map of the finished
system. An ideal place to store such optional identifiers is in the on-chip
EEPROM. The on-chip EEPROM has some advantages over the
previous methods. The EEPROM method requires no I/O pins for option
selection. The EEPROM method can accommodate upgrades in the
options after the end product is manufactured, and no hardware
changes are necessary. A common software technique is to program the
various tasks for an application as a series of subroutines, which are
called in the desired order by a main program loop. The main program
loop is usually quite small, consisting of little more than a series of jump
to subroutine (JSR) instructions. If this main loop is programmed into the
on-chip EEPROM, itis relatively easy to modify the number and order of
ROM routines to be executed.

4.6.3 Using EEPROM for Setpoint and Calibration Information

Reference Manual

Another ideal use for EEPROM is for storage of setpoints or calibration
information that will not change often. In some older systems, this
information had to be entered each time a system was activated. By
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storing this information in EEPROM, the product configuration and setup
requirements can be simplified for the end user, and this data can be
maintained indefinitely without power.

An example of setpoint data is the temperature setting of a home
thermostat or the setback schedule for a more sophisticated thermostat.
The two alternatives to storing this information in EEPROM are to
require that the information be re-entered after a power interruption or to
provide relatively expensive batteries and power sequencing logic. The
home thermostat example can also benefit from a calibration table in
EEPROM.

There are many types of temperature sensors with various degrees of
accuracy and linearity; however, the most accurate and most linear
devices also tend to be the most expensive. Since the application
dictates a minimum degree of accuracy, the designer must decide how
to arrive at this accuracy. One approach is to use a very inexpensive
sensor and calibrate it at the factory. The combination of on-chip
EEPROM and an on-chip analog-to-digital (A/D) converter is ideally
suited to this task without requiring any expensive external circuitry. The
thermostat could be completely assembled, and calibration information
could be determined and stored in the EEPROM during final test of the
assembled unit. The software required for this calibration could be part
of the on-chip ROM program, or it could be loaded from a test fixture via
the special bootstrap mode. The bootstrap mode approach offers the
advantage that the calibration routines need not occupy any space in the
limited internal ROM.

There are two main approaches to calibration of inexpensive sensors.
The choice of the best approach depends primarily on the characteristics
of the sensor but also depends on the degree of system accuracy
required in the end application. If a sensor is basically linear but has wide
variation in absolute offset, a gain-offset approach may be a good
choice. This technique requires calibration at two standard levels from
which a gain (slope) and offset are determined. The gain and offset
values are then stored in EEPROM. An actual level is calculated by
applying these values algebraically to an A/D input level. Although this
technigue requires some calculations during calibration and during use,
it uses very little EEPROM space. If a sensor is non-linear, a
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table-lookup approach may be required. An actual level is determined by
using the A/D reading as an index into the calibration lookup table.
During use, this method is very simple and fast, but the lookup table
requires more EEPROM, and the calibration process requires more
calibration points than the gain-offset method.

4.6.4 Using EEPROM during Product Development

4.6.5 Logging Data

Reference Manual

During product development, the EEPROM can be used for storage of
data and limited-sized programs. If errors are discovered, they can be
corrected even more easily than a program in an EPROM. In cases in
which there is external memory, such as an EPROM in a system under
development, it would be a good idea to store the main program loop in
the on-chip EEPROM. This approach allows routines in the external
EPROM to be checked one at a time without reprogramming the external
EPROM. If errors are discovered, a substitute corrected routine could be
programmed into the EEPROM to check the corrections before erasing
and reprogramming the external EPROM.

Data logging can involve several types of data. One traditional data type
could be temperatures measured at specific times of day over a period
of weeks or months. Other data types could include historical data, such
as the number of times a device has been exposed to illegal operating
conditions or the total accumulated time a device has been used. This
type information can be useful for monitoring product reliability. When
such a device is returned to the factory for repair, the historical data can
be read out of the EEPROM. Even if batteries and other power sources
failed, this information could be valid.

In this context, logging means to make a semi-permanent record of data
not requiring power or other normal operating conditions to remain valid.
In many cases, there is also an implication that the data is not accessible
to the end user for modification (for instance, the end user cannot erase
the data by simply removing a battery or unplugging the unit). The
on-chip EEPROM of the MC68HC11A8 provides a convenient electronic
medium for nonvolatile storage of logged data.
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4.6.6 Self-Adjusting Systems Using EEPROM

M68HC11 — Rev. 6

One of the most interesting uses for EEPROM in an MCU system is to
implement self-adjusting or self-adapting systems. A fairly simple form of
self-adaptation would be a system that can calibrate or recalibrate a
sensor as it ages. A more sophisticated form of self-adaptation would be
a system that can modify its behavior to perform a desired task more
efficiently as operating conditions change. The adaptation would be
semi-permanent so the modified behavior would be in effect the next
time the system was activated (as if the system had originally been
programmed that way).

Potentially any process-control algorithm that includes a feedback
mechanism for monitoring results could be programmed to improve itself
through self-adaptation. Traditionally, process-control programs
followed a fixed procedure, which was the result of experimentation and
development by engineers. The MCU is an excellent tool for such work
because it can quickly repeat complex sets of instructions, including
precise timing, with flawless accuracy. Unfortunately, this type system
often requires tight tolerances on other system components such as
sensors and valves. Cheaper (less precise) components could be used
if the system provides for calibration, but calibration is often
time-consuming and expensive. As technology advanced, some
systems were designed to automate the calibration process, thus
making it practical to use less precise system components. For these
automated systems, the calibration step was still performed outside the
context of actual system use. With the M68HCL11, it is practical to
consider systems that systematically make small adjustments while
monitoring end results. Depending on the application, the MCU could
either suggest changes to a human operator or directly modify
process-control parameters to maintain optimum end results. The
nonvolatile EEPROM is a critical element in such adaptive algorithms
because it can save what has been learned over a period of time, even
if power is lost.

Consider using an adaptive algorithm in a system consisting of many
tasks. High-priority tasks are executed quickly; whereas, low-priority
tasks are delayed. One problem is to decide which tasks are most
important, which can be accomplished by noting how many times a task
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was actually needed over some period of time. A second problem is to
find some nonvolatile way to maintain the list of high- and low-priority
tasks. The main loop could be programmed into EEPROM, or the main
program could call tasks indirectly through a list of task addresses in the
EEPROM. A background program could monitor the activity and
demands of various tasks and rearrange the priorities to match real
application demands. As a task requests more frequent service, it could
be elevated in priority, and as a high-priority task reduces its frequency
of requests, it could be lowered in priority. In this manner, the tasks
requiring the most frequent service would become the set of tasks that
are serviced on every main loop pass. Although both the fixed priority
and the dynamically adaptive priority schemes would accomplish the
same amount of work, the adaptive scheme is more responsive.
Because the learned priorities would remain in effect through power-off
periods, the system would begin with these learned priorities. As system
demands change, priorities would change to match system
requirements.

4.6.7 Software Methods to Extend Life Expectancy

Reference Manual

EEPROM memory is subject to a long-term wear-out mechanism.
Though the detailed mechanics of the failure mechanism are still the
subject of much research, the current understanding is that charge is
trapped in the thin oxide layers isolating the floating gate of the EEPROM
storage transistor. The charge is trapped during tunneling, which only
occurs while programming or erasing an EEPROM bit. The life
expectancy of an EEPROM bit is expressed as a number of write-erase
cycles (such as 10,000 write-erase cycles). Changing a bit from 1 to 0
(write) followed by a change from 0 back to 1 (erase) is considered one
write-erase cycle. As a bit accumulates trapped charge and approaches
wear-out, the time required to program or erase the location gets longer
until the allotted time is no longer enough to program or erase the
location, which implies that some extension of life expectancy might be
achieved by using longer programming and erase times. However, the
same wear-out mechanism that causes longer programming time also
causes reduced retention capability. Limited data has been collected to
support the use of as much as 20 ms for program and erase times rather
than the 10 ms suggested in the data sheets. A new MC68HC11A8
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operating at 5V and 2 MHz can typically program an EEPROM location
in about 2 ms.

Many factors affect the useful life expectancy of an EEPROM location.
Programming or erasing an EEPROM location at high ambient
temperature accelerates wear-out. The Motorola reliability figures are
based on all program and erase operations occurring at worst-case
ambient temperature, but no realistic application would experience such
harsh conditions. Temperature has a dramatic effect on write-erase
endurance. An EEPROM having a life expectancy of 5,000 write-erase
cycles at 125°C typically has a life expectancy of 100,000 write-erase
cycles at 55°C. Motorola publishes a quarterly reliability report which
includes the latest life-expectancy data for this rapidly changing
technology. The quality of the thin oxides (processing) is maintained at
a very high level, but there is still some lot-to-lot variation affecting
write-erase endurance. The belief is that charge is more easily trapped
at sites where the oxide lattice structure is imperfect.

The method recommended in Motorola data sheets for changing an
EEPROM byte from one data value (other than $FF) to another is to
erase the location before programming the new value. In this manual,
this method will be called "erase-before-write." When the new data value
contains no 1s where there is currently a 0 in the EEPROM location (no
bits need to be erased), there are two additional methods of arriving at
the desired value without first erasing the EEPROM location. The first of
these methods is called "program-more-zeros.” To program more zeros,
the new value would be programmed into the EEPROM location. Bits
previously not programmed will be programmed to 0, and bits already 0
remain programmed. The second method, which does not involve
erasure of the location before reprogramming, is called "selective-write."
In the selective-write method, a value is calculated that contains 0s in
bits needing to change from 1 to 0 and contains 1s in all other bits. This
calculated value is programmed to the EEPROM location. The bits
corresponding to Os in the calculated pattern become programmed to Os.
The bits already programmed are not reprogrammed but remain 0s. The
bits that were not Os in the old or new data values are not programmed
and remain 1s. The theoretical objective of the selective-write method is
to avoid programming some bits longer than others.

Reference Manual

MOTOROLA

On-Chip Memory 151



On-Chip Memory

Reference Manual

The erase-before-write method is used in production testing and for
ongoing reliability monitoring. Every part that Motorola ships is exposed
to a significant number of write-erase cycles at high temperature to
eliminate parts having infant mortality problems and to identify any lots
having processing problems. In addition, sample batches of parts are
endurance tested to monitor processing quality. Data sheet and
reliability figures are based on the erase-before-write method.

A problem in production testing was traced to an unsuccessful attempt
to program an EEPROM location, which unintentionally employed a
composite of the program-more-zeros and the selective-write methods.
An attempt was made to program an EEPROM location with $FC when
the location previously contained the value $0D. From what has been
said about EEPROM programming and the program-more-zeros and
selective-write methods, one would expect that the location would
change to $0C. In practice, the operation fails if the location was
previously $0D but passes if the location was previously $FF. This table
shows the situation more clearly.

Value Case A — Fall Case B — Pass
Original value 0000 1101 1111 1111
Value written 1111 1100 1111 1100

Expected result 0000 1100 1111 1100
Tester read 0000 1101 0000 1100

The expected value shows the value one should expect to get as a result
of an attempt to program the value written to an EEPROM location
already containing the original value. The tester-read value shows what
the tester read from the location after the attempted programming
operation. Case B looks odd because the upper four bits are 0s where
1s are expected because the location involved was the CONFIG
register. Reads of the CONFIG register of an MC68HC11A8 return 0s in
the upper four bits, regardless of what is in the upper four bits of the
physical EEPROM location. Parts that failed (case A) were initially
thought to have a defective bit 0 in the CONFIG register EEPROM
location; however, the real problem was finally discovered to be the
unintentional combination of the program-more-zeros and
selective-write methods. Bit 1 is a O in the original value and the value
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written (like the program-more-zeros method). The upper four bits are Os
in the original value and 1s in the value written (like the selective-write
method). Case B, which always works, is equivalent to the
erase-before-write method.

Because the user has no way of knowing what is in the upper four bits of
the CONFIG register EEPROM location, the calculated value for the
selective-write method cannot be determined. Thus, the selective-write
method cannot be used for the CONFIG location. Since the CONFIG
location is only changed a few times in the lifetime of a product, there is
no motivation to use any method other than erase-before-write to
change the CONFIG location.

An examination of the electrical conditions during each of the
programming methods explains why the combination of
write-more-zeros method and selective-write method fails as it did in
case A. This analysis also presents possible advantages and
disadvantages of these programming methods. The basic operation of
the floating-gate EEPROM is discussed in 4.5.2 Basic Operation of the
EEPROM. Figure 4-9 demonstrates the erase-before-write method.
One disadvantage of this method is that it requires a time-consuming
erase step prior to the programming step. One advantage of this method
Is that it can be used to change any data pattern to any other data
pattern. Another advantage is that this method is the same as that used
for rating the write-erase life expectancy; thus, much characterization
data exists to validate this method.

The goal of the other two methods is to achieve a longer life expectancy
without compromising data retention or programming integrity. The
program-more-zeros method appears to have no risks, and some
experimental evidence shows that data retention and program integrity
are not compromised. The selective-write method appears to have some
theoretical problems, but experimental data has not confirmed any
practical problem. Due to the theoretical risks of the selective-write
method, that method should probably not be used without a complete
understanding of the risks.
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Figure 4-9. Erase-Before-Write Programming Method

Figure 4-10 shows the program-more-zeros method being used to
change an EEPROM location from $FO0 to $CO. In this example, the
low-order four bits were previously programmed, and the current
programming operation will change bits 4 and 5 to Os.

It has been suggested that it might be undesirable to program some bits
longer than other bits. Since charge transfer during programming occurs
at an exponentially decaying rate, it seems unlikely that the additional
programming time would result in any significant difference in
floating-gate charge. Only considerable characterization data can prove
or disprove these theories, but preliminary data supports the suggestion
that the extra programming time on some bits has no detrimental effects.
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Figure 4-10. Program-More-Zeros Programming Method

Figure 4-11 shows the selective-write method being used to change an
EEPROM location from $F0 to $CO. The calculated data pattern, $CF,
was written to the location during this programming operation (note the
data pattern and voltage levels across the top of the diagram). The
floating gates are highlighted for the bits that should be programmed to O
after the operation. The floating gates of the programmed bits are
positively charged so these floating-gate transistors conduct, which
introduces an interesting question. For bits [3:0], there is a conductive
path from Vpp to the array ground node. After programming, bits 4 and
5 have a conductive path from Vpp to the array ground node. Since there
is effectively a conductive path from Vpp to Vpp, how does the
selective-write method work? Experimental results for this method are
good; however, additional study is required.

] ] ] o] o] ] o] ]

ARRAY GROUND
(NOT DRIVEN)

Figure 4-11. Selective-Write Programming Method
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The production testing failure provides some additional information
about the selective-write method but does not answer all the questions.
Figure 4-12 shows the voltages driving the EEPROM bits during the
production test failure. The location was previously programmed to $0D,
as indicated by the highlighted floating gates. The bit pattern and
voltages across the top of Figure 4-12 reflect the $FC value that was
written to the location during this programming operation. This
programming operation was expected to cause bit 0 to be programmed,
but the operation failed (indicated by the bit O floating gate not
highlighted). This operation fails because there is already a conductive
path from Vpp to Vpp at the start of the programming operation. Since
the weak Vpp supply is shunted to Vpp, no programming can occur.

AT —

Figure 4-12. Composite Programming Method

The failure of the composite programming case verifies that the
conductive paths exist from Vpp to the array ground and from Vpp to the
array ground. The failure also shows that these conductive paths are
capable of shunting Vpp to a low enough level to prevent programming.

Vpp comes from a charge pump having very little drive-current
capability. It is not surprising that Vpp could be effectively shorted to Vpp
without producing any noticeable load to Vpp. In the selective-write
method (see Figure 4-11), the path from Vpp to the array ground is
conductive from the beginning of the operation. The path from Vpp to the
array ground (through the bits being programmed) does not become
conductive until these floating gates are charged to a high enough
positive level for the floating-gate transistor to become conductive. It
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may be that the shunting path does not develop until the bits have
already finished programming. If two or more new bits are being
programmed and one were to become programmed (conductive) before
the other(s), Vpp might become shunted before the other bit(s) could
finish being programmed. One possible reason this unequal
programming problem does not arise is because the bits in a byte are so
physically close to each other that they should have nearly identical
properties.

The selective-write method may result in soft programming. The shunt
path may develop so late in the programming process that the bits are
programmed well enough to be read back as 1s but not well enough to
provide reliable data retention. On the other hand, soft programming
might be beneficial by limiting the stress on the thin oxides. The
selective-write strategy should be viewed with skepticism until additional
study can prove it has merit.

In most cases, EEPROM locations are only exposed to a few write-erase
cycles in the lifetime of a product. In some applications, a few variables
need to endure several hundred thousand write-erase cycles (for
example, the odometer reading in an automobile). Since only a few
variables require these extended write-erase cycle lifetimes, it is
practical to consider solutions involving the use of multiple EEPROM
locations for the storage of each such variable. Using an EEPROM
location as an ordinary binary counter is perhaps the worst case for
EEPROM wear-out because the least significant bit toggles at every
count; thus, the EEPROM location must be erased and reprogrammed
at each count and is exposed to one write-erase cycle for every two
counts.

A count value could be encoded so that an EEPROM location could be
programmed eight times by the program-more-zeros method before it
has to be erased. In such a scheme, the EEPROM location would only
experience one write-erase cycle every eight counts. This scheme of
bit-position coding would be needed only for the low-order bits of a
counter since the high-order bits change much less frequently.

To extend the write-erase lifetime of a variable even further, using
multiple EEPROM locations would allow switching to a different location
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when the current location approached wear-out. The problem is to
decide when a location is approaching wear-out.

Counting the number of times the location has been changed has two
problems. First, there is no good way of storing the usage count in
EEPROM without wearing out the usage count location in the same way
as the location being monitored. Second, if 10,000 is used as the
nominal life-expectancy number, the user may actually wear out the
location sooner than expected and fail, or he may not actually be using
the location to its potential. The life expectancy is approximately 100,000
write-erase cycles at 55°C even though it is only 5,000 at 125°C.
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Reset and interrupt operations are often discussed together because
they share the common concept of vector fetching to force a new starting
point for further central processor unit (CPU) operations. The reset
structure in the MC68HC11A8, which is quite different from other MCUs,
Is presented in this section. This reset system can generate a reset
output if reset-causing conditions are detected by internal systems. The
on-chip electrically erasable programmable read-only memory
(EEPROM) also places extra demands on external circuitry connected
to the RESET pin.

The MC68HC11A8 includes 18 separate interrupt sources. On-chip
peripheral systems generate maskable interrupts, which are recognized
only if the global interrupt mask bit (I) in the condition code register
(CCR)isclear. Three interrupt sources considered non-maskable will be
discussed in detail in this section.

Maskable interrupts are prioritized according to a default arrangement;
however, any one source may be elevated to the highest maskable
priority position by a software-accessible control register. This highest
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priority interrupt (HPRIO) register may be written at any time provided
the | bit in the CCR is set.

When interrupt conditions occur in an on-chip peripheral system, an
interrupt status flag is set to indicate the condition. When the user’s
program has properly responded to this interrupt request, the status flag
must be cleared. The method of clearing varies from one system to
another, depending on the requirements of the system. The various flag
clearing methods and considerations are discussed in 5.9 Interrupts
from Internal Peripheral Subsystems.

5.3 Initial Conditions Established During Reset

M68HC11 — Rev. 6

Reset is used to force the microcontroller unit (MCU) to assume a set of
initial conditions and to begin executing instructions from a
predetermined starting address. For most practical applications, the
initial conditions take effect almost immediately after applying an
active-low level to the RESET pin. Some reset conditions cannot take
effect until/unless a clock is applied to the external clock input (EXTAL)
pin. One example is port B, which acts as an address output port in the
expanded modes and as a general-purpose output port in the single-chip
modes. During reset in expanded mode, these pins would be $FF
because this is the high-order half of $FFFE. During reset in single-chip
mode, these pins would be $00. Since the mode pins are pipelined into
the MCU, a clock is needed for the MCU to recognize the mode selected.

If no clock is present, the port B pins could be in the wrong state due to
the inability of the MCU to recognize the correct mode of operation. If no
clock is present, the MCU cannot advance out of the reset condition
since internal reset is a clocked sequence; thus, the MCU cannot
advance past the first step of this sequence. Even with no clock present,
a RESET signal will cause some changes. Most important, an unclocked
RESET signal resets the clock divider circuitry so the on-chip oscillator
will start. If an application includes external clock circuitry driving the
EXTAL pin, the RESET signal should force this external clock to resume
oscillation.
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5.3.1 System Initial Conditions

Once the reset condition is recognized, internal registers and control bits
are forced to an initial state. These initial states, in turn, control on-chip
peripheral systems to force them to known start-up states. Most of the

initial conditions are independent of the operating mode. This subsection
summarizes the initial conditions of the MCU as it leaves reset.

5.3.1.1 Central Processor Unit (CPU)

5.3.1.2 Memory Map

After reset, the CPU fetches the restart vector from locations
$FFFE,FFFF ($BFFE,BFFF if in special test or bootstrap mode) during
the first three cycles and begins executing instructions. The stack pointer
and other CPU registers are indeterminate immediately after reset;
however, the X and I interrupt mask bits in the CCR are set to mask any
interrupt requests. Also, the S bit in the CCR is set to disable the stop
mode.

After reset, the RAM and I/O mapping (INIT) register is initialized to $01,
putting the 256 bytes of random-access memory (RAM) at locations
$0000—3$00FF and the control registers at locations $1000—-$103F. The
8-Kbyte read-only memory (ROM) and/or the 512-byte EEPROM may or
may not be present in the memory map because the two bits that enable
them in the configuration control (CONFIG) register are EEPROM cells
not affected by reset or power-down.

5.3.1.3 Parallel Input/Output (1/O)
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When a reset occurs in expanded-multiplexed operating mode, the 18
pins used for handshake I/O are dedicated to the expansion bus. If a
reset occurs in the single-chip operating mode, the strobe A flag (STAF),
strobe A interrupt (STAI), and handshake (HNDS) control bits in the
parallel input/output control (PIOC) register are cleared so that no
interrupt is pending or enabled, and the simple strobed mode (rather
than full-handshake mode) of parallel I/O is selected. The port C
wired-OR mode (CWOM) bit in PIOC is cleared. Port C is initialized as
an input port (data direction register for port C, DDRC = $00); port B is a
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general-purpose output port with all bits cleared. STRA is the
edge-sensitive strobe A input, and the active edge is initially configured
to detect rising edges (edge select for strobe A (EGA) bitin PIOC is set).
Port C, port D (bits 5-0), port A (bits 0, 1, 2, and 7), and port E are
configured as general-purpose high-impedance inputs. Port B and

bits 6—3 of port A have their directions fixed as outputs, and their reset
state is logic O.

During reset, the timer system is initialized to a count of $0000. The
prescaler bits are cleared, and all output-compare registers are
initialized to $FFFF. All input-capture registers are indeterminate after
reset. The output-compare 1 (OC1M) mask register is cleared so that
successful OC1 compares do not affect any 1/O pins. The other four
output compares are configured to not affect any 1/0O pins on successful
compares. All three input-capture edge-detector circuits are configured
for capture-disabled operation. The timer overflow interrupt flag and all
eight timer function interrupt flags are cleared. All nine timer interrupts
are disabled since their mask bits are cleared.

5.3.1.5 Real-Time Interrupt

The real-time interrupt flag is cleared, and automatic hardware interrupts
are masked. The rate control bits are cleared after reset and may be
initialized by software before the real-time interrupt system is used.

5.3.1.6 Pulse Accumulator
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The pulse accumulator system is disabled at reset so that the pulse
accumulator input (PAI) pin defaults to being a general-purpose input

pin.
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5.3.1.7 Computer Operating Properly (COP) Watchdog

The computer operating properly (COP) watchdog system is enabled if
the NOCOP control bit in the CONFIG register (EEPROM cell) is clear
and disabled if NOCOP is set. The COP rate is set for the shortest
duration timeout.

5.3.1.8 Serial Communications Interface (SCI)

The reset condition of the SCI system is independent of the operating
mode. At reset, the SCI baud rate is indeterminate and must be
established by a software write to the BAUD register. All transmit and
receive interrupts are masked, and both the transmitter and receiver are
disabled so the port pins default to being general-purpose 1/O lines. The
SCI frame format is initialized to an 8-bit character size. The send break
and receiver wakeup functions are disabled. The transmit data register
empty (TDRE) and transmit complete (TC) status bits in the SCI status
register are both set, indicating that there is no transmit data in either the
transmit data register or the transmit serial shift register. The receive
data register full (RDRF), IDLE, overrun (OR), and framing error (FE)
receive-related status bits are all cleared. Upon reset in special
bootstrap mode, execution begins in the 192-byte bootstrap ROM, which
changes some of the initial conditions by the time the bootloading
process is finished. This firmware sets port D to wired-OR mode,
establishes a baud rate, and enables the SCI receiver and transmitter.

5.3.1.9 Serial Peripheral Interface (SPI)
The SPI system is disabled by reset. The port pins associated with this
function default to being general-purpose 1/O lines.

5.3.1.10 Analog-to-Digital (A/D) Converter

The A/D converter system configuration is indeterminate after reset. The
conversion complete flag is cleared by reset. The A/D power-up (ADPU)
bit is cleared by reset, disabling the A/D system.
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5.3.1.11 Other System Controls

The EEPROM programming controls are all disabled so the memory
system is configured for normal read operation. The highest priority I-bit
interrupt defaults to being the external interrupt request (@) pin by
PSEL3-PSELO equal to 0:1:0:1. The @ pin is configured for
level-sensitive operation (for wired-OR systems). The read bootstrap
ROM (RBOOT), special mode (SMOD), and mode A (MDA) bits in the
HPRIO register reflect the status of the mode B (MODB) and MODA
inputs at the rising edge of reset. The enable oscillator start-up delay
(DLY) control bit is set to specify that an oscillator start-up delay is
imposed upon recovery from STOP mode. The clock monitor system is
disabled by clock monitor enable (CME) equals 0.

The MC68HC11AS8 has three internal sources that can cause reset as
well as the external application of a low level to the RESET pin. No
matter which of these sources causes reset, the entire MCU is reset. The
RESET pinis driven low as a result of any of the reset sources. The only
distinction that is made between the causes of reset is the reset vector,
which is used to tell the CPU the starting address for execution when
reset is released.

A few registers are not forced to a startup condition as a result of reset.
Since these registers do not affect the starting conditions at MCU pins,
it is not important to force them to a startup state during reset. One such
example is the main-timer input-capture registers. Since these registers
are not useful until after an input capture occurs, it is not important to
force them to a startup state during reset.

5.3.2 CONFIG Register Allows Flexible Configuration
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The M68HC11 includes a nonvolatile CONFIG register, which controls a
number of options typically controlled by mask options or by additional
mode selection choices in other MCUs. By using a nonvolatile
EEPROM-based register, it is possible to achieve the same effects as if
the options were mask programmed and, at the same time, allow users
to change these features after the MCU is manufactured. The most
important aspect of this method of selecting options is that the selections
automatically take effect on any power-up or reset without any software
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intervention. Two classes of features can be controlled in this manner.
First, there are configuration choices that must inherently be made
before the reset vector is even fetched. For example, the ROM enable
must be decided so that the reset vector can be fetched out of the correct
memory as the MCU comes out of reset. The COP watchdog timer
enable is an example of the second class of features that can be
controlled by an EEPROM bit. The COP watchdog timer is intended to
detect software failures; thus, it is important to enable or disable this
feature without any software intervention. If software could disable or
was required to enable the COP watchdog, the COP watchdog timer
could not detect a failure of that software.

The CONFIG register controls the presence or absence of ROM and/or
EEPROM, enables/disables the COP watchdog timer, and
engages/disengages the security option. The CONFIG register and
mechanism are described in greater detail in 3.4.1 Operation of
CONFIG Mechanism. The features enabled by the CONFIG register
can be thought of as mask-programmed options that do not require
software service.

5.3.3 Mode of Operation Established

Reference Manual

During reset, the basic mode of operation is established, which
determines whether the MCU will operate as a self-contained single-chip
system or as an expanded system that includes external memory
resources. There are also special variations of these two basic modes of
operation. The bootstrap mode is the special variation of the normal
single-chip mode, and the special test mode is the special variation of
the normal expanded mode. The levels on the two mode select pins
during reset determine which of these four modes of operation will be
selected.

The hardware mode select mechanism begins with the logic levels on
the MODA and MODB pins while the MCU is in the reset state. The logic
levels on the MODA and MODB pins are fed into the MCU via a clocked
pipeline path. The captured levels will be those that were present part of
a clock cycle before the RESET pin rose. This fact ensures a 0 hold-time
requirement on the mode select pins relative to the rising edge at the
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RESET pin. The captured levels determine the logic state of the SMOD

and MDA control bits in the HPRIO register. These two control bits
actually control the logic circuits involved in hardware mode selection.
Table 5-1 summarizes the operation of the mode pins and mode control
bits.

Table 5-1. Hardware Mode Select Summary

Inputs Control Bits in HPRIO
Mode Description (Latched at Reset)
MODB | MODA RBOOT | SMOD | MDA IRV
1 0 Normal single chip 0 0 0 0
1 1 Normal expanded 0 0 1 0
0 0 Special bootstrap 1 1 0 1
0 1 Special test 0 1 1 1

5.3.4 Program Counter Loaded with Reset Vector

As reset is released, the CPU program counter is loaded with the reset
vector that points to the first instruction in the user’s program. Depending
on the cause of reset and the mode of operation, the reset vector may
be fetched from any of six possible locations. In older Motorola MCUs,
there was only one reset vector at $FFFE,FFFF.

5.4 Causes of Reset

M68HC11 — Rev. 6

In the MC68HC11A8, on-chip systems can detect MCU system failures
and generate a low level out the RESET pin to reinitialize other
peripherals in the system. To distinguish between these causes,
separate reset vectors are used. The primary reset vector is used when
the cause of reset is the internal power-on reset circuit or application of
a low level to the RESET pin. In normal expanded and normal
single-chip modes, this vector is located at $FFFE,FFFF. If the oscillator
input stops or is running too slow, the clock monitor circuit will generate
a reset (provided the clock monitor is enabled). Timeout of the internal
COP watchdog timer will generate a reset (provided the COP system is
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enabled). Table 5-2 summarizes the reset-vector locations versus the
cause of reset and mode of operation.

Table 5-2. Reset Vector versus Cause and MCU Mode

Cause of Reset Normal Mode Special Test

Vector or Bootstrap Vector
POR or RESET pin $FFFE,FFFF $BFFE,BFFF
Clock monitor fail $FFFC,FFFD $BFFC,BFFD
COP watchdog timeout $FFFA FFFB $BFFA,BFFB

In special test and bootstrap modes, MCU vectors are located at
$BFCO0-$BFFF rather than the normal $FFCO-$FFFF area. The primary
reason for this change is to be sure the reset vector can be supplied from
an external source in special test mode. The normal reset vector is
located at $FFFE,FFFF, which can be internal ROM or external memory
space (depending on whether the internal ROM is enabled). The special
test mode reset vector is at $BFFE,BFFF, which is always an external
access independent of other system conditions.

This alternate mapping is important to the operation of bootstrap mode
because it allows reset and other vectors to be located within the
192-byte bootloader ROM. As the MCU comes out of reset in special
bootstrap mode, the reset vector is fetched out of the bootloader ROM,
and execution begins at the start of the bootloader program. While in
bootstrap mode, interrupts can be vectored to locations in the
bootloaded program in RAM rather than vectoring to the routines
specified in the internal ROM program.

The M68HC11 MCU is capable of distinguishing between an external
reset and resets from the internal COP and clock monitor systems.
When the COP watchdog timer times out or the clock monitor detects a
clock failure, the COP and clock monitor status is temporarily saved. The
RESET pin is then driven low for about four E-clock cycles and is
released. Two E-clock cycles later, the RESET input is sampled. If
RESET is high (has risen to logic 1 within the two cycles since it was
released), the source of reset is presumed to be either the COP or clock
monitor system. If RESET is still low, the source is presumed to be an
external reset request, and the temporarily saved status from the COP
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and clock monitor systems is erased. Although there would rarely be
more than one cause for a particular reset sequence, the three reset
vectors are prioritized. If an external reset request drives the RESET pin
low for less than four E-clock cycles, the differentiation logic could
assume the source of reset was the internal COP or clock monitor
system; however, as long as neither of these causes was indicated by
the temporarily latched status, the normal reset vector would still be
used by default. Although this MCU can differentiate between different
reset causes, the most common implementation would direct all reset
vectors to the same initialization software, regardless of the cause of
reset.

There are four possible sources of reset in the MC68HC11A8. An
internal circuit detects the rising edge on Vpp and initiates a power-on
reset. An on-chip COP watchdog timer monitors proper software
execution; if software does not service this timer within its timeout
period, a system reset is generated. Another on-chip circuit monitors the
MCU clock frequency. If the MCU clock stops or is running too slow, a
system reset is generated. Finally, a user can initiate an external reset
by momentarily driving the RESET pin low. The COP and clock monitor
features can be disabled. The power-on reset and external reset share
the normal reset vector; whereas, the COP and clock monitor reset each
have their own vector. The four causes of reset are described in greater
detail in the following paragraphs.

5.4.1 Power-On Reset (POR)
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The POR is only intended to initialize internal MCU circuits. As Vpp is
applied to the MCU, the POR circuit triggers and initiates a reset
sequence. POR triggers an internal timing circuit that holds the RESET
pin low for 4064 cycles of the internal PH2 clock. The MCU does not
advance past this reset condition until a clock is present at the EXTAL
pin long enough for these 4064-cycle PH2 clocks to be detected. The
internal POR circuit will not retrigger unless Vpp has discharged to 0 V;
therefore, the internal POR circuit is not suitable as a power-loss
detector.
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In almost all M68HC11 systems, there will be an external circuit to hold
the RESET pin low whenever Vpp is below normal operating level. This
external voltage-level detector or other external reset circuits are the
normal source of reset in a system; the internal POR circuit only serves
to initialize internal control circuitry during cold starts.

In some unusual applications, it may be desirable to hold RESET low
long enough for the oscillator to reach stable operating frequency. This
stable operating frequency is not a requirement of the MCU because the
M68HC11 is a fully static design, which can operate correctly even when
the oscillator has not reached stable operating frequency. If the oscillator
has not reached stable operating frequency by the time RESET is
released, software and timed delays will be longer than expected since
these delays are based on the oscillator frequency. In most applications,
such errors within the first few milliseconds of operation are of no
concern, and no external power-on delay is necessary. In cases where
timing is critical immediately out of RESET, an external POR circuit must
be provided. The required amount of delay depends on the oscillator
startup time, which varies with the frequency and design of the oscillator
as well as such things as Vpp, rise time. In a typical M68HC11 design
with an E-clock frequency of 2 MHz, the internal POR will only hold
RESET low for about 2 ms after oscillator start. With an 8-MHz crystal,
the M68HC11 oscillator will typically start when Vpp reaches about 1 V.
For a typical Vpp rise time, the internal POR times out well before Vpp
reaches an acceptable level. Thus, POR alone is rarely able to provide
for all reset needs, and some external reset circuitry will be required.

5.4.2 COP Watchdog Timer Reset
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The COP watchdog timer system is intended to detect software
processing errors. When the COP is being used, software is responsible
for keeping a free-running watchdog timer from timing out. If the
watchdog timer times out, it is an indication that software is no longer
being executed in the intended sequence; thus, a system reset is
initiated.
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The COP system is enabled or disabled, depending on the state of the
NOCOP bit in the CONFIG register. This enable is like a mask option in
that it is effective immediately out of reset and is not dependent on any
software action. Unlike a programmed mask option, the COP enable
may be changed by the end user. The requirements for changing the
enable bit are designed so the NOCOP bit is very unlikely to be changed
by accident in the end system. The only way to change the enable status
of the COP system is to change the contents of the EEPROM-based
CONFIG register. Even after the NOCOP bit is changed, the MCU must
be reset before the new status becomes effective. In the special test and
bootstrap operating modes, the COP system is initially inhibited by the
disable resets (DISR) control bit in the TEST1 register. The DISR bit can
be written to 0 to enable COP resets while the MCU is in special test or
bootstrap operating mode.

The COP timeout period is set by the COP timer rate control bits (CR1
and CRO) in the configuration options (OPTION) register. After reset,
these bits are both 0, which selects the fastest timeout period. The MCU
internal E clock is first divided by 215 pefore it enters the COP watchdog
system. The CR1 and CRO bits control a further scaling factor for the
watchdog timer (see Table 5-3). The columns at the right of the table
show the resulting watchdog timeout periods for three typical oscillator
frequencies. In normal operating modes, these bits can be written once
only, and that write must be within 64 bus cycles after reset.

Table 5-3. Watchdog Rates versus Crystal Frequency

Crystal Frequency

CR1 | CRO | E = 2'Dijvided By 223 Hz 8 MHz 4 MHz
Nominal Timeout
0 0 1 15.625 ms 16.384 ms 32.768 ms
0 1 4 62.5 ms 65.536 ms 131.07 ms
1 0 16 250 ms 262.14 ms 524.29 ms
1 1 64 1s 1.049 s 21s
2.1 MHz 2 MHz 1 MHz

Bus frequency (E clock)
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The COP timer must be reset by a software sequence prior to timeout to
avoid a COP reset. The software COP reset is a 2-step sequence. The
first step is to write $55 to the COPRST register to arm the COP
timer-clearing mechanism. The second step is to write $AA to the
COPRST register, which clears the COP timer. Any number of
instructions can be performed between these two steps as long as both
steps are performed in the correct sequence before the timer times out.
This reset sequence is sometimes referred to as servicing the COP
timer.

Since the COP timer is based on the MCU clock, the COP watchdog
cannot detect errors that cause the MCU clock to stop. The clock monitor
system (see 5.4.3 Clock Monitor Reset) can be used as a backup for
COP to force a system reset if the MCU clocks stop.

Placing the COP service instructions in an interrupt service routine is
bad practice. In such a case, the interrupt could occur often enough to
keep the COP system satisfied even if the main-line program was no
longer functioning.

The implementation of the COP timer causes a tolerance on the timeout
period. The E + 215 clock into the COP system is free-running and, for
practical purposes, is asynchronous to the COP service software. All
additional divider stages in the COP timer are reset each time the COP
service sequence is performed. There is an uncertainty about when the
first E + 21° clock will reach the COP timer stages. This uncertainty
causes the specified timeout period to have a tolerance of minus zero to
plus one cycle of the E + 215 clock. This tolerance varies with E-clock
frequency but does not change with respect to the COP rate selected by
the CR1 and CRO bits. Figure 10-4. Major Clock Divider Chains in the
MC68HC11A8 and 10.4.3 Computer Operating Properly (COP)
Watchdog Function contain additional information about this clocking
structure.

5.4.3 Clock Monitor Reset

The clock monitor circuit is based on an internal resistor-capacitor (RC)
time delay. If no MCU clock edges are detected within this RC time
delay, the clock monitor can optionally generate a system reset. The
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clock monitor function is enabled/disabled by the CME control bit in the
OPTION reqister. This timeout is based on an RC delay so that the clock
monitor can operate without any MCU clocks.

Processing variations cause the RC timeout to vary somewhat from lot
to lot and part to part. An E-clock frequency below 10 kHz will definitely
be detected as a clock monitor error. An E-clock frequency of 200 kHz
or more will prevent clock monitor errors. Any system operating below
200 kHz E-clock frequency should not use the clock monitor function.

When the clock monitor is enabled and the MCU clocks slow down or
stop, a system reset is generated. The bidirectional RESET pin is driven
low to reset the external system and the MCU. Clock monitor has a
separate reset vector from COP reset and external reset to enable
software to determine the cause of reset. While the MCU is in special
test or bootstrap mode, resets from the COP and clock monitor systems
are initially disabled by a 1 in the DISR bit in the TESTL1 register. While
still in the special operating modes, COP and clock monitor resets can
be re-enabled by writing the DISR control bit to 0. In normal operating
modes, the DISR bit is forced to 0 and cannot be set to 1.

Clock monitor is often used as a backup for the COP watchdog system.
Since the COP needs a clock to function, it is unable to function if the
clocks stop. In such a case, the clock monitor system could detect clock
failures not detected by the COP system.

Another use for the clock monitor is to protect against the unintentional
execution of the STOP instruction. Some applications view the STOP
instruction as a serious problem because it causes MCU clocks to stop,
thus disabling all software execution and on-chip peripheral functions. A
stop disable bit (S) in the CCR is the first line of defense against
unwanted STOP instructions. While the S bitis 1, the STOP instruction
acts as a no-operation (NOP) instruction, which does not interfere with
MCU clock operation. Clock monitor can provide an additional level of
protection by generating a system reset if the MCU clocks are
accidentally stopped.

Itis possible to use the clock monitor in systems that also use the STOP
instruction. In such a system, the CME control bit would be written to 0
to disable the clock monitor prior to executing an intentional STOP
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5.4.4 External Reset
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instruction. After recovery from STOP, the CME bit would be written to 1
to enable the clock monitor during normal execution.

The reset sequence is a clocked operation; whereas, clock monitor
resets are generated when the clocks stop. In many cases, the low level
on RESET will correct the cause of the stopped MCU clocks, and
recovery can proceed much as in the COP reset case. In cases where
the MCU clocks do not resume as a result of the clock monitor reset, the
driven low level at the RESET pin will remain indefinitely.

In addition to the internal sources, reset can be forced by applying a low
level to the RESET pin. The resulting reset sequence is identical to the
internal causes. Upon recognition of the reset request, internal logic
turns on an internal N-channel device, which actively holds the RESET
pin low for about four cycles. In a normal system, the external source of
RESET would be redundantly driving the pin low during this time and
would continue to hold the pin low longer than this four cycles. Two
E-clock cycles after the internal N-channel driver releases the pin, the
RESET pin is sampled. A low level at this time indicates the reset was
caused by some external source. When the RESET pin is eventually
released, the normal reset vector is fetched and processing begins.

In all cases of reset, the internal N-channel device holds the RESET pin
low for at least four E-clock cycles. All resets cause internal registers and
on-chip peripherals to be re-initialized. The only difference between
causes of reset is the vector locations used.

In the abnormal case where the RESET pin is not held low long enough
to be detected as the cause, the reset is tentatively assumed to have
come from the COP or clock monitor systems. Priority logic assigns
highest priority to the clock monitor and second highest priority to the
COP watchdog. If neither of these sources is pending, the normal reset
vector is selected by default. In another abnormal case where the
RESET line is loaded by too much capacitance to rise within two cycles
after the internal N-channel turns off, there will be no way for the internal
logic to discriminate between an internal or external reset source; thus,
all resets are interpreted as external requests.
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Figure 5-1 shows an example of an external reset circuit. The
low-voltage inhibit (LVI) device [1] holds RESET low whenever Vpp is
below operating level. The LVI device [2] and the RC on its input provide
an external POR delay. The switch [3] provides for manual reset.
Voltage detectors [1] and [2] have open-drain outputs, and the pullup
resistor holds the RESET pin high unless either voltage detector or the
internal MCU reset circuitry drives the RESET pin low. The LVI circuit [1]
(or some equivalent circuit) is required for virtually all M6BHC11
systems. The external POR delay and manual reset switch are optional.
For many applications, the voltage detector [1] and the pullup resistor [4]
are the only external components needed for reset.

Vpp Vpp
2 4]
m 47K
[ RESET ! TO RESET
MC34064 OF M68HC11
GND (AND OTHER

SYSTEM PARTS)

3] IN

RESET
MC34064
GND

3
MANUAL -
RESET SWITCH R
_&@
2
_-I__C
[2]

3

Figure 5-1. Typical External Reset Circuit

5.5 Interrupt Process
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The CPU in a microcontroller sequentially executes instructions. In many
applications, it is necessary to execute sets of instructions in response
to requests from various peripheral devices. These requests are often
asynchronous to the execution of the main program. Interrupts provide
a way to temporarily suspend normal program execution so the CPU can
be freed to service these requests. After an interrupt has been serviced,
the main program resumes as if there had been no interruption.

Reference Manual

MOTOROLA

Resets and Interrupts 175



Resets and Interrupts

Reference Manual

The instructions executed in response to an interrupt are called the
interrupt service routine. These routines are much like subroutines
except that they are called through the automatic hardware interrupt
mechanism rather than by a subroutine call instruction, and all CPU
registers are saved on the stack rather than just saving the program
counter. An interrupt (provided it is enabled) causes normal program
flow to be suspended as soon as the currently executing instruction
finishes. The interrupt logic then pushes the contents of all CPU
registers onto the stack so the CPU context can be restored after the
interrupt is finished. After stacking the CPU registers, the vector for the
highest priority pending interrupt source is loaded into the program
counter, and execution continues with the first instruction of the interrupt
service routine. An interrupt is concluded with a return-from-interrupt
(RTI) instruction, which causes all CPU registers and the return address
to be recovered from the stack so that the interrupted program can
resume as if there had been no interruption.

Interrupts can be enabled or disabled by mask bits (X and I) in the CCR
and by local enable mask bits in the on-chip peripheral control registers.
A few important interrupt sources that are always enabled are called
non-maskable interrupts. The non-maskable interrupt request (XIRQ)
pin is effectively a non-maskable interrupt source except that it is
disabled immediately after reset. Very special logic is associated with
the interrupt mask bit (X) for XIRQ in the CCR to overcome classic
problems associated with a non-maskable interrupt while allowing all of
the benefits of such an interrupt. The remaining interrupt sources are
maskable by the interrupt mask bit (I) in the CCR.

The interrupt mask bits in the CCR provide a means of controlling the
nesting of interrupts. In rare cases, it may be useful to allow an interrupt
routine to be interrupted (nesting of interrupts). Nesting of interrupts is
discouraged because it greatly complicates a system and rarely
improves system performance. By default, the interrupt structure inhibits
interrupts during the interrupt entry sequence by setting the interrupt
mask bit(s) in the CCR. As the CCR is recovered from the stack during
the RTl instruction, the CCR bits return to the enabled state so additional
interrupts can be serviced. If nesting of interrupts is desired, it must be
specifically allowed by clearing the interrupt mask bit(s) after entering
the interrupt service routine. Care must be taken to specifically mask
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(disable) the present interrupt with a local enable mask bit or to clear the
interrupt source flag before clearing the mask bit in the CCR; otherwise,
the same source would immediately interrupt, and an infinite loop could
result.

Upon reset, both the X and | bits are set to inhibit all maskable interrupts
and XIRQ. After minimum system initialization, software may clear the X
bit by a transfer accumulator A to CCR (TAP) instruction, thus enabling
m. Thereafter, software cannot set the X bit; thus, an m IS
effectively a non-maskable interrupt. Since the operation of the
I-bit-related interrupt structure has no effect on the X bit, the external
XIRQ pin remains effectively non-maskable. In the interrupt priority logic,
m is a higher priority than any source that is maskable by the | bit. All
I-bit-related interrupts operate normally with their own priority
relationship. When an I-bit-related interrupt occurs, the | bit is
automatically set by hardware after stacking the CCR byte, but the X bit
is not affected. When an XIRQ occurs, both the X and | bits are
automatically set by hardware after stacking the CCR. An RTI instruction
restores the X and | bits to their pre-interrupt request state.

5.5.1 Interrupt Recognition and Stacking Registers

M68HC11 — Rev. 6

An interrupt can be recognized at any time provided it is enabled by its
local mask (if any) and by the global mask bit in the CCR. Once any
interrupt source is recognized, the CPU will respond at the completion of
the currently executing instruction. Instructions cannot be interrupted;
rather, the CPU decides whether to fetch another instruction or process
an interrupt. In calculating the latency time from the actual interrupt
request to the CPU response to that request, the user must consider the
possibility that the CPU had just started a long instruction as the interrupt
was requested. Most instructions are two to four cycles long, but the
multiply (MUL) and integer divide (IDIV) or fractional divide (FDIV)
instructions are 10 and 41 cycles, respectively.

When the CPU decides to service an interrupt, the contents of CPU
registers are pushed (stored) on the stack in the order PCL, PCH, IYL,
IYH, IXL, IXH, ACCA, ACCB, and CCR (following the same
cycle-by-cycle order as cycles 3—-14 of the SWI instruction). After the
CCR value is stacked, the I bit in the CCR (and the X bit if XIRQ is
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pending) is set to inhibit further interrupts. The interrupt sequence then
proceeds to the priority resolution step.

5.5.2 Selecting Interrupt Vectors

Reference Manual

After the CCR has been stacked, the CPU evaluates all pending
interrupt requests to determine which source has the highest priority.
Since the priority resolution step occurs several cycles after the original
decision to service an interrupt, a higher priority source could become
pending after the stacking operation started but before the priority is
resolved. In such a case, the interrupt that is serviced can be different
from the source that initiated the interrupt sequence. This subtle aspect
means that the latency from an interrupt request to when it is serviced
can be shorter than expected.

Interrupts obey a fixed hardware-priority circuit to resolve simultaneous
requests; however, one I-bit-related interrupt source may be elevated to
the highest | bit priority position in the resolution circuit. The first six
interrupt sources are not masked by the | bit in the CCR and have the
fixed priority interrupt relationship: reset, clock monitor fail, COP falil,
illegal opcode, and XIRQ. Each of these sources is an input to the priority
resolution circuit. Software interrupt (SWI1) is actually an instruction and
has the highest priority other than reset because, once the SWI opcode
is fetched, no other interrupt can be honored until the SWI vector has
been fetched. The highest I-bit-related priority input is assigned under
software control (of the HPRIO register) to be connected to any one of
the remaining I-bit-related interrupt sources. To avoid timing races, the
HPRIO register may be written only while the I-bit-related interrupts are
inhibited (I bit in CCR = 1). An interrupt that is assigned to this highest
priority position is still subject to masking by any associated control bits
or by the | bit in the CCR. The interrupt vector address is not affected by
assigning a source to this highest priority position.

Figure 5-2 shows the HPRIO register. The HPRIO register may be read
at any time but may be written only under special circumstances. The
high-order four bits of HPRIO may be written only while the MCU is
operating in one of the special modes (SMOD = 1). The low-order four
bits may be written only while the | bit in the CCR is 1.
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Address:  $103C

Bit 7 6 5 4 3 2 1 Bit 0
Read:
RBOOT | SMOD MDA IRV PSEL3 PSEL2 PSEL1 PSELO
Write:
Reset: Refer to Table 5-1. 0 1 0 1

Figure 5-2. Highest Priority I-Bit Interrupt
and Miscellaneous Register (HPRIO)

RBOOT — Read Bootstrap ROM

Can be written only while SMOD equals 1
1 = Bootstrap ROM enabled and located from $BF40-$BFFF
0 = Bootstrap ROM disabled and not present in memory map

The RBOOT control bit enables or disables the special bootstrap
control ROM. This 192-byte mask-programmed ROM contains the
firmware required to load a user’s program through the SCI into the
internal RAM and jump to the loaded program. In all modes other than
the special bootstrap mode, this ROM is disabled and does not
occupy any space in the 64-Kbyte memory map. Although it is 0 when
the MCU comes out of reset in test mode, the RBOOT bit may be
written to 1 while in special test mode.

SMOD — Special Mode Bit

May be written to O but not back to 1
1 = Special mode variation in effect
0 = Normal mode variation in effect

MDA — Mode A Select Bit

Can be written only while SMOD equals 1
1 = Normal expanded or special test mode in effect
0 = Normal single-chip or special bootstrap mode in effect

IRV — Internal Read Visibility Bit

Can be written only while SMOD equals 1; forced to 0 if SMOD
equals O
1 = Data driven onto external bus during internal reads
0 = Data from internal reads not visible on expansion bus (levels
on bus ignored)
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The IRV control bit is used during factory testing and sometimes
during emulation to allow internal read accesses to be visible on the
external data bus. Care is required to avoid data bus contention while
IRV is active because the bidirectional data bus is driven out during
reads of internal addresses, even though the R/W line suggests the
data bus is in the high-impedance read mode. In normal modes, this
function is disabled; thus, complex decode logic is not required to
protect against accidental bus conflicts.

PSEL3-PSELO — Priority Select Bits 3-0

Can be written only while I bit in CCR equals 1. These four bits allow
any one maskable interrupt source to be elevated to the highest
priority position. Non-maskable interrupts still take priority over all
maskable interrupts. Table 5-4 shows the relationship between the
PSEL3-PSELDO bit values and the interrupt source that is promoted.
The priority can be changed only while interrupts are masked (I bit in
CCR =1) to avoid race conditions.

Table 5-4. Highest Priority | Interrupt versus PSEL3-PSELO

PSEL3 | PSEL2 | PSEL1 | PSELO Interrupt Source Promoted
0 0 0 0 Timer overflow
0 0 0 1 Pulse accumulator overflow
0 0 1 0 Pulse accumulator input edge
0 0 1 1 SPI transfer complete
0 1 0 0 SCI serial system
0 1 0 1 Reserved (default to @)
0 1 1 0 IRQ (external pin or parallel 1/O)
0 1 1 1 Real-time interrupt
1 0 0 0 Timer input capture 1
1 0 0 1 Timer input capture 2
1 0 1 0 Timer input capture 3
1 0 1 1 Timer output compare 1
1 1 0 0 Timer output compare 2
1 1 0 1 Timer output compare 3
1 1 1 0 Timer output compare 4
1 1 1 1 Timer output compare 5
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Figure 5-2, Figure 5-3, and Figure 5-4 illustrate the interrupt process as
it relates to normal processing. Figure 5-3 shows how the CPU begins
from a reset and how interrupt detection relates to normal opcode
fetches. Figure 5-3, an expansion of a block in Figure 5-2, shows how
interrupt priority is resolved. Figure 5-4, an expansion of the SCI
interrupt block in Figure 5-3, shows the resolution of interrupt sources
within the SCI subsystem.

5.5.3 Return from Interrupt

When an interrupt has been serviced as needed, the return-from-
interrupt (RTI) instruction terminates interrupt processing and returns to
the program that was running at the time of the interruption. During
servicing of the interrupt, some or all of the CPU registers will have
changed. To continue the former program as if it had not been
interrupted, the registers must be restored to the values present at the
time the former program was interrupted. The RTI instruction
accomplishes this by pulling (loading) the saved register values from the
stack memory. The last value to be pulled from the stack is the program
counter, which causes processing to resume where it was interrupted.

5.6 Non-Maskable Interrupts

This subsection discusses the illegal opcode fetch interrupt, the software
interrupt (SWI) instruction, and the XIRQ input pin. The illegal opcode
fetch interrupt is a non-maskable interrupt source intended to improve
system integrity. Although it performs like an interrupt, SWI is an
instruction rather than an asynchronous interrupt. The m input is an
updated version of the non-maskable interrupt (W) input of earlier
MCUs.
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Figure 5-3. Processing Flow Out of Resets (Sheet 1 of 2)
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BEGIN

YES YES
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Figure 5-5. Interrupt Source Resolution within SCI

5.6.1 Non-Maskable Interrupt Request (XIRQ)

Non-maskable interrupts are useful because they can always interrupt
CPU operation. The most common use for such an interrupt is for very
serious system problems, such as program runaway or power failure.
The XIRQ mechanism overcomes two significant problems with an NMI
input while retaining the important capabilities associated with a
non-maskable source.
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The first NMI problem is as follows: What if an NMI is requested before
the stack pointer has been initialized? If this request happens, the
register stacking operation causes register values to be written to a
random area of memory. If the stack pointer is pointing to some
unimplemented memory area or to a read-only area, there will be no way
to return to the program in progress at the time of the interrupt. If the
stack pointer is pointing at a data area in memory, the register values will
be written over the data (thus corrupting it). Since this situation is not
desirable, the NMI had to be externally inhibited after reset until the stack
pointer could be initialized.

The second NMI problem is as follows: What if the NMI signal bounces
so that NMI is nested? If nesting occurs, the stack can be filled with
several copies of the register values, possibly filling the stack beyond its
allotted space. Nesting in this way would also cause excessive latency
from the request until the resulting program actions are executed.

The M68HC11 solves both these problems with the X bitin the CCR. The
X bit is very similar to the | bit except that there are special restrictions
on setting and clearing of the X bit. Since X can only be cleared by a
software instruction, the programmer has control over when the m
input becomes enabled. The two software instructions that can clear the
X bitare TAP and RTI (provided the stacked CCR value has a 0 in the X
bit position). The two hardware conditions that can set the X bit are
system reset and the recognition of an m

Immediately after any reset, the X bit is set; thus, m Is inhibited.
When software has established initial conditions, including setting the
stack pointer, the X bit may be cleared with a TAP instruction to enable
XIRQ. These two steps overcome the first NMI problem. Since software
cannot set the X bit, the m can be considered a non-maskable source
at this point. When an m occurs, the CCR value is stacked (with the
X bit clear); the X bit is then automatically set to inhibit additional
interrupts. This step overcomes the second NMI problem. When an RTI
instruction is executed, the CCR is restored to the stacked value (which
had the X bit clear). A common misconception is that the X bit can be set
by executing an RTI instruction with a 1 in the X bit position of the
stacked CCR value. In reality, the X bit is implemented as a set-reset
flip-flop rather than a D-type flip-flop. The set input is connected to the
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OR of reset and m acknowledge. The reset input is connected to the
AND of a CCR write and data bit 6 equals 0. If an attempt is made to TAP
or unstack a 1 to the X bit, neither the set nor the clear input to the X bit
flip-flop will be activated, and the X bit will remain unchanged.

The M68HC11 supports a stop mode where all clocks are stopped to
reduce power consumption to a few microamps. Recovery to active
mode is accomplished by a reset or an interrupt (@ or XIRQ).
Depending upon the state of the X bit in the CCR, the m input offers
a choice of two recovery methods. If X is 0, m interrupts are enabled,
and recovery leads to register stacking and normal interrupt service. If X
is 1, XIRQ interrupts are inhibited, but the m pin can still be used for
recovery from the stop mode. Rather than resuming operation with
service of an interrupt (M), the clocks start and processing resumes
with the next opcode after the STOP opcode. This technique can be
thought of as a STOP-continue mechanism.

Some M68HC11 MCUs were manufactured with a subtle defect that can
cause failure to properly recover from stop with an interrupt input (@
or m). If the opcode immediately preceding the STOP opcode came
from column 4 or 5 of the opcode map, recovery was incorrect. Column
4 and 5 opcodes are accumulator instructions, such as negate A (NEGA)
or decrement B (DECB), which seldom appear immediately before a
STOP instruction; therefore, a long time elapsed before the problem was
discovered. A simple NOP instruction before the stop opcode ensures
proper recovery from stop in all cases.

5.6.2 lllegal Opcode Fetch
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Since not all possible opcodes or opcode sequences are defined, an
illegal opcode detection circuit has been included. When an illegal
opcode is detected, an interrupt is requested to the illegal opcode vector.
The illegal opcode vector should never be left uninitialized. The stack
pointer should be re-initialized as a result of an illegal opcode interrupt
so repeated execution of illegal opcodes does not cause stack overruns.
If the illegal opcode vector were left uninitialized, it could point to a
memory location that contained an illegal opcode. In such a case, there
would be an infinite loop of repeated illegal opcodes and an infinite stack
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overflow, which would cause the register contents to be stored to all
memory addresses in a very short time.

The illegal opcode trap mechanism works for all unimplemented
opcodes on all four opcode map pages. The address stacked as the
return address for the illegal opcode interrupt is the address of the first
byte of the illegal opcode. Otherwise, it would be almost impossible to
determine whether the illegal opcode had been one or two bytes. The
stacked return address can be used as a pointer to the illegal opcode so
the illegal opcode service routine can evaluate the offending opcode.

The illegal opcode mechanism can be used to create a number of
special-purpose instructions that use otherwise illegal opcodes. When
one of these opcodes is encountered, the interrupt service routine can
look up the special opcode and perform some special task. The return
address would need to be manually changed since it points to the illegal
opcode rather than to the instruction that follows the illegal opcode.

The TEST instruction (opcode $00) is a legal opcode in special test and
bootstrap modes, but it is an especially offensive illegal opcode in
normal operating modes. The illegal opcode detection logic treats the
TEST opcode as illegal when the MCU is in normal operating modes and
as legal in special test and bootstrap modes.

5.6.3 Software Interrupt

NOTE:

M68HC11 — Rev. 6

The SWI is executed in the same manner as other instructions and takes
precedence over pending interrupts only if the other interrupts are
masked (I and X bits in the CCR set). The SWI instruction is executed in
a manner similar to other maskable interrupts in that it sets the | bit, CPU
registers are stacked, etc. SWI is not inhibited by the global interrupt
mask bits (X or 1) in the CCR.

The SWI instruction will not be fetched if any other interrupt is pending.
However, once an SWI instruction begins, no other interrupt can be
honored until the SWI vector has been fetched.

SWI instructions are commonly used in debug monitors to transfer
control from a user program to the debug monitor. For example, while
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operating under monitor control, a designer can specify a breakpoint at
some address in the user program being debugged. The monitor will
replace the user’s opcode at this address with the opcode for an SWI
instruction. When the user’s program is running and this SWI opcode is
encountered, the monitor, recognizing that this is a breakpoint, will take
control. The SWI opcodes are usually placed into the user’s program just
before the program is run, and these locations are restored to the original
opcode when the debug monitor regains control.

5.7 Maskable Interrupts

The remaining 20 interrupt sources in the MC68HC11A8 are subject to
masking by a global interrupt mask bit (I bit in CCR). In addition to the
global | bit, all of these sources except the external interrupt (@ pin)
are subject to local enable bits in control registers. Most interrupt
sources in the M6BHC11 have separate interrupt vectors; thus, there is
usually no need for software to poll control registers to determine the
cause of an interrupt. The maskable interrupt sources respond to a
fixed-priority relationship except that any one source can be dynamically
elevated to the highest priority position of any maskable source.

This subsection discusses the maskable interrupt structure rather than
the specific interrupts from individual internal peripheral subsystems.
The interrupts associated with the internal subsystems are discussed
throughout this manual during the discussion of each peripheral system.

5.7.1 I Bitin the Condition Code Register
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The I bit in the CCR acts as a primary enable control for all maskable
interrupts. When the | bit is set, interrupts can become pending but will
not be honored. When the | bitis clear, interrupts are enabled to interrupt
normal program flow when an interrupt source requests service.

The | bitis set during reset to prevent interrupts from being honored until
minimum system initialization has been performed. Part of this minimum
initialization would be to load the stack pointer so it points to an
appropriate area of RAM. The | bit is also automatically set during entry
into any interrupt service routine to prevent an infinite source of
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interrupts from overwhelming the CPU. Software can also set the
interrupt mask bit to inhibit interrupts during sensitive operations.

The | bit can be cleared by software instructions or during the execution
of an RTI instruction. In most applications, the I bit remains set during
interrupt service routines so other interrupts will not be honored until a
current interrupt service routine finishes (that is, nesting is not
permitted). In more unusual applications, it is possible to allow nesting of
interrupts by clearing the | bit during an interrupt service routine. Since
this procedure requires much expertise, it should not be attempted by a
novice programmer. In some cases, worst-case interrupt latency can be
reduced by allowing interrupt nesting, but usually the best procedure is
to minimize the execution time of interrupt service routines. Since the
overhead associated with interrupt nesting usually violates this principle,
nesting is not recommended.

The operation of the | bit during service of an interrupt proceeds as
follows. When an enabled interrupt occurs and the | bit is clear, the CPU
completes the current instruction and begins the interrupt response
seqguence. The current contents of the CPU registers are pushed onto
the stack (stored in stack RAM). The register values are saved one byte
at a time in the following order: PCL, PCH, IYL, IYH, IXL, IXH, ACCA,
ACCB, and CCR. After the CCR value is stacked, the | bit in the CCR is
set to inhibit further interrupts. Next, the vector for the highest priority
pending interrupt is fetched, and processing continues with execution of
the first instruction in the interrupt service routine. The last instruction in
the interrupt service routine is the RTI instruction. This instruction
causes the previously stacked register values to be loaded back into the
registers in reverse order. Since the program counter is restored to its
pre-interrupt value, the next instruction executed will be the instruction
that would have been executed if the interrupt had not occurred.

A common error for new users is to put a set interrupt mask (SEI)
instruction at the beginning of an interrupt service routine and a clear
interrupt mask (CLI) instruction just before the RTI instruction. These
instructions should not be used in this way because they are redundant.
The automatic interrupt logic already sets the | bit on the way into an
interrupt and clears the | bit during normal execution of the RTI
instruction.
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5.7.2 Special Considerations for I-Bit-Related Instructions

Some special conditions associated with the | bit require additional
consideration. The | bit is actually a sequential logic circuit rather than a
simple flip flop. When the | bit is set by an SEI or a TAP instruction,
interrupts are inhibited immediately. An interrupt occurring while an SEI
instruction is executing will not be honored until/unless the | bit is later
cleared. When the | bitis cleared by a CLI or TAP instruction, the actual
clear operation is delayed for one bus cycle so the instruction following
the CLI or TAP will always be executed. This procedure implies that the
following loop can never be interrupted by a maskable interrupt:

LOOP CLI Enabl e I nterrupts
SEI Di sable Interrupts
BRA LOCP Repeat

The reason for this delayed clear operation can be seen in this
instruction sequence:

CLI Enabl e I nterrupts
WA Wait for Interrupt

If there were not a delay in clearing the | bit, it is possible the interrupt
could be recognized between the CLI and WAL instructions. Upon return
from the interrupt service routine, the WAI instruction would be
executed, and the CPU would erroneously wait for the interrupt that was
just serviced.

During execution of an RTI instruction, the first register to be restored
from the stack is the CCR. In this situation, the 1-cycle delay in clearing
the | bit expires long before the RTI instruction is finished; thus, a new
interrupt sequence can be started even before a single instruction of the
interrupted program is executed.

5.8 Interrupt Request

The maskable interrupt structure in the M68HC11 can be extended to
additional external interrupting sources through the IRQ input. This
subsection discusses the IRQ input as it relates to the interrupt structure.
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The alternate use of the IRQ pin as an EEPROM programming voltage
source during factory testing is discussed in 2.4.6 Interrupt Pins (XIRQ
and IRQ).

Although this subsection is primarily concerned with the @ pin, there
are several additional MCU pins that can be used as interrupt inputs. The
m pin provides for non-maskable interrupts. The main-timer
input-capture pins (IC3-IC1) can be used as edge-sensitive interrupt
inputs with separate controls for selecting the significant edge and
separate interrupt vectors. The pulse accumulator input pin can also be
used as an additional edge-sensitive interrupt. If the MCU is operating in
single-chip mode, the strobe A (STRA/AS) pin is available as an
edge-triggered interrupt input. Though there is only one @ pin, these
other pins allow an MC68HC11A8 to have up to seven interrupt pins.

5.8.1 Selecting Edge Triggering or Level Triggering
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The default and most common configuration for the @ pin in an
M68HC11 application is a low-level-sensitive wired-OR network. In less
common applications, @ can be a low-going edge-sensitive input. The
edge-sensitive configuration is less common because it only allows a
single interrupt source to use the @ pin; whereas, the level-sensitive
configuration can accommodate many sources on the single m pin.
The m select edge-sensitive only IRQE bit in the OPTION control
register is used to select the @ pin configuration (IRQE = 0 for low level
sensitive and IRQE = 1 for low-going edge sensitive). The IRQE control
bit is time-protected, which means it can only be written once within the